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1.1 Hgenmobnkayns JoKymeHTa

[laHHOe PyKOBOJCTBO KPATKO MOXHO MAEHTUEULMPOBATL COrNacHo Tabauue 1.

Ta6nuua 1- UpeHTnchukauma foKymeHTa

PykoBoACTBO AaHanuTuka

Bepcust fjokyMeHTa Bepcua 1.0.24 (aktyansHo ans Bepcun arenta 2.0.173.2673, Bepcum (hpoHTeHa
2.40.8, Bepcuu Oekenpa 1.21.1-17)

WreHTnduKaLus nporpamMmbl «RT Protect EDR»

MﬂeHTM(bMKaUMﬂ pagpaGOTqMKa AO «PT-VlHd)OpMaLLI/IOHHaFI 0€30MacHOCTb»

YpoBeHb 0BepHs: OueHouHblit yposeHb posepus 4 (0Y114)

Naentnchnkaums N3 Mpodunb 3aWuTbl CucTeM 0GHAPYXEHUS BTOPXEHMIA YPOBHA y3na Tuna «Y»
yetBeptoro Knacca 3awurbl. WUT.COB.YA.N3. Yreepxpen OCTIK Poccum o1
3.02.2012r.

Mpodunb 3alWnTbl CPEACTB KOHTPOAS MOLKMIOYEHUS CHEMHbIX MALUMHHbIX
HocuTeneit MHdpopmawim yetseproro knacca 3awutbl UT.CKH.NM4.N3 (yrBepxaeH
OCTIK Poccun o1 01.12.2014)

Naentndpmkaums 0K «TpeGoBaHus K CUCTEMaM 0GHApYXEHUs BTOPXEHHH,
yTBepxzeHHble npukazom OCTIK Poccun o1 6 fekalbps
2011r. N° 638.

[OCT P UCO/M3K 15408 UHcpopmaLLMOHHaS TEXHONOTHS.
Meropbl u cpescTa o6ecneyenns 6esonacHocTu. Kputepuu
OL,eHKM 6e30MacHOCTH MH(OPMALMOHHbIX TEXHONOT Uty
KntoyeBble C/l0Ba Cucrema oGHapyxexus BTopxenui, COB, 0Y/14
1.2 AHHoTayms JOKYMeHTa

JIOKYMEHT npeHasHayeH Ans 03H

aKOMJIEHUS NoNb30BaTeNeil, OCYWECTBASIOLMX (YHKLMM aHANNTUKE W

B3auMogeicTBytoLWmX ¢ nporpammoit «RT Protect EDR» (zanee lporpamma) ¢ uenbto o6ecneyexus Ub. B gokymente

pacCCka3blBaeTcs 00 OCHOBHbIX 00A3aHHOCTAX @HANMTUKA, €r0 BO3MOXHOCTSX B ﬂporpamme: OCHOBHbIX MeTOAax

C03/1aHNA AHANUTUYECKUX NPABKA, PAaBOTe C UCKNIOYEHNAMH, MPODUAAMIU 3aLLUTHI U 6E30MACHOCTH.

PykosogcTeo aHanutuka RT Protect EDR
Bepcns 1.0.24 ot 14 oktalps 2024

CIRT
L Protect 7




1.3 YcnoBHbie 0603HaYeHHs

YcnoBHble 0603Ha4eHNs, TPUMEHSIEMbIE B LOKYMEHTe, NpeAcTaBNeHbl B Tabauue 2.

Ta6nuua 2 - YcnoBHbie 0603HaueHNs

0603HayeHue

Onuncaume

MPOMUCHBIE BYKBbI

AKpoHUMbI, a66peBunatypbl

«Times New Roman»

Ha3BaHus JOKyMEHTOB, KOMaH, KaTanoros, ainos u 1.4.

XupHbiit wpndrt

Mognucu Tabnui, PUCYHKOB, Ha3BaHWA pPa3fenos, MOAPasfenos, NYHKTOB M
NOANYHKTOB, HA3BaH!E KHOMOK MEHI0 MOAYNA aAMUHUCTPUPOBAHMS MPOrpaMMbl

0603HaueHns KHONOK MeHto, onepavyit Moy st aAMUHUCTPUPOBaHMS MporpamMbl

Times New Roman/Times New Roman

Mepeyncnenme anbTepHaTUBHbIX BAPUAHTOB, NyTb MEHHO, NyTh aiina

lMpumeyanue

9
LJd

UHdhopmaLmsa, Tpebytowas BHUMaHUS N0Nb30BaTENS

BaxHo

9
LJd

WHdpopmaums, cBA3aHHAS C BAXHbIMKA  KOH(UIYPALMOHHBIMIA  HACTPOKaMK ¢
oco6eHHocTIMM paboTbl EDR

PekomeHpaLum u npesnonoxexus, Kotopsle MoryT nomMoub B padote ¢ EDR

PykoBozCTBO aHanutuka RT Protect EDR

Bepcus 1.0.24 or 14 okra6ps 2024

rotect




2.1 06wwne ceegenns o lporpamme

RT Protect EDR — 370 cuctema ans 0GHapyxeHus LeneHanpaBAeHHbIX atak Ha KOHeYHbIX ycTpoicTBax. OHa
oGecneynsaer ObiCTpoe 0GHapyXeHne BTOPXeHMH, IP(EKTUBHOE aBTOMATUYECKOE NPOTUBOAEHCTBUE, HATNALHYHO
BU3Ya/n3aLmo COObITUI 1 MHLMAEHTOB, @ Takxe COOp UN(POBbLIX YUK U TILATENbHOE PacCNef0BaHUE MHLMAEHTOB W
MOUCK aHOMAbHO aKTUBHOCTH.

MporpaMma UMEET KNMEHT-CEPBEPHYI0 aPXUTEKTYPY.

Knuentckas yactb lporpamMmbl hyHKumoHupyet nog ynpasnennem O0C cornacto cnepytollemy Cucky:

— 0C Windows Bepcuin 7, 8, 8.1, 10;

— 0C Windows Server 2008 R2, 2012R2, 2012, 2016, 2019;

— Linux (Ubuntu 18.04, Ubuntu 20.04.5 LTS, Astra SE 1.7_x86-64, Red 05 7.3, Debian GNU/Linux 11 (bullseye)
[Linux 5.10.0-19-amd64 x86_64].

CepeepHas yactb Mporpammbl yHkumoHupyet nog ynpasnennem 0C Linux (Ubuntu 20.04).

06pawarbcs K cepeepy ynpasnenus MoxHo B Gpay3epax Google Chrome Bepcun He ke 92.0.4515.107 u

Firefox Browser Bepcun He Hixe 83.0.

T Mpumeyanue

L) Nporpamma coBmectuma C fpyrumu Gpay3epamy, OAHAKO KOpPeKTHas pabota B HMX He
rapaHtupyetcsi. B cnyuae obpaluexust K cepBepy ynpaBieHus u3 Hemoaiepxuaemoro Gpaysepa

PEKOMEHAYETCA OTKAK0YaTh 610kupoBLLMK peknambl (AdBlock).

lporpamMma npeaHa3HayeHa ans 06paboTKu MH(OPMALLMK, He ABNAKOLLEACS CEKPETHOM.

AreHT CnpoekTMpoBaH Takum 00pa3oM, uT00bl MPUHMMATL OT CepBepa npaBuna aHannsa u Apyrywo
UH(OPMALMI, HEOOXOANUMYKO 4191 BbISIBNEHUS 1 PearupoBaHius Ha Yrpo3bl. AreHT BBOAUT 0OLEKTHYIO MOLEb U
UHTEP(ENC B3aUMOEACTBIS C HEl N0 CeTH.

MocpeAcTBOM MHTEp(heica CepBep MOXET MNepefaBaTb HA KOHEYHble KOMNbLIOTEPbI MpaBuia

nMoBefeH4eCKOro aHan3a, CTaBUTb HA KOHTPOAb pPa3/iNdHble 3J1IEMEHTbI CUCTEMbI, 3dfidBaTb PeaKLM Ha

PykoBoacTBo aHanmuTuka RT Protect EDR T 2 Brotect
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onpegesienHble cobbITHs, @ TakXe MoyyaTb CTAaTUCTUKY CUCTEMHOM aKTUBHOCTM XOCTa, CoOMpaTb, 0600LWaTh U npu
Heo6X0AMMOCTH NPEAOCTaBAATb AAMUHUCTPATOPY (AHANNTUKY) BOSMOXHOCTb IMHAMUYECKM €€ OTCNIEXUBATD.

TeXHUYECKM KAMEHT npefcTaBnser 060/ NMporpaMMHOe CPeAcTBO, YCTaHAaBAMBAEMOE Ha KOMMbioTepe
KOHEYHOr0 N0/b30BaTeNs C Leblo BbisBAEHUS U 60pbObl C BpeAOHOCHBIM T10 11 BO3MOXHbIMM aTakamu Ha 3T0T
KOMMbHOTEP WK MH(PACTPYKTYPY, YACTbHO KOTOPOI OH SBASETCS.

KJueHT NpoBOANT MOHUTOPHMHT CUCTEMHOM AKTUBHOCTH, YTOOBI BbISIBAIATL BPEAOHOCHOE NOBEAEHNE COrNacHo
npaBunam, noJy4eHHbIM 0T CepBepa NOBEAEHYECKOr0 aHan3a. Knuent cobupaer CTaTucTuky CUCTEMHON aKTUBHOCTH
W NepPUOANYECKN OTNPABASIET ee Ha cepaep.

B3aumopeicTaie ¢ cepBepoM NPOMCXOLMT N0 NPOTOKONY, 3aLLULLEHHOMY C NOMOLLbIO SSL.

lporpamMma UMeeT MHOTO(DYHKLMOHANbHBI NONb30BATE/IbCKUA UHTEPENC U NpeSHa3HaYeHa B 00bLLeR
Mepe ANs aHaNMTUKOB M aAMUHUCTPATOPOB Ge30nacHoCTu.

lporpamma obecneunsaert creayolimne dyHkumum B yactv COB:

— BO3MOXHOCTb COOMPATL MH(HOPMALMIO O CETEBOM Tpa(uKe, NPOXOAALLEM Yepe3 KOHTPOAUPYEMble Y3ibl
UC, 0 cobbiTusx, perncTpupyembix B XypHanax ayauta onepaunonHoir cuctembl (0C), npuknagroro M0, o Bbi3ose
(hyHKLMA, 00 0OpaLLeHnn K pecypcam;

— BO3MOXHOCTb BbINONHATL aHaU3 CoOpaHHbIX [PorpaMMoit JaHHbIX O CETEBOM TpaiMke B pexume,
0/M3KOM K peanbHOMy Macwtaby BpemeHu, u NO pesynbrataM aHaiu3a (MKCMpOBATb MH(IOPMaLMIO 0 jate W
BPEMEHM, pe3ysbTaTe aHan3a, MAEHTUDUKATOPE NCTOYHNKA JaHHBIX, NPOTOKOAE, UCMOb3YEMOM ANs NPOBEAEHNS
BTOPXEHMUS,;

— BO3MOXHOCTb 0GHapyXmMBaTb BTOPXEHUS NO OTHOWEHUID K KOHTponupyembim y3nam UC B pexume,
0/IM3KOM K peanbHOMY MacLTaby BpEMEHH, Ha YPOBHE OTAENbHBIX Y3/108;

— BO3MOXHOCTb BbINONHATL AHANN3 COOPAHHbIX JAHHBIX C LieIbio 0GHAPYXEeHUs KOMNLIOTEPHbIX BTOPXEHW
C MCMONb30BAHNEM CUTHATYPHBIX M IBPUCTUYECKMX METOL0B;

— BO3MOXHOCTb  BbIMOAHATL aHANM3 COOpAHHbIX [AHHbIX C LENb0 O00HApYXeHns BTOPXEHU ¢
MCNONb30BAHNEM IBPUCTUYECKUX METOLOB, OCHOBAHHBIX HAa METOAaX BbISBNIEHNS aHOMaNUil CETEBOTO Tpauka u
aHoMasuit B fenctusx nonb3osatens UC, Ha 3aaHHOM ypOBHE IBPUCTUHECKOTO aHAN3a;

— BO3MOXHOCTb (huKCaLMN (pakTa 0GHApYXeHUs BTOPXEHUA UAM HapylweHnid 6e30nacHOCTH B XypHanax

ayauTa;

PykoBogcrBo ananuuka RT Protect EDR T
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— BO3MOXHOCTb YBEZOMASATL afMuHuCTpatopa lporpammbl 00 0GHAPYXEHHbIX BTOPXEHUSX U HAPYLLEHNAX
0€30MacHOCTM C TOMOLLbH0 0TOGPAXEHNA COOTBETCTBYIOLLEr0 COOOLLEHNA HA KOHCONN YNPABAEHHS;

— BO3MOXHOCTb OOHApYXeHNs BTOPXEHWA HA OCHOBE aHanu3a CNyXeOHOM MH(OPMALMM NPOTOKONOB
CeTeBOro ypoBHs, 6a30B0 3TAJIOHHON MOAE/M B3aUMOCBSI3M OTKPBITLIX CUCTEM;

— BO3MOXHOCTb @BTOMATU3UPOBAHHOI0 0GHOBNEHNS 0a3bl PeLLaLLMX NPaBun;

— HaJnyne nHTepheinca aAMIHICTPUPOBAHNS;

— BO3MOXHOCTb YNONHOMOY€EHHbBIM aAMUHUCTPATOPaM (POASIM) yNpaBASTb PEXMMOM BbINOAHEHNA (DYHKLMIA
0e3onacHoctu lporpammbl;

— BO3MOXHOCTb YNONHOMOYEHHBIM AJAMUHUCTPATOPaM (PONsSM) YNpaBASTb AAHHBIMM, MCNOAb3YEMbIMU
(hyHKumMsmmn 6e3onacHocTi MporpamMml;

— NOAAEPXKA ONPefeNeHHbIX Poel U X acCoLMaLns C KOHKPETHbIMUM aMUHUCTpaTopamu lTporpammbl u
nons3osarensmu UC;

— BO3MOXHOCTb ynpaBeHUs JaHHbIMU (DyHKUMA Ge3onacHocti [IporpamMmbl B 4acTH YCTAHOBJIEHUS W
KOHTPO/IS OTPAHNYEHNIA HA 3TN LaHHbIE,;

— BO3MOXHOCTb reHepaLyu 3anuced ayaunta ana cobbITui, NOTEHLMANbHO NOABEPraeMbIX ayauTy;

— NPeAoCTaBNEHNe BO3MOXHOCTH YUTATb MH(HOPMALMIO U3 3anucell ayanTa;

— aCcoumMaLys Kaxzgoro cobbITus ayanta ¢ MAEHTU(MKATOPOM CYObeKTa, ero MHULMUPOBABLLETO;

— OrpaHNYeHune JOCTyna K YTEHNI0 3anucei ayauTa;

— MOUCK, COPTUPOBKaA, ynopano4yeHue AaHHbIX ayauTa.

2.2 Hcnonb3yembie B rpaghnyecKoM HHTEPGHERce HKOHKH
B 1abnmue 3 npeactaBneHo 3HaueHne CTaHAAPTHBIX MKOHOK, MCNONb3YeMbIX B rpadiuyeckoM uHTepdence

[porpammbi.

Tabnuua 3 — Ucnonb3yeMble MKOHKM M HX HAa3HaYeHHe

WUkoHka HasHauyeHue

HKoHKK BepxHeit naHenu aAMMHNCTPATHBHOTO MOAY/IS YNPABEHHS Ha cepBepe

. CBepHYTH/PACKPbITh GOKOBYIO NaHenb
E Ha3HauuTb TeMHyI0 TeMy 0(DOPMAEHHS CTPaHHLLbI
PykoBozcTBO aHanutuka RT Protect EDR L Ptect .
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Ha3Hauutb cBeTAyto TEMY 0(hOPMACHHS CTPAHMLLbI

D

=

Mepeittn Ha cTpaxuLy OnoBelLeHus

& [Mpodune

Mepeiiti Ha cTpaHuuy lpoduab nonb3oBarens (0TKPbIBAETCS
npu Haxatvn JIKM Ha umenn npoguns)

<—:| Beixog

BbiitTn 13 npochuns nonb3oBatens (OTKPbIBAETCA NPU HaXaTUH
JIKM Ha umenn npodpuns)

NKoHKH CTpaHHLbI

«OnoBeLyeHns»

lNpounTath EbibpaHHble

[poumTaTh BbIOPAHHDIE ONOBELLEHUS

MpouwTaTs BCe

HPO‘WITaTb BCE OMnOBELLIEHNA

BbiGpatb onoseLeHne
® OTMeTUTL ONOBELLEHNE KaK NPOYUTAHHO
NKOHKM CTPaHULbI «KARMUHNCTPHPOBAHHER
©; 3a6n0kMpoBaTb/pa3bnokupoBaTh N0Nb30BATENS
MkoHku cTpannbl «MHLUMACHTBI»
BbiOpaTb/oTMeHnTb pexium CRMCOK B HACTPOiiKe nepuoaa
QO Cnwcok

PErUCTPaLyMN MHLMEHTA

0 Kanengaps

BbiGpaTb/oTMeHnTh pexum Kanengapb B HacTpoiike nepuopa
PEruCTPaLMyM MHUUAEHTa

v

loka3atb rpaduku N0 AUHAMUKE UHLMAEHTOB

CEpocuTs dMUnLETPEl

COpocutb BCE (hMABLTPbI HA CTPAHMLE

oo, e 1

Ha3HauuTb OTBETCTBEHHOTO 3@ peLleHne BbIGpaHHOro
WHLMAEHTa/HA3HAYUTb MHLMAEHT (OTKPbITb NOBTOPHO)

3aKpEITE EEIBPaHHBIE /

3aKpbITb BbIOPAHHbIE MHLUAEHTbI

BbiGpath MHUMAEHT

®

Unau KaTop aKTUBHOCTW areHTa

P e
{ {
\}_(/I / '«_\_z'l

NHamukaTop, CUrHANM3MPYHOLLMI 0 TOM, 4TO 0BHAPYXeHHoe
co6biTie 6110 3a0710KMPOBAHO/Pa3peLLEHO

WHLMKaTop, COOBLLAIOLLMA O TOM, YTO fieTEeKTHpYEMOe COObITHe
SBASETCH 00HAPYXeHUeM (CoObITUE C YPOBHEM KPUTUYHOCTH OT
CPEfHEro v BbilLe)

HKoHkn cTpaHnubl «HHUMAEHT»

CoxpanuTb thaitn ¢ otyetom B (hopmarte pdf

POF
b PacKpbITb BONOMHUTENLHYI0 MH(IOPMALMIO 0 COObITUN
BbiGpath Co6bITHE B MHLLMAEHTE

Ha3HauuTb OTBETCTBEHHOrO 3@ peLleHne BbIGPaHHOro
MHUMAEHTa

CoxpaHuTh HKSMEHEHMA

COXpaHMTb U3MEHEHNUA nocne peaakTupoBaHua UHLINACHTA

PykoBozCTBO aHanutuka RT Protect EDR
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OTKDEITE NOBTOPHO

OTKPbITb MHLMAEHT NOBTOPHO (aKTUBHA, EC/IM MHLMAEHT
3aKpblT)

3aKpbITe MHLUWAEHT

3aKprTb MHUNACHT (KHOI'IKa dKTUBHA 151 HOBbIX 1
Ha3HA4Y€HHbIX MHLI,VID,GHTOB)

¥aanums MHUMAeHT

Ypanutb MHUMAEHT

Cozaate KOMMEHTapWUA

Co3panue KOMMEHTApUa K UHLNEHTY

——
~

Knonku penakTupoBaHs KOMMEHTap1eB

WHankaTop, NOKa3bIBAOLMIA KDUTUYHOCTD COBLITUS

o
{ |
\}_(/I / | {__l

NHamukaTop, CUrHANM3MPYHOLLMI 0 TOM, 4TO 0BHApPYXeHHoe
co6biTie 66110 3a6710KMPOBaHO/Pa3pPeLLEHO

Co3patb MCKNKOYEHKME C MOMOLLbHO Macrepa UCKYeHuil

Uckntountb BoIGPAHHbIE COOLITUS U3 MHLLUAEHTA

NKOHKM CTpaHuLb

1 «<AKTUBHOCTb»

CHpoCcUTh SUAETPEI

C6pocuTb 3HAYEHNS BCEX (IMNLTPOB HA CTPaHMLLE

Mpw Mepbl 3anpoCoB

MNoka3atb NpUMeEpbI 3aNPOCOB Ha A3blke DSL

Otnpasutb DSL-3anpoc

Jl106aBUTb COObITUE B MHLUAEHT

0 Cnwcok

BbiOpaTh/0TMEHHTL pexum CNCOK B HACTPOIKE Nepuoja
perucTpayy cobiTus Ha cepsepe

0O Kanenaape

BbiOpaTb/0TMeHHTL pexum Kanenaapb B HAaCcTpoiike nepuopa
perucTpayuy cobiTus Ha cepeepe

UkoHKa ¢ npepynpexzaeHnem o Tom, 4to DSL-3anpoc
XeNaTeibHO U3MEHHTb 151 yMEHbLUEHNS HArpy3Kku Ha
MOMCKOBYHO CUCTEMY Ba3bl JaHHbIX

vy MNoka3aTb/CKpbiTb rpatink pacnpeaeneHus cobbituit

% PacKpbITb LONOSHUTENBHYIO MH(OPMALMIO O COBLITUM
BbiOpartb coGbiTne
A, 3arpy3ka (haitna C areHTa B (bailoBOE XpaHUULLE cepBepa
' Ckonuposatb xeLw B Oythep 06MeHa

lNepeittv Ha cTpanuuy MpoLeccsl 1 MogyAW ANs BbIOPAHHOTO
Xewa
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KonupoBaHue nthopmadiun B Gythep o6meHa

NHamukaTop, CUrHANM3MPYHOLLMI 0 TOM, 4TO 0BHApPYXeHHoe
co6biTie 6110 3a6710KMPOBaHO/PA3pPELLEHO

WKoHKa CUrHanu3mMpyroLLas o ToM, 4to Bepamnkt Tl —
NNaT(hopMbl N0 OTHOLLEHNIO K apTedaKTy UIMEHUNCS

MKOHKM CTpaHHLbI <AreHTbI»

Otnpaswtb DSL-3anpoc

WkoHKa C npeaynpexaeHnem o Tom, 4to DSL-3anpoc
XenatenbHO U3MEHUTb 4151 yMEHbLUEHNS HArpy3KH Ha
MOMCKOBYIO CUCTEMY Ba3bl aHHbIX

3 PackpbITb SONOSHUTENBHYIO MH(OPMaLMIO 06 arexTe
BbiGpatb arenta
NKOHKa, CUTHANM3MPYIOLLAA O TOM, YTO areHT (DYHKLMOHMpYeT
Q) B pexume NO_DRIVER (He paGoTatot 3awiuTHble (DYHKLMN U HeT
BO3MOXHOCTM NEPEBECTH MALLUHY C areHTOM B U30/IALUI)
A UkoHka, nHchopmupytoLas 06 onepaLMoHHOM CUCTEME, Ha
[ 1| s <
mm /- KOTOPOW YCTAHOB/IEH areHt

) | e | YT | (T |

ABTOOOHOENEHWE OTEAMIUSHD

UkoHKK, cooBiwatoiue o (*)yHKU,VIOHaﬂbeIX COCTOAHUAX areHtTa

B-]

OTKpbITb TEPMUHAN NS OTNPABKM KOMaHLbI BbIGPAHHOMY
areHty

JobaeuTs B rpynny

Llo6aButb BbIGPAHHOTO arexTa B rpynny

@~

[pUMEHNTb HACTPOIKN KOHAUypaL M

NCKntoumMTL BHIOPAHHOIO arenTa U3 rpynnbl

YaanuTe BbibpaHHbie

Ynanutb BbIGpaHHOro areHTa

OrkpbiTLIx

MHUWAEHTOE:

MepeiiTn Ha CTpaHuLY C MHLMAEHTAMH, 3aPEruCTPUPOBAHHbIMM
Ha areTe

CkayaTtb CMUCOK C MH(hOpMaLMedt 0 arentax B popmare CSV

CépocuTb PUABTPEI

C6pocuthb BCe (hnNbTPbI BbICTABAEHHDIE HA CTPAHMLIE AreHTbl

[PUMEHNTL KOHGUTYpaLmio

V|3OJWIp0BaTb BblﬁpaHHbIX areHToB

OTMEHNTb U30A9LMI0 BblﬁpaHHbIX areHToB

Bkntountb aBTOMaTUYECKOE OOHOBAEHNE Bbl6paHHbIX arexToB

OTKN04NTb ABTOMATUYECKOE 0OHOBNEHHE BblﬁpaHHbIX dreHToB

Bkntoumtb 34dLUNTY Ha BbI6paHHbIX drexrax

BbIKNIOUNTD 3aLLUMTY HA BLIOPAHHBIX AreHTax

<fofolalalofolo

3admkcuposartb coctosiHue 10 BbIGPAHHBIX areHTOB B KA4eCTBE
30n10T0r0 06pasa

PykoBozCTBO aHanutuka RT Protect EDR
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OTKNIOYMTb OTCNEXUBAHME COOTBETCTBUA cocTasa 10
BbIOPAHHBIX areHTOB B Ka4eCTBE 30/10T0r0 06pa3a

Bkntoumtb 3allnTy 0T yIaneHna arexta

OTKNHOYMTD 3allnTy 0T yianeHna arelta

BbinonHuty KOMaHpy Ha BblﬁpaHHbIX areHrax

CocraB 10 Ha areHTe COOTBETCTBYET COCTABY 30/10T0M0 06pa3a

Umetotcs otanuna B coctase M10 Ha areHTe v 3010T0M 06pase

v |9< EHEN B

Jawwmta ot YAANEHNA Ha areHTe BK4YeHa

NKOHKM cTpaHuubl «AreHT»

COXpaHMTb U3MEHEHUA B UMEHU areHTa

o

CkonupoBaTb uaeHTUdUKaTOp arexta B Oy(hep o6MeHa

YazgnMmMbix nporpams: 35

Hepeﬁm K yA3BUMOCTAM, HAAEHHbIM Ha arexTe

KHonKa yaanenns arenta (nocie yAaneHns arent nonagaer Ha
BEPUMKALMIO, (IM3NYECKN C MaLLKHA)

[PUMERNTB KOH(MTypaLmio Habopa uam Npoduis ANa arexTa

A
&

Mepeitn K HaGoPy KM NPOUAID areHTa

b

lepeitTvt K HecoxpaHeHHOMY Habopy MM NPOGIMAKD areHTa

OTKprTb KOHCO/Ib YyNPaBNEHNA AareHTOM

WckntounTthb arenTa u3 rpynnol

©) N30nMpoBaTh areHTa/oTMEHUTb M30MALMIO areHTa
BKntounTb/BbIKNKOUNTD (DYHKLLMKM 3aLUUTDI;
© BKntounTL/BLIKNIOUNTL aBTOMATHYECKOE 0OHOBJIEHME areHTa
30 ome 0 lNepeiTn Ha CTpaHMLY 3aperucTpUPOBaHHbIX COObITHIA areHTa
o MepeiTin Ha CTPaHULY 3aperucTPUPOBaHHBIX HLMAEHTOB
Omrpeimen: 23 dalreHTa
e OTKpbITb CKaHep ysi3BUMOCTEN
Ly
[ 35 ] Konnuectso HavifieHHbIX Ha arenTe ya3sumocTed

WKoHKa, coobLatoLas noab30BaTeN 0 TOM, 4TO Ha areHTe
NPUCYTCTBYHOT IKCMNOWTI (YA3BUMOCTH, AS KOTOPBIX €CTb
rOTOBbIE NPOrPaMMHbIE PELLeHUs, N03BONAHILLME
3/10YMbILLIEHHUKAM WX IKCNYaTUPOBATD)

Mepexog Ha CTpaHuLYy yA3BUMOCTI B GaHKe LaHHbIX yrpo3
6e3onacHocTn mudpopmatm GCTIK

POF Ckauatb (kpaTkuit/nonHblit) oTyet 06 arexte B hopmate PDF
HKoHky cTpaHnubl «[pynnbl areHToB»
3 PackpbiTb COCTAB rpynnbl
BbiGpatb rpynny

Ypanutb arenta u3 rpynnbl

PykoBozCTBO aHanutuka RT Protect EDR
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Llo6aBuTb areHta B rpynny

Pep,akmposarb Ha3BaHue rpynnbl

Co31aTb HOBYO IPynNy areHToB

YanuTb BbIGPaHHbIE FPYNNbl areHToB

NkoHkK cTpaHuLbl «Bepudnkaums AreHtoB»

PacKpbITb LONOSHUTESIbHYIO MH(OPMALLUIO 0 BEpU(ULMPYEMOM
arente

BbiGpatb areHTa

BepHHLMPOBATE ELIGPaHHEIX

BbinonHMTL BepU(MKALIMIO BbIGPAHHBIX areHToB

MkoHkM cTpannLbl «TepMuHan»

/ Brinonnena (kog 1) /

0T06pa)KGHI/Ie CTa[un BbIMONHEHNS KOMaH[bl TEPMUHANA

Onar COPTUPOBKK ANd BbI60pa TOJIbKO aKTUBHbIX areHTOB

MpepBatb BbINOJHEHNE KOMAHbI

OTnpame KOMaHpy Ha UCNONIHEHNE

MkoHku crpannybl «pachuku»
o Bbi6op wipwbl rpadimka (50% uan 100%)
dnar copTMpoBKy 4151 BbIOOPA TONbKO aKTUBHBIX areHTOB
o Jlo6aBuTb rpachuku
Ynanuto Bce rpagpmku
NKoHKK cTpaHuLbl «XpaHUAKMLLE»
PackpbITb AONOAHUTENLHYIO MH(OPMALMIO O 3arPyXEHHOM B

? XpaHunuLle daine

BbiOparb caitn
P CkonupoBatb MH(hopmaLuto B Gyhep o6MeHa

0 Ccbinka Ha cTpanmuy Mpoueccs 1 MOAYAN NS BbIGPAHHOTO

(haitna

[ B

OtkpoiTb otyet TI-nnatchopmbl (haitn ABASeTCS 6e30NacHbIM)

OtkpbITb 0T4eT TI-nNatdhopMbl ((haitn HEU3BECTHLIM, He
YAAN0Cb HANTH MHOPMALMIO 0 TOM, ABASETCS (hain
0€30MacHbIM UK HET)

QT

OtkpbiTb oT4eT TI-nnatchopmbl (MHOpMaLKs 0 (aitne Ha
nnathopme OTCYTCTBYET UM HE NPOBEPANACh

QT

OtkpobiTb 0T4eT TI-nnatghopmbl (haitn oTMEYeH naatopmoi
KaK BPeAOHOCHbIN)

9T

OTkpbITb 0T4eT TI-nnatdopmbl (aHanu3 daitna nnatdopmoii
BbINO/HSAETCS B TEKYLLUMIA MOMEHT)

Q

[TpocmoTpetb thain B nporpamme npocmoTpa (hainos
(B Kogmuposke UTF-8 unm B GuHapHOM Buze)

= nuTb aiin
m Ynanutb ba
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Ynanutb BbIOpaHHble (haiibl U3 XpaHUAULLA

Mony4utb CChIAKY NS CKauMBaHMS (haiina Ha MaLLMHY, C
) KOTOPOIA OCYLLECTBASETCS A0CTYN B MOSY /b
aAMUHUCTPUPOBAHUS

- 3arpy3utb haitn C MaLLKHBI, C KOTOPOI OCYLLECTBASIETCS AOCTYN
32PyzvTe $2in B MOAY/b aAMUHUCTPUPOBAHUS

HkoHku ctpanuubl «<Ha6opbl YARA-npasun», «<Ha6opbl nckntodennin ans dainos», «Habopbl ncknodeHuin pns
nporpamm», «<Hab6opsbl xypHanos Windows»

Llo6aBuTb HOBbIA HAOOP MHAMKATOPOB
lpumeHuTL BCe Habopbl MHAMKATOPOB
Ynanutb BbiGpaHHble Habopbl MHAMKATOPOB
Habop He coxpaHeH
PenaktupoBarb Habop
| Ynanutb Habop MHAMKATOPOB
B [puMeHUTb Habop MHAMKATOPOB

HKoHKH cTpaHnLbl «<MHAMKATOPbI KOMNPOMETaLUH»

Llo6aBuTb MHANKATOP

Ynanutb BblﬁpaHHbIe UHNKATOPDI

Pe,u,akmposarb UHINKATOP

YaanuTh uHaMKaTop

(]

5 KonupoBatb BbIGpaHHbIe 3NeMeHTbI B APYroit Habop

s JkcnopTupoBatb Habop B hain

& UmnoptupoBars (haitbl U3 daina B Habop
O KHonka akTuBaLmMM/AeakTuBaLum npasuna
AKTiBMPOBATH BbIGPAHHBIE INEMEHTbI
[leakTnBnpoBaTh BbIGPAHHbIE INEMEHT

& Ckonuposartb B Gyhep 06MeHa

0 Ccbika Ha NpoLLeccbl u Moay

HKoHku cTpannubl «<MHAMKATOPbI aTaK»

Nlo6aBuTb MHANKATOP

Yaanutb BbIGpaHHbIE HHAMKATOPDI

PenakTMpoBaTh MHANKATOP

Ynanutb uHguKatop

E KonupoBatb BbIGpaHHbIe 31eMeHTbI B ApYroit Habop

o JkcnopTuposartb Habop B haiin

& WmnoptupoBarts (haitbl U3 daina B Habop

O Kxonka akTuBaLmuu/geakTuBaLyuu npasuna

Nepeitn Ha cTpanmuy 0a3bl 3HaHKin MITRE ATT&CK, cBsi3aHHyt0
T1112 C MHAMKATOPOM

AkTiBMPOBATH BbIGPAHHbIE INEMEHTbI

PykoBozcTBO aHanutuka RT Protect EDR . X Brotect .
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[leakTuBMpoBaTh BbIOPAHHbIE IEMEHTbI

Nkonku ctpannupbl «YARA-npaBuna», «<Uckntouenns ans dainnos», <Mcknrouenns ans nporpammy», «XypHanol Windows»

NloGasuTb npasuno

Ynanutb BoiGpanHbIe npasusa

Pena KTUPOBaTb NpaBuo

Ynanuto npasuno

KonupoBatb BbiGpaHHbIe 31eMeHTbI B APYroi Hadop

Jkcnoptuposarb Habop B haiin

UmnoptupoBarb (haitnbl U3 daina B Habop

KHomka akTuBaLum/neakTmsaLum npasuia

bbicTpbiit npocmotp YARA-npaBun

@OEI}QEH:

MkoHkm ctpanuyb! «Mpouece»

Bce cobuiTuR npoLecca lNoka3satb BCe COBbITMA NpoLecca

Kntouessie coBITUR MpoLecca (0) Moka3atb Kto4eBble COObITUS npoLecca
& W3menuTb OpueHTaLmto AepeBa NpoLEccoB
Y6patb nH(hopMaLLMIO 0 npoLecce
rn
La (ocTaBuTH TONIKO AEPEBO NPOLECCOB)

3arpy3mb B 06nactb 0T06pa)KeHMﬂ NIONONHUTENbHOE
K0/1n4ecCTBO npoteccos

a°

Kxonka «3aBepLuntb npoLecc»
m——— Knonka «BoccranoBuTb (haitnbi»
5 CkonupoBatb AaHHble B Gydep oOMeHa

3arpy3utb (hain B hainnoBoe XxpaHuuLLe

L
O Ccbinka Ha MpoLEeCchb! U MoayM

006LyMe MKOHKH AN1St NOMCKA M HAaBUraLuK no CTpaHHULUaMm

. Bbi6path KOAMYECTBO 0TOBPAXAEMBIX 3IEMEHTOB Ha CTPaHMLE

) MepeMecTuTbCS Ha NEpBYHO CTPaHMLY CNUCKa

lepemecTuTbCS Ha NOCAEAHION0 CTPAHNLY CUCKA
TekyLuas CTpaHmLa cnucka

MepeMecTUTbCS Ha NPeabIAYLLYI0 CTPAHMLLY CINCKA

MepeMecTuTbCS Ha NOCAeAYHOLLYH CTPaHMLY CNUCKa

: Homep cTpaHmubl cnucka

lNepemeLLeHue Npu ropu3oHTabHOI NPOKPYTKE BNPaBo

ﬂepemem,eume npu FOpM30HTaﬂbHOI7I MPOKPYTKE B/IEBO

. MepemelleHue Npu BEPTUKAbHO NPOKPYTKE BBEPX

. lepemeLLeHne Npu BePTUKaLHOM NPOKPYTKE BHU3
5 PackpbITb OKHO KPaTKOW MH(hOPMaLMK 06 3nemeHTe
o CKpbITb OKHO KpaTKO# MHKhOpMaLWMK 06 IneMenTe
1 CoptupoBaTtb MH(OPMALMIO B CTONGLE N0 YObIBAHMIO
PykosopcTBo aHanutuka RT Protect EDR T e
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1 CoptupoBatb MHOpMaLMIO B CTONBLLE MO BO3PACTAHUID

% YpanuTb napametpa unbTpawuy B none

Mkonkm crpannybl «lpochunm 3awyutbl gaHHbIX» U «[lpochunu 6e30MacHOCTH areHTa»

lpochunb He coxpaHeH

PegaktupoBatb npouib

Ynanutb npocpunb

lpuMernTb Npochusb

m]
[©)
MpumeHuTL BCE NPOGHMAM

[Lo6aButb Npochuab

Ynanutb BbiGpaHHble npouu

BbiOpaTb/0TMEHNTb BbIGOP CTPOKM C HA3BAHWEM NPOGUNA

/ 3alLMUTI

WkoHkm cTpaHnubl «Mpodhunb 3awwuTbl faHHbIX» U «[Ipochnnb Ge3onacHOCTH areHTa»

OTKNKOUUTL/BKMOYNTL MOY/b 3ALLUTbI AAHHbIX
© OTKNKOUUTL/BKNIOUNTL PE3EPBUPOBAHIE

lpUMeHuTb HACTPORKKM Npocuns
Nlo6aBuTb katanor

] Ynanutb katanor

JkcnopTuposatb Npodunb B (hain

WMnopTupoBaTh faHHbIe U3 (haitna B Npodhub

MpocMOTPETh NOAIEPXUBAEMbIE TUbI IAHHBIX ANA
@ Pe3epBUPOBaHMS

Ynanutb Tun chaiina u3 Cnucka Ans pe3epBupoBaHms

lpumenntb npochuns

HkoHku cTpaHnubl «AHCTPHOYTHBBI»

(5] Ckayatb AnCTPUOYTMB C CEpBEpa yNpaBeHus

i Ynanutb fucTpuoyTMB C cepepa ynpaseHus

3arpyauTE AMCTPHGYTHE 3arpy3utb AUCTPUOYTUB Ha CepBep ynpaBnexus

CHpoCHTL GHABTPSI C6pocuTb BCe (hMNbTPbI BbICTABEHHbIE Ha CTPaHMLE

HKOHKH cTpaHuubI «JILeH3uA»

Knonka 3arpy3ku haitnia nnuen3nm

P KHonka 3arpy3ki MMiieH3uM B hopmate CTpoKu

PykoBoACTBO aHanuTka RT Protect EDR TRt
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3.1 061yas nHghopmayns

fpu ucnonb3oBanuu llporpaMmbl - JOMXHbI  BbINOAHATLCA  CNEAyHOLIME Mepbl N0  3alwure oT
HECAHKLOHMPOBAHHOTO OCTYNa K MHOPMALMK:

— Heo0xoaumo Co6t0AATL MAPOSIbHYI0 NONUTHKY;

— MapoNib He JOMXEH BKNKYaTL B (€69 1eTKO BbIYUCISIEMbIE COYETaHMUS CUMBOJIOB;

— MYHBIA NAPONb N0NL30BATENb HE UMEET NPaBa Co06LLaTh HUKOMY;

— Npy BBOAE NapoAs Nob30Batesb 0643aH UCKAOYUTL BO3MOXHOCTb €10 Nepexsata CTOPOHHUMM INLaMK
M TEXHUYECKIMU CPeACTBAMY;

— Napo/ib JOMXEH COOTBETCTBOBATH TPEOOBAHUAM, OMUCAHHLIM B NYHKTE 6.2.2 LOKYMeHTa «PyKOBOACTBO

afmunuctparopa RT Protect EDR».

rI BaxHo
I. J Ecnn B TeyeHme 12 yacoB noib30BateNb € Poabl0 AHAAMTUK BbINOAHKT 20 uan 00nee HeyaayHbIX
MOMbITOK BXOAQ, TO €ro yyetHas 3anucb Oyaer 3a0no0kupoBaHa. B 3tom cnyyae pa3baokuposatb

TAKOro N0/b30BaTENS CMOXET TONbKO afMUHUCTpaTop Mporpammbl.

Mpu 3kcnnyataumu MporpamMmbl 3anpeLyeHo:

— 0CTaBNATL 6€3 KOHTPO/IA HE3a0/I0KUPOBAHHBIE MPOrPaMMHble CPeACTBa;

— pasrnawarb naposiu, BbIBOAUTL NAPOAN HA AMUCNAEH, MPUHTED WK MHble CPeACTBa 0TOGpPaXeHus
UHopmaLmK.

Jkcnnyataums Mporpammbl JOAXHA OCYWECTBASTCS NOAb30BATENSMM, NPOLIEALIMMA NPOBEPKY Ha
071aroHaZeXHOCTb U KOMNETEHTHOCT.

Monb3osarenu lporpammbl JOMXKHbI AEHCTBOBATL COMIACHO NPaBUAAM U NPOLEeaypaM, YCTaHOBNEHHbIM B

HaCTOALLEM PYKOBOACTBE W BHYTPEHHNX JOKYMEHTAX OpraHu3aLmid, IKCNyaTUpyoLLuX ﬂporpaMmy.

PykoBoacTBo aHanmuTuka RT Protect EDR T 2 Brotect
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3.2 Mexann3mbi cobcTBerHom 6e3onacrocy arexta RT Protect EDR

B arente RT Protect EDR peanusoBaHbl Crepytowine MexaHn3mbl COGCTBEHHOM 6€30MaCHOCTH:

— 0053aTe/IbHOE HaNuymue NPUBUAETMI AAMUHUCTPATOPA CUCTEMBI AN NHOOBIX LUTATHBIX AEACTBHUI C areHTOM
(ynanenwe, 06HOBNEHME U T.M1.);

— 3awmta haiinos u knwoyeit peectpa (ans 0C Windows), OTHOCALLMXCSA K areHTy;

— Mapo/ibHas 3aLLMTa OT YAANEHNA areHTa, ynpasasemas co CTOPoHbI cepepa EDR;

— 3QLLMTA OT OCTAHOBKM CIYXObl M YHUYTOXEHUS MPUKNAJHBIX MPOLECCOB areHTa, Kak LUTaTHO, Tak W
nocpeacTBOM U3BECTHbIX aHTH-EDR yrunut (backstab u ap.);

— KOHTPO/Ib LLeNOCTHOCTH KOAA areHTa B namsiu;

— 3aLLMUTa OT HECAHKLMOHMPOBAHHOTO AOCTYNA K (DYHKLMAM KOMMOHEHTa SApa areHTa;

— KOHTPO/Ib LLeNOCTHOCTH TOYeK BCTpanBanus arexta B OC (U ux BOCCTAHOB/IEHNE NPU HAPYLLEHWH);

— OrpaHUyeHne MeXNPOLECCHOr0 B3aUMOAENCTBIA C KOMMOHEHTAMY areHTa;

— KOHTPO/Ib CETEBO0 B3aMMOJEACTBUS U3 NPUKNAAHBIX KOMNOHEHTOB areHTa;

— KOHTPO/Ib L04EPHUX NPOLLECCOB NPUKNALHLIX KOMNOHEHTOB areHTa;

— KOHTPO/Ib MOAYNEN, 3arpyXaeMblX B NPUKNAAHbIE KOMIOHEHTbI areHTa;

— 3alLuTa 0T BHEAPEHNUS CTOPOHHEr0 KOAA B NPUKNAAHbBIE KOMMOHEHTbI areHTa;

— nepepaya Ha cepeep EDR akTyanbHOro COCTOAHMS areHta, @ Takke 3a(UKCMPOBAHHBIX MOMbITOK
HapyLweHus ero pabotocnocoOHOCTH W BbISBAEHHDBIX OTKIOHEHHIA OT WTATHOTO (DYHKLMOHUPOBAHMS.

Mo mepe pa3BuTHA CUCTEMbI 3aLLuTHbIE CBOIMCTBA areHTa RT Protect EDR takxe coBeplueHCTByOTCA, HCXO4S
U3 aKTyabHbIX Yrpo3. PerynspHo npoBOAATCA UCMbITaHUS akTyanbHbIx aHTH-EDR-pewennii npoTus arexta RT Protect

EDR, pe3yyibTaTOM KOTOPbIX ABIAETCA COOTBETCTBYHOLLEE COBEPLIEHCTBOBAHUE 3ALLMTHBIX MEXAHN3MOB areHTa.

3.3 Komnpomerayns naponei
Moz KoMnpomeTaLyuei naponein Ciefyer nOHUMaTb CeaytoLee:
— (pU3MYeCKyI0 YTEPI0 HOCUTENS C NaPO/bHOM MH(OPMaLIKMEN;
— nepejayvy AEHTU(MKALMOHHOA MHKOPMALLMKM MO OTKPLITLIM KaHasaM CBS3MN;
— MepexBar napons npu pacnpeseneHnt nLeHTM(UKATopOoB;

— CO3HaTeNbHYI nepeayy MHAOPMaLUK NOCTOPOHHEMY MLLY.

La
va
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”pVI KomnpomMetaLun napond noJjib30Batesib 0093aH He3aMefMTeNbHO OMOBECTUTL dIMUHKNCTPATOPA

[lporpammbi.

3.4 Onncanne napameTpoB (HaCTpoek) 6e30MacHOCTH CPEACTBA, JOCTYHbIX KAXGOH POJIH MONb30BATENEN, H HX
0e30MacHbIe 3HAYEHHS

Hactpoitku (napamertpbl) 6e30nacHOCTH JOCTYNHbI TObKO NONb30BATENSIM C PONbl0 ARMHUHMCTpaTOP U
3aKNKYAK0TCS B BO3MOXHOCTY ypaBAeHNs ponsaimu noab3osateneii porpammbl.

Monb30BaTeNsiM Ha3Ha4aKTCs MpaBa W MPUBUIETUN, HeoOXOAUMble [N BbINOJHEHUS UMM CBOMX

LOKHOCTHbIX 0613aHHOCTER (PYHKLLMH).

La
va

PykoBogcrBo ananuuka RT Protect EDR T
Bepcus 1.0.24 or 14 okra6ps 2024

rotect 22




4.1 061me nonoxeHns

YnpaBneHue nHuuaeHTamu nHopmaumorHoi 6esonacHoc (Ub) o6ecneunsaetcs B cootserctaun ¢ FOCT P
59710-2022, TOCT P 59711-2022 v TOCT P 59712-2022.

Mog nHumaenTom Ub nogpasymeBaeTcs HenpeaBUAEHHOE UK HEXenaTeNbHoe Co0bliTue (rpynna cobbITui)
b, xoTopoe npuBeno (MOFNO NPUBECTH) K HapYLIEHMH (DYHKLMOHMPOBAHMS MH(OPMALMOHHOTO pecypca wau
BO3HMKHOBEHMIO Yrp0o3 0€30MacHOCTH MHOPMALMK MM HAPYLLEHNIO TPEOOBAHMI N0 3aLLuTe MH(OPMALWK.

Ynpasnexune MHLMAEHTAMK BK/IHOYAET B Ce0A CriefyioLLmne CTaguu:

— OPraHu3aLus SesTeNIbHOCTH N0 YNPaBAEHNH KOMNbIOTEPHBIMU MHLMAEHTAMY;

— 06HapYXeHune M PerucTpaunsa KOMNbITEPHbIX MHLMAEHTOB;

— pearupoBaHue Ha KOMNbIOTEPHbIE MHLMAEHTbI;

— @Ha/n3 pe3ynbTaToB AESTENbHOCTH NO YNPABAEHNI0 KOMIbIOTEPHBIMA MHLMAEHTAMM.

Kaxzblit U3 npeACTaBNeHHbIX BbILLe ITAN0B MOXET GbITb pa30uT Ha OTAE/bHbIE NOA3TanbI.

06HapyxeHne uHunaentoB Wb ocywectensietcs B pexume 24x7 3a cyet BbiaBneHus coObitnit Ub unn
NOAO3PUTENbHOA AKTUBHOCTM CAYXO W CMCTEM, NPUAOXEHWNA, NporpamMm v 000pPYAOBAHNA, KOHTPOIMPYEMbIX
aHaNMTUKaMK.

B kauectBe coObiuit U6 w/mam nopfo3puTeNbHOR aKTUBHOCTH MOTYT paccMaTpuBaTbCs, B TOM uucie
cnenyrowme cobbitns:

— YA3BUMOCTHM B CUCTEMHOM n/unn npuknagHom M10;

— TpyaHocTM M npoGaembl npu pabote ¢ pecypcamnn UC (HewTaTHOM (YHKLMOHUPOBAHUM NPOTPAMMHBIX U
annaparHbix cpeacts UC, HapywWweHna LenoCTHOCTM MHAOpMaLMK U T.0.).

OcHoBHbIMYU BUAaMM MHLMAEHTOB UB siBAslOTCS:

1) Pa3rnaluenne KOH(UAEHLMANbHOR MHOPMALLUMK, TGO Yrpo3a TaKOro pasrnalleHus;

2) HecaHKLMOHMPOBAHHbIA JOCTYN K KOH(MAEHUMANBHOA MHGIOPMALMK CO CTOPOHbI NUL, KOTOPbE He
UMEIOT NIeranbHOro JOCTYNa K Pecypcam opraHnsaumi;

3) HecaHKuuoHMpoBaHHbIIt gocTyn K pecypcam UT-uHdpacTpyKTypbI;

4) Komnpomertauus y4eTHbIX 3anucein unm naponei;

PykoBofiCTBO aHanuTUKa RT Protect EDR L 3 Protect -
Bepcns 1.0.24 ot 14 oktalps 2024




5) BupycHasi ataka Ui BUpyCHOE 3apaxeHue;

6) HapyweHue nav c6oi B paboTe CUCTEMbI PE3EPBHOMO KONUPOBAHMS.

AHanutnk nocne noayyeHus MH(popMaLmMK 0 npeanonaraemom UHumuaeHTe Nb HesaMeaNnTeNbHO NPOBOAMT

ﬂepBOHaqaﬂbeIVI dHa/N3 MOJIY4EHHLIX AdHHbIX, @ TAKXE NPOBEPKY HANNYNA B BbIABNEHHOM CoObITM CBUIETENBCTB,

YKa3bIBatOLULIUX Ha BPELOHOCHYH AKTUBHOCTb. Ecnm coGbiTve He IBNSIETCA MHLNMEHTOM, QHANMTUK MOXET 3aKPbITh €0,

[,00aBMB COOTBETCTBYHOLLUMIA KOMMEHTAPH.

WHLMAEHTBI IHOPMALLMOHHOM 0€30MACHOCTH KNACCH(MLMPYIOTCS COrnacHo Tadnuue 4.

Tabnuua 4 - Knaccucpukaumsa nauupentos b

Tunbl cOOBbITHI K
uHuuaextos Ub

Onucauue

OTBETCTBEHHDI 33 paspelueHmne
WHUMAEHTA

nporpaMMHO-TeXHMHECKME

CoObiTnA M MHUMAEHTBI, (BSI3aHHble ¢  paboToit
NPOrpaMMHbIX M annapatHbIX CPeACTB, y4acTBYHLWMX B
OM3HeC-npoLeccax, a Takxe CBS3aHHble ¢ paboTon CpeacTs
3aLLMUTbI MHGOPMALMK.
lporpaMMHO-TEXHUYECKME  WHUMAEHTHI B KayecrBe
NOATUNOB BKNKOYAIOT:

— HECAHKUMOHMPOBAHHbIE  MOAKNKOYEHNS U
HeCaHKLOHMPOBAHHbII OCTYN K pecypcam;

— QTaKM U3 BHELIHUX CETEH;
— BUPYCHbIE aTaku,;
— HeaBTOPU30BAHHOE UCNO/Ib30BaHMeE Pecypeos.

AHanuTnK

CBs3aHHbIe
KOH(MAEHLMANbHO
UHopmaLmMed

CobbiTus ] NHLLMAEHTI, (BAI3aHHbIE C
HECAHKLMOHNPOBAHHBIM JOCTYNOM WAN NOAO3PEHNEM Ha
BOCTYN K KOH(DMAEHUMANbHOM  MHGOpMauMM ¢
KOMNpoOMeTauuedn Takux AaHHbX (uan AC, copepxalled
[laHHble)

AHanutuk
Anmununctpatop

EC/IM MHLMAEHT CO3AeTCS aHANNTUKOM BPY4HYL0, TO NoC/ie onpefeneHnd tuna MHUUAEHTA aHATUTUK L0JTIKEH

ONpeeNUTb €10 KPUTUYHOCTD 0 LUKANE, NPUBEAEHHOI B TabauLle 5, NCX0S U3 CleayoLuX CBeeHHi:

— MH(OpMaLLMKM 00 MHLMAEHTE;

— KPUTNYHOCTU aKTUBOB, BOBJIEYEHHbIX B UHLUIEHT;

- nporHo3MpyeM017| CTEeNeHu BUAHUS MHLMAEHTA HA K/TH0YeBble CBOMCTBA aKTUBOB.

PykoBozCTBO aHanutuka RT Protect EDR
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Tabnuua 5 - Kputnynoctb uHumaenta Ub

KauyectBeHHoe
3HayeHue Onucanue
3HayeHue

WHumzeHT, ykasbiBalOWMin Ha CoObiTHe, CBA3AHHOE C TeM, Y10 CUCTeMa Oblia YCnewHo
aTakoBaHa, 3aTPOHYTbl KPUTUYHbIE PECYpCbl. ITO MOXET NPUBECTM K  CUCTEMHOI
KOMNPOMETALLMM MM  PACKPbITUIO OYEHb BAXHOW WMHGOPMaLMK, HapyweHuto paboTl
KPUTMYECKUX  CepBEpOB, MPUBOAALMX K  HELOCTYMHOCTM CEPBUCOB M MONHOMY He
NPefoCcTaBNeHMo YCayr. B 3TOM Cyyae NAaHUPYIOTCS W peanusyloTcs KOppektupytoume
AeicTBuS.

5 KpuTnuHbli

NHUMIEHT yKa3biBAeT Ha COGbITHE, NOCNEACTBUA KOTOPOTO MOTYT NPUBECTH K KOMMPOMETALLUMN
[aHHbIX CUCTEMbI. YKa3aHHbIAi MHLMAEHT KONXEH ObiTb MCCNENO0BAH, N0 HEMY ONEpaTMBHO
MPUHAMAIOTCA MEpbl, C LEMbI0 YMEHbLIEHUA PUCKA W CHUXEHUA BEPOSATHOCTH MPOBeeHUs
yCNeLHoi ataky. B 3T0M ciyyae NnaHMpyIOTCS M peanusyioTcs KoppekTUpyloLLue AeicTaus.

4 Bbicokuil

WHUMAEHT NOTEHUMANBHO MOXET MPUBECTM K CUCTEMHOW KOMMpPOMETaLu. Bo3moxHo

3 Cpeatui NPUMEHEHIE KOMNEHCHPYHOLIMX Mep.

NHUMAEHT CUMBOAM3NPYET COBOM HU3KME PUCK AW NpedynpexaeHus. B 3Tom ciyyae 3HaHue
HEKOTOPbIX KOH(UIypaLuii MOXET ObiTb MHTEPECHBIM W MOXET MOTEHLUMANbHO NPUBECTH K
KOMNPOMETALLMM SaHHbIX CUCTEMbI.

KomneHcupytoLwmux mep B 00/IbLUMHCTBE Cly4aeB He Tpedyetcs. PUCK MOXET ObITb NPUHAT.

2 Hu3kuit

WHUMAEHT, CBA3aHHbIA C COObITMEM, NPEACTABASIOLIMM WHTEPEC K CUCTEME, HO He
1 WHthopMauus NpeacTaBAsoLMM yrpo3y 6e30nacHOCT CUCTEMbI. K HUM OTHOCSTCA, Kak NpaBuno, cobbiTus
uHdopMaLMOHHOTO XapaKkTepa. KoMneHcupytowwux Mep He Tpebyetcs. PUuck npuxumaetcs.

OCHOBHblE LLeNN pearnpoBaHus Ha MHLUMAEHTDI:

— 3alUMTUTb 33KOHHbIE MpaBa KOMMAHMKM-3aka3uuka Wan notpebutens ycnyr, npefoCcTaBASEMbIX
npoussogutenem lporpamml;

— MUHUMU3MPOBATb HapyleHns nopsiaka paboTbl M NOBPEXAEHN [LaHHbIX WH(OPMALMOHHBIX
TENIeKOMMYHMKALMOHHBIX CUCTEM KOMNAHWUM-3aKa3unKa uam noTpeduTens ycayr, npefoctaBaseMbIX NpOU3BOANTENEM
[porpammsi;

— BOCCTAHOBUTb B  KpaTuailime CPokM paboTocnocoBHOCTb CMCTEM  KOMMAHMM NpU  HapyLEHWK
paboToCnocoGHOCTH B pe3yNbTaTe MHUMAEHTA;

— MUHUMU3MPOBATb NOCNEACTBUS HAPYLWEHNA KOH(MAEHUMANBHOCTH, LEAOCTHOCTH M AOCTYMHOCTH
uHdpopmaumn B UC;

— KOOP/MHALWMA PearnpoBaHns Ha MHLMJEHT;

La
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— NOATBEPXAEHNe/0ONPOBEPXEHNE (haKTa BO3HUKHOBEHNS MHLmMAeHTa UB;

— ObIcTPOe 0GHapyXeHue u/uau npesynpexzieHne no4o6HbIX MHUMAEHTOB B GyayLiem;

— 06ecneymnTb COXPaHHOCTb U LLeNIOCTHOCTb J0KA3aTeNbCTB BO3HUKHOBEHUS MHLMAEHTA;

— €034aTb YCNOBUA 4151 HAKOMJIEHUS W XPAHEHNA TOYHOR MH(HOPMALLMKM 00 MMEBLLMX MeCTO HLMAeHTax Ub,
0 NONE3HbIX PEKOMEHAALMAX;

— 00y4uTb NEPCOHaN KOMNAHMK-3aKa34mMka uan noTpedutens yeyr, npeLocraBaaemblx Npon3BouTeNEM

[lporpammbl, AeACTBUAM N0 0OHAPYXEHNHO, YCTPAHEHNKO NOCNEACTBII U NPeA0TBPALLEHHIO MHLMAEHTOB Ub.

4.2 PearnpoBaHHe Ha MHLHMAEHTbI
Ha pucynke 1 npeactaBieH NpUMEPHbIA NOPALOK pearupoBaHus Ha WMHUMAEHT MH(OPMALMOHHOMN

0e30macHoCTy.

MoproToska

Y

A

ObHapykeHune

Y

\ 4

CpeprkuBaHue

A4

YpaaneHue

Y

BocctaHoBneHuMe

Pucyrok 1 - lMopaaok pearnposanuns Ha uHumaeHTbl Hb

MnaH pearnpoBaHna Ha WHUWAEHTbI [O0MKEH COAEpPXaTb MNOLWArosble WHCTPYKLUK K LeHCTBUAM,

BbINMONHAEMbIM Ha CTAfIUAX 06Hapy)Keva U perncrpaunn WHUMAEHTA, a TaKXe pearnpoBaHnd Ha HEro.
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lpumep npoLeayp pearupoBaHus aHaINTUKa Ha 0GHAPYXEHHBIA MHLMAEHT MOXHO NPeACTaBUTb COTNACHO
CNeyHoLEMY CUCKY:

— M3019LKs X0CTa;

— 0CTAHOBKA NPOLLEC(a;

— 3arpy3ka (haina uam (hainnoB, CBA3aHHLIX C MHLMAEHTOM, B XpaHuauLLe (hainos;

— npoBepka thaiina/tainos cpeacreamu Tl-nnatdopml;

— NpefoTBpaLLEHue 3anycka (haina;

— fo6aBnenue haina B MCKNKOYEHNS (B CIy4ae I0XHONONOXNTENbHOTO CpabaTbiBaHus);

— BHELUHMA UMNOPT MHAMKATOPOB (LOBEPEHHDIE MCTOYHUKM/PETYAMPYIOLLME OpraHbl);

— NPOBEPKA MHPACTPYKTYPbI B PEaNbHOM BPEMEHN HA OCHOBE MHAMKATOPOB C BO3MOXHOCTbIO PEaKLmn B
«O[UH KNUK»;

— (03/1aHNe MHANKATOPOB Yrpo3 C BOSMOXHOCTbIO MPUMEHEHMS MX HA BCEX XOCTax Cpa3y (B Cyyae, ecu
VHLLMAEHT NPEeACTaBASET PeanbHyHo Yrpo3y);

— NOUCK aHANOrnyHbIX COBLITMA HA APYrux XocTax (npu OGHApPYXeHUM NOJO3PUTENbHOM AKTUBHOCTH Ha

xocte).

4.3 [pnmepb! HHYHZEHTOB HHGHOPMALHMOHHOMN BE30MACHOCTH H HX NPHYHH

WHumaentol Ub MoryT ObiTb NpesHaMEPEHHbIMU UM CTy4aiiHbIMU U BbI3BaHbI KAK TEXHUYECKUMM, TaK U
HETEXHUYECKUMU CPeaCTBaMM.

Ux nocneactBuAMM MOryT ObiTb Takue COObITUS, KaK HECAHKLMOHMPOBAHHOE PACKPbITHE WK U3MEHEHNE
MHOPMALLIK, ee YHUUYTOXEHUE UK Apyrie coBbiTna, KOTOPbIe ENAK0T e HeOCTYMHOM, a TAKXEe HaHeceHue yuepoa
aKTUBAM OPraHu3aLyu Un uX XULLLEHKe.

WHumpentol Ub, o Kotopbix He 6biN0 COOOLEHO, HO KOTOpble ObiaM ONpPefeneHbl Kak WHUNAEHTbI,
paccnesoBatb HEBO3MOXHO, W 3aLUMTHBIX MEp ANS NPefoTBPALLEHNs NOBTOPHOTO MOABAEHUS 3TUX MHLMAEHTOB
MPUMEHNUTb HENb3S.

Huxe npuBefeHbl HEKOTOPbIe NpuMepbl MHLMAEHTOB Wb 1 ux npuyny.
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4.3.1. Orxa3 B 06CYXHBAHUH

Otka3 B 06CNYXUBAHUM SIBASETCA 0OLWMPHOR KaTeropuein MHLMAEHToB Ub, nMerowwmx ogHy oLyt yepty.
Mog0GHbIe MHUMAEHTbI UB NPUBOAAT K HECMOCOOHOCTH CUCTEM, CEPBMCOB WAV CETER MPOA0XATb (DYHKLMOHUPOBAHME
C NpeXHen NPon3BOAMTENBHOCTBIO, YaLLLe BCEro NPK NOJHOM 0TKa3e B 4OCTyNe aBTOPU30BAHHBIM NO/b30BATENSM.

CywectByet iBa OCHOBHbIX TUNA MHLMAEHTOB Wb, CBSA3aHHbIX C OTKA30M B 06CAYXUBAHUN, CO3/aBAEMbIX
TEXHUYECKUMM CPeaCTBaMM:

— YHUYTOXEHUE Pecypcos;

— UCTOLLEHMe pecypeos.

HekoTOpbIMM TUNNYHBIMK NPUMEPAMI TaKUX NPeAHAMEPEHHBIX TEXHUYECKUX MHLMAEHTOB Ub Kak 0TKa3 B
00CNYXNBAHNN SBAAKTCA:

1) 30HAMpPOBaHME CETEBbLIX LIMPOKOBELLATENbHLIX AAPECOB C LENbK MOAHOMO 3an0AHEHUs MNOAOCHI
MPONYCKaH!A CETU TPA(IMKOM OTBETHbIX COOOLLEHMNI;

2) Mepenaya faHHbIX B HENpeayCMOTPEHHOM (hopMaTe B CUCTEMY, CEPBUC MAK CETb B MOMbITKE Pa3pyLLnTh
WM HApYLLKTL UX HOPMANbHYHO paboTy;

3) OfHOBPEMEHHOE OTKPbITME HECKOMbKUX CEAaHCOB C KOHKDPETHON CMCTEMOW, CEPBUCOM MAM CETbH B
NOMbITKE MCYEPNaTh X PECYpCbl (TO CTb 3aMefsIeHne X padoTbl, 60KMPOBAHKME UK PA3PYLLEHHE).

Texunyeckue nuumaentol b otkasa B 06CNYXMBAHUM MOTYT BO3HUKATD CTy4aitHO, Hanpumep, B peynbrate
OLWKOKN B KOH(UrypaLuu, LOMYLLEHHOW ONepaTopoM, UM M3-3@ HECOBMECTUMOCTU MPUKNAZHOTO NPOrPAMMHOr0
o0ecneyeHnsi, wan npefHaMepeHHo, B pe3ynbTate LeNeHanpPaBNEHHOW aTakvu WAW MONajaHus BPefOHOCHON
nporpammbl B nepumetp UC.

Hekotopble Hanbonee pacnpoCTpaHeHHble METOAbl CKPbITOr0 CKAHMPOBAHMA M MAEHTU(DMKALMM MOTYT
MPUBOANTL K NOJHOMY Pa3pYLUEHUIO CTapbIX WK OWKMOOYHO CKOH(UIYPUPOBAHHDBIX CUCTEM MM CEPBUCOB MPHU MX
CKaHNPOBAHMMN.

Cnepyer 3ameTnTb, 4T0 MHOMME NpeHAMEPEHHDbIE TeXHUYECKUe MHLMAEHTbI Tuna «0TKa3 B 06CNYXUBAHUMY
4acT0 UHULLMMPYHOTC @HOHMMHO (TO €CTb MCTOYHMK aTaku HEN3BECTEH), NOCKONbKY 3/I0YMBILAEHHUK 0ObIYHO He

nonyyaeT uHGopMaLmMmM 06 aTakyeMoi CETH M CUCTEME.
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4.3.2. Coop nrghopmaymn

B oOwmx uveprax wuHumpentsl Ub «COop uH(opmauum» noppasymeBatoT [edcTBus, (BA3aHHbE C
OnpefeneHnemM MOTEHUMANbHBIX LieNeil atakn M MONyYeHneM NpefctaBieHns o cepucax, paboTalwux Ha
MAEHTUDULMPOBAHHDIX LIENISX aTaku.

MogoGHble nHuMAeHTbI Mb npeanonaraioT pa3Beaky C Lesibi onpeaenenns Ciefytowei nHgopmamu:

— Hajnyne Lenu, NoayyeHne npeacraBaeHns 00 OKpyXatowlen ee CeTeBoi TONOAOMMM U 0 TOM, C KeM
00bI4HO 374 LieNb CBSA3aHa 00MEHOM UH(hOpMaLWK;

— NOTEHLMANbHbIE YA3BUMOCTH, KOTOPbIE MOXHO MCNOAB30BATb AR aTaki LEN UM OKpyXarolen ee
CeTeBoi cpefbl.

TUNnYHLIMKA NpUMEpaMKU  aTaK, HanpaBJieHHbIX Ha COOp MH(OPMALUMM TEXHUYECKUMU CpeacTBaMM,
ABNAOTCA:

1) CpacbiBanue 3anuceir DNS (cucTembl JOMEHHbIX MMEH) AnS LeneBoro gomeHa MutepHeta (nepefaya
30HbI DNS);

2) OTnpaBKa TeCTOBbIX 3aNPOCOB MO Cy4ailHbIM CETEBbIM aAPECaM C LeIbio HailTi paboTatoLLMe CUCTEMbI;

3) 30HAMPOBAHME CUCTEMbI C LEAbI0 MAEHTU(MKALMM (HanpuMep, MO KOHTPONbHOR Cymme dainos)
OnepawmMoHHOA CUCTEMI XOCTa;

4) CkannpoBaHue [OCTYNHbIX CETEBbIX MOPTOB Ha NPOTOKON nepefayn (hailnoB CUCTEME C LEbH
MAEHTUDUKALLMM COOTBETCTBYIOLLMX CEPBUCOB (HANPUMEP, INEKTPOHHAA nouta, npotokon FIP, cetb u 1.4.) v Bepcuit
MPOrpaMMHOro 06ecneyenuns 3Tux CepBucoB;

5) CkanupoBaHue 0ZHOTO UK HECKONIbKMX CEPBUCOB C U3BECTHBIMM YA3BUMOCTAMM N0 MANa30HY CETEBbIX
af\pecoB (rOpU30HTANIbHOE CKAHMPOBAHME).

B HekoTOpbIX Cy4asx TEXHUYECKHIn CO0P MH(OPMALWMN PACLLIMPSETCS U NEPEXOAMT B HECAHKLMOHUPOBAHHDII
[OCTYN, HanpuMep, eCan 3/10yMbILIEHHUK NPU MONUCKE YA3BUMOCTH MbITAETCH MOMYYUTb HECAHKLLMOHUPOBAHHLIN
pocryn.

006bI4HO 3T0 OCYLLLECTBASETCA ABTOMATU3UPOBAHHBIMYU CPEACTBAMM B3NIOMA, KOTOPbIE HE TONILKO MPOU3BOASAT
MONCK YA3BUMOCTH, HO M @BTOMATUYECKM MbITAKOTCS UCNONb30BATL YA3BUMbBIE CUCTEMDI, CEPBUCHI U (MNK) CETH.

WHumaeHTbl, HanpaBfeHHble Ha CO6Op WMH(OPMaUMM M CO3ABAEMbIE HETEXHUYECKUMU CPefCTBaMM,

NPUBOAAT K CNEAYIOLWUM NOCASACTBUSM:

La
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— NIPSIMOMY WIN KOCBEHHOMY PACKPBITUIO WK MOZAM(UKALLIMM MH(OPMALWK,;

— XMLLEHUKO MHTENNEKTYaNbHO COOCTBEHHOCTH, XPAHUMON B 3NEKTPOHHON (hOpME;

— HaPYLIEHNO YYETHOCTH, HanpUMep, NPU PErucTPaLLm y4eTHbIX 3anucei;

— HenpaBNAbHOMY WUCNONb30BAHMI0 MH(OPMALMOHHBIX CUCTEM (HANpUMeEp, C HapyLIeHMeM 3aKoHa MK
NOSMTUKN OpraHn3aLmu).

WHLMAEHTBI MOTYT BbI3bIBATLCA ClIEAYIOWMMM (DaKTOpAMM:

1) HapyweHust qu3nyeckoin 3aluutbl 6e30MacHOCTH, NPUBOAALNE K HECAHKLMOHMPOBAHHOMY AOCTYNY K
MHOPMALLIK W XMLLEHNIO YCTPOICTB XPAHEHUS AAHHBIX, COAEPXALLMX 3HAUMMYI0 MH(OPMALMIO, HANPUME, KIKUM
WKMpoBaHus;

2) HeynayHo w (unM) HenpaBMAbHO KOH(DUIYPUPOBAHHbIE OMEPALMOHHBIE CUCTEMbI MO  MPUYMHE
HEKOHTPOAMPYEMbIX U3MEHEHUA B CUCTEME MM HENPABUILHOIO (DYHKLLMOHMPOBAHMS MPOrPaMMHOI0 MK annapaTHOro

obecneyenns, 4to MPUBOANT K NONYHEHUIO AOCTYNA K MHq)OpMaLI,MVI JMUAMU, HE UMEIOLLIUMUI Ha 3TO pa3peLLeHns.

4.3.3. HecaHkynoHHpoBaHHbIA ROCTYN

«HeCcaHKLMOHMPOBAHHbIA JOCTYM» Kak TUM MHLMAEHTA BKIKYAeT B Ce0S MHLMAEHTBI, He BOWeEAWMe B
nepBble ABa TMNa. JTOT TN WHUMAEHTOB COCTOMT M3 HECAHKLMOHMPOBAHHBIX MOMLITOK JOCTYNa B CUCTEMY MM
HENPaBU/ILHOTO UCMOJIb30BAHUS CUCTEMBI, CEPBUCA MK CETH.

Hekotopble nmpumepbl HECAHKLMOHNPOBAHHOTO JOCTYNA C MOMOLLLIO TEXHUYECKUX CPEACTB BKNKOYAIT B
cebs:

1) MonbiTkn n3BNEYL (haiNbI C NAPONAMMK;

2) Ataku nepenosiHenus Gy(hepa Ans NONy4eHUs NPUBUAETMPOBAHHOTO OCTYNa K CeTH (Hampumep, Ha
YPOBHE CUCTEMHOTO aAMUHUCTPATOPA);

3) Ncnonb3oBaHue ysI3BUMOCTER NPOTOKONA AN MepexBara COeAMHEHUS WM NOXHOTO Hanpas/ieHus
NETUTUMHbIX CETEBbIX COEAUHEHW;

4) TonbITKM pacWwMpuTb NPUBUAETMKM JOCTYNA K Pecypcam MaM MHGOPMaLMK N0 CPABHEHUKD C NIETUTUMHO

UMEeLMMIUCa y nonb3oBatensa win aAMUHUCTpaTopa.
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WHUMAEHTbI HECAHKLMOHMPOBAHHOTO A0CTYNa, CO3[aBAEMble HETEeXHUYEeCKUMU CPeACTBaMM, KOTOpble
MPUBOAAT K NPSMOMY MM KOCBEHHOMY PACKPLITUIO, WM MOAM(UKALMN MH(OPMALMK, HAPYLIEHNAM YYETHOCTH UK
HenpaBubHOMY UCMONb30BAHMI0 MH(OPMALMOHHbIX CUCTEM, MOTYT BbI3bIBATLCSH CNEAYIOLLMMY (DAKTOPAMM:

— Pa3pyLIEHNEM YCTPOACTB (PU3NYECKON 3aLLMTbI C NOCEAYIOWUM HECAHKLMOHMPOBAHHLIM AOCTYNOM K
UH(hopmaLmu;

— HeyAayHom ¥ (WAM) HEnpaBWNbHOM  KOH(DUrypauMed  ONepaLMOHHOM  CMCTEMbI  BCAEACTBUE
HEKOHTPOIMPYEMbIX U3MEHEHU B CUCTEME WM HENPABUILHOIO (DYHKLLMOHMPOBAHMS NPOrPaMMHOr0 WK annapaTHOro

obecneyenus.
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5.1 061yne cBeneHns n TaKkTHKH

06wienpu3HaHHOA METOA0NOTUER B NAaHe ONpefeneHns BOSMOXHbIX AEHCTBUI HapywmTens B cdepe
uHdopmaumonHon Ge3onacHoctn asasercs MITRE ATT&CK. Matpuua MITRE npegoctaBnser goctyn K Gosbliomy
KOAMYECTBY M3BECTHBIX TAKTUK, TEXHUK U npoueayp (TTP), C NOMOLbI0 KOTOPbIX 30YMbILAEHHUKA MOTYT NPOBOAMTL
araku.

MITRE ATT&CK — 370 eLe 1 cepBuc, NPeoCTaBASIOLLMA BOSMOXHOCTL 06MeHa laHHbIMUM O KnOepyrpo3ax i
CPeACTBaX 3alLmThbl, rN00aNbHO LOCTYNHAA 0a3a 3HaHUA He TONbKO O TAKTMKAX U TEXHUKAX aTaK Ha KOMMbIOTEPHbIE
CUCTEMbI, HO M O TeXHWYECKUX CPeACTBaX, C MOMOLLLIO KOTOPbIX 3/M0YMbILWAEHHUKM MOryT arakosatb WUT-
MHPACTPYKTYPY, @ TAKXKEe 0 CAMMUX 310yMbILLAEHHUKAX, UX TPYNMUPOBKAX N 00bEMHEHNSIX.

Komnanus MITRE npegoctaBnfer MHGOpPMALMIO O NPESNOYTUTENbHLIX METOZaX MpPOTUBOLEHCTBUS
3N0yMblLLNEHHUKAM KaK B pamkax metogonorun MITRE ATT&CK, Tak u B pamkax co3paxHoin metogonorun MITRE
D3FEND (cm. pa3gen 6).

ba3a 3Hanuit ATT&CK ncnonb3yetc B KayectBe OCHOBbI /1S pa3paboTKu KOHKPETHbIX MOAENed yrpo3 u
METO/0/10T Ml B YACTHOM CEKTOpE, B NPaBUTENLCTBE, @ TAKXE B COOOLLECTBE NPOAYKTOB U yCIyT KnOep6e3onacHoCTi.

ATT&CK oTkpbITa 1 ZOCTYNHA Nt0O0OMY (DU3MHECKOMY NINLY UK OpraHu3aLmun s GecnnatHom pabotsl.

Mozenb MoxeT GbITb MCNONb30BaHA, Y4TO0bI OXapaKTepu30BaTh BpaxAeGHOE NOBEAEHNE C LieNb BbISBUTH
00LLye YepTbl CPefy M3BECTHBIX aTaK W LedTesIbHOCTH N0 BTOPXEHNIO B OTAENbHDBIE Y3/1bl UM KOMOUHALLMK LeACTBUA,
KOTOpbIE 3/I0YMbILLIEHHUK MOXET NPeANPUHATL, YTOO0bI LOCTUYL CBOUX LieSeN.

TakTukm, TexHukn u npouepypsl, onucanHble B ATT&CK, Gbinn BbIOPaHbI Ha 0CHOBE Habntogaembix APT-
BTOPXEHUA “3 MYONMYHBIX MCTOYHMKOB W BKJHOYEHbI B MOAENb HA HeoOXOAMMOM YpOBHe alCTpakuun Ans
onpepenexns 3PEeKTUBHbLIX MEp 3aLLMUTbI U NOUCKA COOTBETCTBHUI C CYLLECTBYHOLLUMIM METOAAMU BTOPXKEHNI. TaKTUKN
npeacTaBAsior 060/ BbICLUMA ypoBeHb aGCTpakuyun B pamkax mogenu ATT&CK.

TaKTHKM — 370 LLen, KOTOPbIE CTABUT NPOTUBHHUK B X0 MPOHUKHOBEHWS, TO CTb TAKTUKA NMOKA3bIBALT, Kak
3N0YMbILIEHHUK LECTBYET Ha pa3HbIX 3Tanax CBOeH OnepaLuu, Kakosbl Lieab WM 3a4a4a 3/10yMbIWNEHHNKA Ha

onpegenenHom ware. Hanpumep, TAO00Z Execution — 310 TaKTUKa 3/10yMbILUNEHHNKA, KOTOPbIW MbITAETCS 3anyCTUTb

BPeOHOCHbIN KOA Ha aTakyemoil MaLLuHe.
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https://attack.mitre.org/tactics/TA0002/

TeXHMKa — 3T0 TO, KaK 3N0YMbILUNEHHUK LOCTUTAET LeAN WU NOCTaBNEHHOM 3a4auM, Kakne ucnosb3yer
UHCTPYMEHTbI, TEXHONOTUM, KOA, IKCMOATHI, YTUAUTLI U T. A. B kauecte npumepa MoxHo paccmotpets [1059.007
PowerShell — ucnonb3oBaxue PowerShell npu atake.

lpouepypa — 310 T0, KAK TEXHMKA BbINONHSAETCA M ANA 4ero. Hanmpumep, BpeLOHOCHAs Nporpamma,
ncnonb3ys PowerShell, ckaunBaet 3arpy3yuk, KOTopblid, B CBOK 04epefb, 3arpyxaet dpeitmeopk Cobalt Strike ans
NONbITKM 3aNyCKa Ha YAANEHHbIX X0CTaX. B 370T MOMEHT NPOUCXOLMUT 00bEAMHEHUE TEXHUKI U TAKTUKM.

Huxe nepeuncnenbl Taktuku MITRE ATT&CK anst kopnopaTuBHbIX CUMCTEM, C KOTOPbIMM Yalie BCEro
CTaNKnBaOTCA aHanuTikn Ub B KOPNOPaTUBHbLIX CTPYKTYpaX:

1) «Pa3Bepnka» (Reconnaisense);

2) «C6op pecypcos» (Resource Development);

3) «[lepBoHayanbHblit goctyn» (Initial Access);

4) «Bbinonxetue» (Execution);

b) «3akpennenue» (Persistence);

6) «MoBbiwexue npusunerui (Privilege Escalation);

1) «YknoHenue ot 3awutbl» (Defense Evasion);

8) «floctyn K yueTHbIM AaHHbIM» (Credential Access);

9) «Mccneposanmer (Discovery);

10) «lepemeLyenne BHyTPM Nepumetpax (Lateral Movement);

11) «C6op» (Collection);

12) «Ynpasnenue u koutponb» (Command and Control);

13) «Ikcchunbtpavms» (Exfiltration);

14) «Bnusime» (Impact).

«Pa3Befika» — LENbI0 TAKTUKK ABASIETCS COOP 3N10YMbILIEHHUKOM MH(OPMALLMK, KOTOPYHD BO3MOXHO
MCno/b30BaTh NPKU NPOBEAEHUN JaJIbHENLLNX BPEAOHOCHDIX atak. MH(opmaLmMs MoXeT BKIOYaTh B ce69 fetam 00
YNpaBAeHUN, MH(PACTPYKTYPE WAN TMYHYI0 MHOPMALMIO 0 NEPCOHaNe atakyemoit opraHu3awiu. llofobHble getanu
MOryT ObITb NCMO/Ib30BaHbI B APYTUX ha3aX XU3HEHHOTO LMKNA aTaku, K TpUMEpY, Npyu NOYYEHUH NepBOHAYANbHOTO

pocTyna uan ong npojBUXeHna B q)a3e pa3Beaku.
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https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0004
https://attack.mitre.org/tactics/TA0005
https://attack.mitre.org/tactics/TA0006

«CO0p pecypcoB» — LeNbI0 TaKTUKN ABAACTCA COOP 3N0YMbILLIEHHUKAMU PECYPCOB, KOTOPbIE MOTYT ObITh
MCnosb30BaHbl NPU NpoBeeHnn atak. Mog pecypcamun 34ecb NOHUMAKOTCA INEMEHTH MH(PACTPYKTYPbI, YYETHbIE
3aMNUCK UK KOMNbBHOTEPHbIE MOLLHOCTH XepTBbI. ITH PEcypchbl MOTYT ObITb UCMO/b30BAHbI 3/10YMbILLAEHHUKAMMU NPU
PA3BUTUN aTakn B ApyruX (pasax ee XM3HEHHOTO LMKNIA, Hanpumep, WCrosib30BaHME KYMAEHHOTO LOMeHa AN
NOAAEPXKM TaKTUKN «YNpaBNeHUe U KOHTPOIbY UN UCNONb30BAHUE MOYTOBLIX aKKAYHTOB AN (DULIMHIA KaK 4YacTb
TaKTUKu «[lepBoHayanbHblin LOCTYNY.

«[lepBOHAYasbHLIA JOCTYM» — LENbI0 TAKTUKM SBASETCH MPOHUKHOBEHME 3M0YMbILLIEHHUKA B CETEBOM
KOHTYP XepTBbI 4151 CO3AaHNA TOYKM BXOLA BHYTPU KOHTYPA, 4TOObI B a/IbHEMLLIEM PACLUIMPKUTL NPUCYTCTBUE, NONYYUB
LOCTYN K ZONONHUTENbHBIM YYETHBIM LaHHBIM WA CIyX06aM yaaneHHoro JocTyna.

«BbInonHeHue» — LieNIbH TAKTUKM ABAAETCA 3aMyCK 3N10YMbILUIEHHUKOM BPELOHOCHOTO KOAA Ha JIOKaNbHOM
UMM YAANeHHON cucteme. Yacto TEXHUKM, C MOMOLLLIO KOTOPbIX 3anyCKaeTcs BPeLOHOCHBIA KOA, rpynnupyrotcs ¢
TEXHUKaMM U3 APYTUX TaKTUK, 4TOObI JOCTUYL 00/IbLLIErO, HANPUMEp, HCCIELOBAHUA CETH MAK KPaXH AaHHbIX. [ng
HarNALHOCT MOXHO MPUBECTM TaKOM NPUMEP: 3/I0YMbILUEHHUK UCNONb3YET YTUAUTY YAANEHHOr0 JOCTYNa, YTOObI
3anyctutb Powershell-ckpunr, KoTopbii 0GHApYXMBAET yAaNEHHbIE CUCTEMDI.

«3aKpennenne» — LeNblo TAaKTUKK SBASETCS COXPAHEHUe TOYKM Onopbl ANs PasBUTUS ataku, ML 3TUM
nogpasymesaercs Ni000W JOCTYn, [EACTBAE WM W3MEHEHUEe KOH(UTypauunm CUCTEMbI, KOTOpOe [aer
3N0yMbILLIEHHUKY NOCTOSIHHOE NPUCYTCTBUE B ITON CUCTEME. 3NI0YMbILNEHHUKAM HacTO He0OX0AUMO NOALEPXUBATb
LOCTYMN K CUCTEME U3-3@ NPepbIBaHUA: Mepe3anyCck CUCTEMbI, NOTEPA YYeTHbIX AaHHbIX K apyriue coon. B kayecrse
MPUMEPOB MOXHO MPUBECTM 3aMEeHy MM BOPOBCTBO NeErafibHOro KoAa wau JoGasfieHne KoAa, aBTOMATUYEeCKM
3arpyXxaemoro npu nepesanycke Cuctembl.

«loBbllWeHne NpUBMNETMA» — LENbI0 TAKTUKU SBASETCH MOBLIWEHNE 3M0YMbILLIEHHUKOM YPOBHS
paspeLueHnit B aTakyemMoin CucTeMe unm ceteBoit MHGpactpyktype. O0GbIYHbIM 4151 TAKTUKM ABASETCH UCMO/b30BAHME
YS3BUMOCTEM, OLIMGOK B KOH(IUTYpaLMsX 1 C1aboCTed CHCTembl.

[puMepb! MOBbILIEHNS NPUBUACTH:

— ypoBeHb System/root;

— JIOKa/IbHbIA aAMUHUCTPATOP;

— Y4€THaA 3anucb NoNb30BaTeNA C AOCTYNOM KaK Yy aIMUHNCTPATOPA;
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— y4eTHas 3anucb NONb30BaTeNs C JOCTYNOM K CNeLManu3vpoBaHHOA CMCTEME WM MONb30BaTENS,
BbINONHALLEr0 ONPEeAeNEHHbIe CeundUYHbIE (YHKLMN.

TexHuku, wucnonb3yloume «MoBbILIEHHE NPUBMAETUI», YACTO MEPEKPbIBAKTCA TEXHUKAMM TaKTUKM
«3aKpensenmne», Tak kak 0COGEHHOCTM ONEPALMOHHBIX CUCTEM, NO3BOASHOLLME 3N0YMbILINEHHUKY B HEll 3aKPENUTLCS,
MOTYT NPUMEHATLCS NPU HAJMYMK Y HETO NOBbILIEHHbBIX MPUBUAET .

«YKNOHEHNE OT 3alLMTbly» — LEAbH) TAKTUKM ABNAETCS AEACTBUS 3/10YMbIWNEHHUKA, HANPABAEHHbIE Ha
YKNOHEHME 0T 0OHApYXeHus. TeXHNKK, NCMONb3YEMbIE IS YKNOHEHNS 0T 3aLLUTbl, BKAKOUAKT B Ce0A yaaneHue uim
BbIK/IOYEHNE NPOrPaMM, OCYLLECTBASIOWMX 3aLLMTY, AU NCNOAb30BAHNE AOBEPEHHbIX MPOLECCOB ANS CKPbITUS W
MaCKMPOBKH BPEAOHOCHBIX NPOrpamM.

«[loCTyn K y4eTHbIM AaHHbIM» — LieNIbI0 TaKTUKK ABASIETCS KpaXa YYeTHbIX AaHHbIX: NOTMHOB U Naponed.
TeXHUKM, MCNoNb3yeMble 3eCh, BKNKYAIOT B Ce0S perucTpauyio AeiCTaunit nonb3oBatens ¢ nomowbto keylogger nm
cOpoca (LamnuHra) y4yeTHblX AaHHbIX. MCNOAb30BaHME NETMTUMHBIX YYETHbIX [JaHHbIX AAET BO3MOXHOCTb
3/10yMbILINIEHHNKAM CKPbIBATLCS OT 0GHAPYXEHNs M noayyaTh JOCTYN K 60NbLIEMY KONMYECTBY AKKAYHTOB.

«MccnepoBanme» — LebIo TAKTUKM SBAKETCS MCCIEA0BAHNE 3/10YMbILLIEHHUKOM MH(PACTPYKTYPbl XEPTBbI,
T0 eCTb COOP MHGOPMALMKM O CUCTEME M BHYTPEHHE! ceTu. Takoii METOA N03BONSIET 3N10YMbILUNEHHUKY PELNTb, Kak
fyylwe [edCTBOBaTb BHYTPU MEPUMETPa XEPTBbI, MOHSATb, YTO MOXHO KOHTPOAMPOBATH U YTO MO3BOMMT MONYYMTH
HaubOoNbLLYIO BbIFOAY.

«[lepemeLLeHne BHYTPU NEPUMETPA» — LeNbH0 TAKTUKN SBASETCS NPOABKEHMUE 3NI0YMbILLIEHHUKA BHYTPU
nepumetpa XeprBbl. «[lepemelieHne BHYTPU NepuMeTpa» BKAKYAET B (e TeXHWKM, MN03BOAALLME
3/10YMbILWAEHHUKY NONY4UTb JOCTYN W YNpaBAeHUe YAANEHHbIMA CUCTEMAMM B CETW, B TOM YUCAE C MOMOLLbIO
YCTAHOBKM COGCTBEHHOTO MHCTPYMEHTA 151 NONYYEHNS YAANEHHOT0 JOCTyNa.

«COop» — Lenbl TaKTMKM  SBASETC  CO0p  AaHHbIX, CNOCOGCTBYHOWMX AOCTUXEHMIO  Leneil
3N10yMbILNEHHMKOB. «COOP» NCMONb3YET TEXHUKN MAeHTUGIMKaLMKM M c60pa MHGOPMALWMK, KOTOPYIO B AaNbHERLIEM
YaLe BCero Tpebyercs NepemMecTuTb U3 LENEBOW CETH B NOAKOHTPOSbHYIO 3N10YMbILUAEHHUKY UH(PACTPYKTYPY, TO €CTb
BbINONHMUTL Tak HA3bIBAEMYH) 3KCUAbTPALMIO AaHHbIX. [IpuMepamu Takux MeTO10B aTak ABNAKTCS 3aXBaT IKpaHa
(screenshot) u 3axBat BBOAA KNaBuaTypbl.

«YnipaBNeHMe M KOHTPONb» —  LENbl0  TaKTMKN  SBASETCS  C(BA3b  3M0YMbIWAEHHAKA (O

CKOMNPOMETUPOBAHHbIMK CUCTEMAMKU g UX YNpaBlEHUA. Yto0bl M30eXaTb 06H8py>K€HVI$I, 3N10YMbILLJIEHHNKHN
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00bIYHO CTAPAKOTCSA CKPbITb CBOM [EACTBUS 33 HOPMabHbIM, 00bIYHBIM CETEBbIM TpathnkoM. lpumepbl BKAKUAKT
UCno/b30BaHue 3aKOHHbIX NPOToK0A0B (HTTP 1 nogoGHbIX um) ans nepefaun C&C-uHdopmaumu.

«IKCHUNLTPALMUSY — LIeNIbH TaKTUKN SBASETCA KPaXa AaHHbIX 3N0YMbILIEHHUKOM, TO €CTb BbIBOJ 3TUX
[aHHbIX 3@ NepumeTp xepTBbl. Yaie Bcero nocne c6opa HyXHbIX AaHHbIX 3N10YMbILAEHHUKN X YNAKOBbIBAKT, YTOObI
u30exatb eTeKTUPOBAHUS BO BPEMS NepeMeLlLeHinst AaHHbIX. TeXHUKKM IKCHUATPALMKN BKAKOYAKOT TPAHCTOPTUPOBKY
iaHHbIX N0 C2-KaHanam 1 ux anbTepHaTUBaM M MOTYT NOAPA3YMEBATH OFPaHUYEHNe pasmMepa nepesaBaeMblX AaHHbIX.

«BnnsHne» — LesIbio TAKTUKKM SBAAKTCA MAHUNYISALAM UAM BMeLaTenbCTo B padoty UT-undppactpyktype
XePTBbI, UM YHUYTOXKEHNE CUCTEM U LaHHbIX MH(PACTPYKTYPbI. TEXHUKI BAMSHUS UCNONL3YHOTCA AN LOCTUXEHMS
KOHEYHBIX Lie/Iel 3N10yMbILLNEHHUKA.

0Guwuii BU MATPULII C TAKTUKAMU NPEJCTABIEH Ha PUCYHKE 2.

Enterprise tactics

Enterprise Tactics: 14

D Name Description

TADD43 Reconnaissance The adversary is trying to gather information they can use to plan future operations.
TA0D4 Resource Development The adversary is trying to establish resources they can use to support operations.
TA0001 nitial Access The adversary is trying to get into your network.

TA0002 Execution The adversary is trying to run malicious code.

TADOO: Pe The adversary is trying to maintain their foothold

TA0004 Privilege Escalation The adversary is trying to gain higher-level permissions.

TA0005 Defense Evasion The adversary is trying to avoid being detected

TA0006 Credential Access The adversary is trying to steal account names and passwords.

TA0007 Discovery The adversary is trying to figure out your environment.

TA Movement The adversary is trying to move through your environment.

TA0009 Collection The adversary is trying to gather data of interest to their goal

TA0DT1 Command and Control The adversary is trying to communicate with compromised systems to control them
TA0010 Exfiltration The adversary is trying to steal data

TA0040 mpact The adversary is trying to manipulate, interrupt, or destroy your systems and data

PucyHok 2 - 06wuin Bup Matpnubl ATT&CK

Ha 31om ypoBHe matpuua ATT&CK 0ueHb noxoxa Ha Apyrie MoAem yrpo3, KOTopble ONUCbIBAKOT XU3HEHHDII
LMKN NPOTUBHMUKA.

Pa3uuua mexay ATT&CK n gpyrumu MoZensimu 3akniouaetcs B ee 06beme.

Kateropuu 1aktuk npuMeHUMbI OT OLHOA MHANBUAYASILHON CUCTEMbI KOHEUYHbIX TOYEK K ApYroM, TaK Kak
MPOTUBHUK MepemeLLaerca no cetn. B 10 Xe Bpema MOAENb XU3HEHHOTO LMkna Kubepataku Tpebyer y4uTbiBarh

60/bLLMIA IMana30H JeACTBUI B COOTBETCTBUMN C XU3HEHHBIM LIUK/IOM aTaKYHLLLETO.
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Taktukun B8 mogenn ATT&CK Takxe onucbiBatoT Bpax/aeOHbIA NPOLLECC NepefBUXeHNs N0 KOPNopaTUBHOM
cetu.
B kauectBe 0N0AHEHMS B MHGIOpMaLMK 00 yrpo3ax Cewunanmuctom no 6e30MacHoCTH (aHANMTUKOM) MOTyT

ObITb MCMONb30BAHbI ONUCAHMS U3 DaHKa aHHbIX Yrpo3 Ge3onacHocTv uHopmalu, npegoctapnsemoro GCTIK.

5.2 Merogonorns aHann3a knbepyrpo3 Ha ocHoe ATT&CK

B kayecrBe npumepa ncnonb3osauns metogonoruv MITRE ATT&CK npu aHanu3e kubepyrpo3 paccmoTpum
JTanbl aHanu3a, npumensiemble B komnanun MITRE. Komnannsa MITRE ucnonbsyet metogbl ATT&CK ans co3naums,
PA3BUTUS U PEBU3NKM AHANUTUYECKOI MH(OPMALLMK 00 yrpo3ax.

Metogonorus, ocHoBaHHas Ha ATT&CK, Bkntouaet B ce0s cnefytolLme warm:

1) NaeHTndmkaums noBeeHus;

2) Tonyyenue AaHHbIX;

3) Co3panune aHanuTHKK;

4) Co3naHue CLeHapus UMUTaLMI JeACTBUI 3N10YMbILLNEHHNKA;

5) Umutaums yrposbl;

6) PaccnenoBaHue ataky;

7) OueHka fencTBui.

5.2.1. Haentnebnrayns nosegenns (war 1)
Mpouecc Co3haHUs aHANUTUKN HAYMHAETCA C MAEHTU(UKALUM NOBELEHUS 3/0YMbILIEHHNKOB. YTOObI
MPUOPUTU3NPOBATH NMOBELEHUE 3N0YMbILLIIEHHUKOB, HEOOXOANMO OTBETUTb HA YeTblpe BOMpoCa.
Kakoe noBejieHune BAAeTCA CaMbIM PacnpoCTpaHeHHbIM?
MpuopuTM3aLmMa TaKTUK, TEXHUK M MPOLEZyp, yalue BCero MCrosb3yeMblX 370YMbILIIEHHUKAMKU, MOXET
0Ka3aTb CyLleCTBeHHOe BAMAHME Ha Ge3omacHoCTb. CnoCOOHOCTb pasnuyath CepbesHble Yrpo3bl N03BOASET
OpraHu3aLmuu COCPeA0TOUMUTLCS HA HYXHBIX TAKTUKAX U TEXHUKaX, npeacTaBneqHbix B ATT&CK.

Kakue feifcTBus UMetoT HanbonbLuee BAUAHKE?
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https://bdu.fstec.ru/threat

OpraHu3auun LONXHbI ONpefenutb, Kakue TexHuku v 1aktuku ATT&CK moryt umetb Hanbonbluee BANAHUE
Ha WMX WMHGPACTPYKTYpy. IT0 BAMSHUE MOXET NpUHAMATb (DOPMbl (DU3MYECKOTO Pa3PyLUIEHUS 3NEMEHTOB
UHAPACTPYKTYPbI, NOTEPH MHOPMALLMM, KOMNPOMETALMN CUCTEMbI MW APYrUX HEraTUBHBIX NOCEACTBHUI.

[Inst Kakoro noBeaeHust ecTb LOCTYNHbIE AaHHbIE?

s noBefieHus, N0 KOTOPOMY yXe eCTb AOCTYNHbIE aHHble, C03aBaTb aHANMMTUYECKUE PELLIEHUS NPOLLE U
flelleBNe, YeM A5 NOBEAEHNUS, KOTOPOE ele HYXHO 0OHApyXMTb, WAK NO KOTOPOMY ELie HYXHO CO34aTb WK
Pa3BepHYTb MH(PACTPYKTYPY AN COOPa AaHHBIX.

Kakoe noBefieHune cneflyer AeTekTupoBaTh Kak BpeoHOCHOe?

Pa36op NOBEAEHN 3M0YMbIWAEHHUKOB, @ HE NETUTUMHbIX WCTOYHMKOB HauGonee noneseH s

3aLUMLLALOLLEl CTOPOHDI, OTOMY YTO MPUBOANT K MEHbLUEMY YNCAY NOXHOMONOXUTE/IbHBIX Pe3yIbTaToB.

5.2.2. llonyyenne gannbix (war 2)

Ha 31ane noAroToBKM K CO3AaHNI0 aHANUTUKKM OPraHu3aumns JOMXHA NPUHSTL PELIEHUe, Kakne faHHble
HE00X04MMO OﬁHapy)KVITb, COﬁpaTb U COXPaHUTD, YT0ObI Ha OCHOBE 3TUX JaHHbIX pa3pa601aTb dHAJINTUKY. [lng 3toro
HEOOXOANMO ONpefenuTb, Kakue fAaHHble yxe Oblnu CoOpaHbl MHCTPYMEeHTamu OGHapyXeHus u MexaHu3mamu
NOTMpoBaHMA. Bo MHOTMX Cnyyasx npaBuna v YCTaHOBKM, MO KOTOPbIM COOMPAIOTCH [JaHHble, HYXAAKTCA B

KOPPEKTUPOBKE, UHOTAa ANid c60pa OnpeaeneHHbIX AaHHbIX TpEﬁyETCﬂ MOMEHATb UHCTPYMEHTbI U MEXQHN3MbI.

06HapyXeHne Ha KOHeYHbIX TOYKAX

MHorve komnaHuu nonarawTcs Ha 0GHapyxeHue BPELOHOCHOA AKTUBHOCTU C BHELWHEA CTOPOHbI
3aLMLLAEeMOr0 NEPUMETPA CETH U3-3a OTHOCUTESILHOM JIErKOCTU PA3BEPTbIBAHNUS MHCTPYMEHTOB AETEKTUPOBAHMA. ITO
0rpaHn4MBaeT HabNKAEHNE TONbKO BXOAALLUM M UCXOASALIMM TPA(UKOM, NMPX ITOM OT 3aLLMLLALOLLER CTOPOHbI YaCTo
YCKO/Ib3t0T COOBITUS, MPOUCXOASALLME BHYTPH 3aLLMULLAEMOr0 NepuMeTpa.

Mpu ncnonb3oBaHuM NoLOGHOI0 NOAX0AA 3aLLMLLAIOLLAS CTOPOHA NONAraeTCs Ha 3axBat U pa3bop CeTeBoro
Tpachuka, OpaHAMayIpbl, NPOKCMPOBAHME, CUCTEMbI OOHAPYXEHUS CETEBbIX BTOPXEHNI, APYrie CUCTEMbI CETEBOr0

aHanmu3a nm 61oKupytoLLMe CUCTEMbI.
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Ecan 3n10yMbIwNeHHNK CNoCOGEH NPOHNKHYTL BHYTPb 3aLLMLLAEMOT0 NEPUMETPA U COXPaHUTL CMOCOOHOCTb
0CyLLeCTBAATL TaKTKy «KOHTpOib M Ynpasnenue» Oyoyynm He3aMeuyeHHbIM CUCTEMAMM OOHApYXeHWi CeTeBbiX
BTOPXEHWA, TO 3aLUMLLAIOLLASA CTOPOHA MOXET He 3aMETUTb ero aKTUBHOCTb BHYTPH CETH.

YuutbiBast Hanuuue BO3MOXHOCTM ANS 3/10YMbIWAEHHUKA MCNONb30BATh NETUTUMHbIE BEO-CEPBUCHI U
3aLUMLLEHHBIE KpUNTOrpaduein KOMMYHUKALIMK, KOTOPbIE NO3BONSKOT NPOXOANTL CeTeBOE 0GHApyXeHue, AeACTBuS
BHYTPU NepUMETpa CTaHOBUTCS OTC/IRAUTb 0COOEHHO CIOXHO.

OGHapyxeHne Ha KOHEYHbIX TOYKAX AOMKHO OCHOBLIBATHCH HA MAEHTU(IMKALMM AEWCTBUIA nocne
KOMNPOMETALMH, TaK Kak MH(OPMaLLMs 0 SeACTBUAX aTaKYHOLLEro BHYTPU NepumeTpa umeet 60/bLUYH LieHHOCTb. Ha
PUCYHKe 3 noka3aHo nokpbiTve Matpuubl ATT&CK MeTogamu noaxoaa, OCHOBAHHOIO Ha 3allUTe BHELHEr0 KOHTYpa

nepumetpa.’

PucyHok 3 - Moaxos, 0CHOBaHHDbII Ha 3aL4UTe BHELUHEr0 KOHTYPa nepuMeTpa, # 0XBaT UM METOJ01I0M K

ATT&CK

" Ha pucyHKe npeacTaBneHo cocrosHue Matpubl atak MITRE Ha 2017 rop.
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flueiikn, 0603Ha4eHHbIE KPACHLIM LLBETOM, NOKa3bIBat0T HEBO3MOXHOCTb 3aLLMILAOLLEr0 NPeoTBPaTUTL
Peanu3aLmio atak ¢ NPUMEHEHUEM YKa3aHHbIX TexHUK meTogonorim ATT&CK, a aueiku Xentoro LBeTa noKasblBakT
4aCTUYHYK CNOCOBHOCTb NPeOTBPALLEHNUS AEHCTBUA N0 NPEACTaBEHHbIM METOAAM.

be3 o0HapyXeHus ceTeBbIX COObITUI HA KOHEYHbIX TOYKAX, TAKMX KaK CTApT NPOLEeCca Uiu HOBOE CeTeBoe
COeZIMHEHNe, NPAKTUYECKM HEBO3MOXHO OOHApyXMBaTb 00/bLYK YacTb aTak, OMUCAHHbIX B MATpuULEe, eCu Het
KOHKPETHbIX 3HaHIt 00 aTakyloLLem, Hanpumep, CNonb3yemMoi MH(PACTPYKTYpe v NPOTOKONaX.

[pyroit noaxof, OCHOBAHHbIA Ha 0OHAPYXEHUN MHAMKATOPOB KOMNPOMETALMM HA KOHEYHBIX TOYKaX WK
c6ope CHMUMKOB COCTOAHMS CUCTEMbI, TakXe MOXET NPUBECTM K HEBO3MOXHOCTM OOHAPYXMTb [elCTBUS
3N10YMbILIEHHNKA, MPOLIEALWEro BHEWHWA nepumetp. lepuognyeckuin C60p AaHHbIX C KOHEYHBIX TOYEK MOXeT
MPUBECTU K TOMY, YTO 3/I0YMbILNEHHNK BbINOAHUT AEACTBUS, KOMNPOMETUPYIOLLME CUCTEMY B MPOMEXYTKAX MEXAY
utepaumamu c6opa nH(opMaLm.

B kayectBe npumepa MOXHO PacCMOTPETb BHEAPEHWE BPEAOHOCHOW nporpammbl RAT B nerutuMHbIiA
npouecc explorer.exe, KOTOPblA Obll  OCYWECTBAEH 3N0YMbILIEHHUKOM B MPOMEXYTKE MeXZy [ByMs

CKaHMpOBaHNAMM. B TaKOM Cly4ae CHUMOK COCTOSIHMS CUCTEMbI He nokaxeT BHeAperus RAT B npouecc.

5.2.3. Cozganne ananntnu (war 3)

Korga y oprauusauumn ectb MHCTPYMEHTbI JeTeKTUpoBaHUS U C60pa [aHHbIX, OHA MOXET MPUCTynuTL K
CO3/aHMI0 AHANUTUKN.

Co3panue aHanuTvku Tpebyer Hanuumus NPOrpaMMHOI 1 annapaTHOR NAATOPMbI, @ TAKXKE CNELMUaNNCToB,
KOTOpble MOryT ¢ UMK pabotatb. Uccnegosatenn MITRE BbiZenqtoT chepytowine TUMbI aHANUTUKN B METOLO/IOMK
ATT&CK:

«[loBeieHYeCKan aHANUTUKA» — LieNbi0 aHANMMTUKN ABASIETCS 0OHAapYXeHne Cneuutmyeckoro noBeieHus
3N0YMbILIEHHUKA, K Npumepy, co3gaHue HoBoi cnyxObl Windows. [lpu 31oM, nosefieHue MOXer M He OblTb
BPEAOHOCHbIM. Takoe noBejieHune Heo0X04UMO CpaBHMBATDL C TexHUKamu mogenu ATT&CK.

«0nepaunoHHan aHannTMKa» — LEJIbI0 aHANNTUKKM ABASETCS 0OHApYXEeHUe TOro, YT0 NPOUCXOLMUT BHYTPH
CETeBOro NepuMETpa B KOHKPETHbIA MOMEHT. AHanu3 He BCerjia S0MKeH ObITb HAnpaBAeH Ha 10, 4T06bI reHepupoBaTh

WHLMJEHTbI, CBA3AHHbIE C BPEJLOHOCHOM aKTMBHOCTbIO. MHOMAA GONbLIYHO NOMb3Y MOXET MPUHECTU aHau3 obLuiero
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COCTOSHMS nepumeTpa. Takas aHanuTUKa MOXeT ObITb 0COOEHHO NONE3HA NPU ONPEeLEeNeHUN COCTOSIHNA TEeKYLLero
«3[,0pOBbS» 3aLUMLLAEMON MHAPACTPYKTYPbI.

«llonck aHOManui» — LLeNbH0 aHANNTUKI SBASIETCS 00HAPYXEHUe NOL03PUTENLHOTO NOBELEHNSA, OTMYHOTO
0T HOPMbI, K NPUMEPY, BbINONHEHKE NMPOLLECCOB, PaHee B CUCTEME He BbINONHSABLUNXCA. KaK 1 B Ciy4ae onepawnoHHOM
AHANMTUKK, TPESMETOM UHTEpeca aHann3a MoryT ObiTb He TONbKO aTaku.

«DOopeH3nKa» — TaKas aHaNTKA NPUMEHSETCS NPU PaccnefoBaHNM MHLMAEHTOB. YT00bI ObiTb HanGoNEe
n0/Ie3HOM, (hopeH3nKa Tpeldyer onpeseNeHHOro YpoBHS BHeApeHus. K npumepy, ecin aHanuTuK HaxoauT cobbitue
6poca y4eTHbIX aHHbIX HA OJHOM X0CTe, 3anyCK aHANMTUKN MOXET BbISIBUTb BCEX N0/1b30BATENEN, YYETHbIE LaHHbIE
KOTOPbIX Ol CKOMIPOMETUPOBAHbI.

JalLMILaLAn KOMaHAA MOXET UCM0b30BaTh B pab0Te BCE TUMbI AHANMTUKN NSt BHEAPEHNA B TEKYLLYIO
[eATeNbHOCTb. B KayecTse npumepa nof00HOT0 06beAMHEHNA MOXHO PACCMOTPETb Takoi CLEHapHit:

1) Cnewuanucty SOC-LeHTpa NpUXOZMT ONOBELLEHUE O CO3LAHNNM 3aNNAHUPOBAHHOM 33Ja4N C MOMOLLbIO
yOaNneHHoro focTyna (noBeAeHYecKas aHaauTuka);

2) Mocne npocMoTpa  OMOBELLEHMS OT  CKOMNPOMETUPOBAHHOM MalUMHbI  QHAMMTUK  MCMOAb3YeT
AHANUTUYECKMe MHCTPYMEHTLI NOUCKA OTKNOHEHUI B paboTte Cyx0 Ha 3TOM XOCTe, B XOA€ Yero BbISCHAETCS, YTO
HEe3a40/1ro 0 CO34aHNS 3afiauy Ha XocTe Obina CO3/aHa HoBast CNIyx0a (MOUCK aHOManui);

3) Mocne o6HapyxeHna MOJO3PUTENLHOM CIYXObl AHANMTMK MCNONL3YET WHCTPYMEHTBI, KOTOpble
MOKa3bIBAKT BCE f0YEPHUE MPOLECChI CYXObI, M3y4as KOTOPbIE OH BbIACHSIET, YTO Ha XocTe 3anyweH RAT, nocne
3TOr0 AHANMTUK MPOCMATPUBAET BCe LOYEpHMe Mpouecchl, 3anywenHbie RAT-OM M BbISICHSET, 4T0 OH 3anyctun
PowerShell (popeH3uka);

4) Tlocne nonyyeHnst faHHbIX 0 BPEAOHOCHOM MOBEAEHNM HA OJHOM XOCTE, aHaJMTUK NPOBEPSIET Apyrue
yOANeHHbIe COeLUHEHNS B CETH, KOTOPbIE ObINN BbIMOHEHbI C 3TOT0 XOCTA, AETaM3NPYs TEM CaMbIM BCe OKPYXeHue,

KOTOPOE MOr/I0 ObITb aTaKOBAHO BPEIOHOCHO! NPOrPaMMOiA (OnepaLUOHHas aHaNUTHKA).

5.2.4. Cozganme cyeHapns nMUTALHH SEHCTBHA 3/10YMbILLNCHHHKA (Wwar 4)
TpaanLMOHHOE TEeCTUPOBAHME HA NPOHUKHOBEHME KOHLLEHTPUPYETCS HA ONPeAeNeHHON LieNu, Yalue BCero B

TAKOM CLieHapUn «KpaCHaa KomaHAa» NbiTae€TCa B34Tb N0J, KOHTPOJIb KPUTUYECKU BAXHbIE CUCTEMDI aTaKyeMOVI cetu.
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B 3T0M Cnyyae kOMaHAa OrpaHuyeHa BbIOPAHHOM LENb0 U MOXET He YYUTbIBaTb MHOXECTBO AOMOJHUTENbHbIX
BO3MOXHOCTE NpU NOUCKE YA3BUMOCTEN, He CBA3AHHBIX C 3TON LieNbH0.

Moaxon MITRE k umutaLm feiCTBYIA 3N0YMBILLIEHHNKA OTANYALTCA OT TPAANULMOHHOTO NOAX0AA TEM, 4TO B
npowecce onpegeseHns ya3BUMOCTeN YNeHbl «KPaCHOA KOMAH/bI» KONUPYIOT NOBEAEHUe ONpefeNeHHOA rpynibl n
MHOXECTBA U3BECTHBIX FPyNn, 4T06bl NPOTECTUPOBATHL CNELNMUYECKUe 30HbI 3aLuLLaeMoi CeTH. B 3TOM Cyyae TecTbl,
UMUTHPYIOLLME LEMCTBUS 3N0YMbILIIEHHUKOB, MOTYT ObiTb NMpoOBeAeHbl ObicTpee v B 00/nee C(HOKYCUPOBAHHOM
PeX1Me, YeM TeCTbl TECTUPOBAHMA HA NMPOHUKHOBEHUE, BbIMOJIHAEMOr0 B NOJHOM 00beME.

Mocne noSIBAEHNA HOBBIX WHCTPYMEHTOB M METOLOB OOHAPYXEHMSI, M YKPENAEHUA MX NO3ULMIA Cpedu
CneumanucToB no knbepOe3onacHoCTH, CCNef0BATENN COCPEAOTAUNBAIOTCA HA Cnocobax ux 00X0Aa, PaBHO Kak v
3N10YMbILEHHUKN. CLEEHAPUK, UMUTUPYIOLLME NOBEAEHNUE 3NI0YMbILINEHHNKOB, JOMKHbI C03[aBaThCs C 0CO3HAHUEM
3TOW MAeM, a Takxe NOHUMAHNS TOTO, YTO Y 3/I0YMbILLIIEHHUKA BCErAa MOryT ObITh CNeLUUYEecKue Lesu, Hanpumep,
AOCTYN K MH(OPMaLWMK, COCTaBASOLLEN FOCYAAPCTBEHHYHO TaMHY.

Bo Bpems BbINOSHEHNS TECTOB AN «KPACHOM KOMAHAbl» MOXHO Ha3HayaTb ONPEAEeNEéHHbIE Lean, HO
NeNCTBAA €€ CNeLuanucToB AOMXHbI ObiTb COCPELOTOUEHBI HA TOM, Kak OHM COGMPAOTCS OCTUYDL ITOA LENM, U He
BaXHO, OydeT Nu OHa JOCTUrHyTa. B 3TOM C/yyae «CUHSIS KOMaHA4a» CMOXET MPOBECTM NOAHOE TeCTUPOBaHMe

3aLUMLLaeMOI CeTH NPOTUB Haubonee BEPOATHbIX TEXHUK, MPUMEHAEMbBIX 3/10YMbILINEHHUKAMMU.

Co3ganne cyeHapns

s co3naHmMa CLeHapus MoXeT NoTpe6oBaThCs MnaH, KOTOPbIA JOMMKHA pa3padoTath «Oenas KOMaHLa» Ha
0CHOBE 3HaHUA 00 MHCTPYMEHTAX U BO3MOXHOCTSX <KPACHOM» U «CUHEN KOMaHLbI». [InaH MoXeT OblTb 0CHOBOW AN
MOJIHOTO CLEHapnA noBeLeHs 310YMbILLIEHHUKOB U BKKOYATH ClIeAyHolLmue feTany:

1) AHanMTUKa LETEKTUPOBAHMA U 3aLLMUTHbIE BOSMOXHOCTH, KOTOPblE HE00X0AMMO NPOTECTUPOBATD;

2) ToBefeHue, KOTOPOE 3710YMbILLIEHHUKI Gy YT NCNONL30BATb;

3) MpuMepHbIA NNaH ¢ NOCNEACTBUSAMI LEWCTBUA, KOTOPbIE HYXHO NPEANPUHSATb, 4T00bI NOATBEPAMTH
BO3MOXHOCTH 3aLLMTbI;

4) CucremHble, ceTeBble UK Apyrie pecypcbl, Heo0XoauMbIe 1S NPOBELEHNA TECTUPOBAHMS.

CueHapuii uMuTaLmMn JenCTBUIA 310YMbILLEHHUKA He 0053aTeNbHO LOXEH ObiTb NOAPOOHBIM CLEHAPUEM.

OH momxeH ObiTb AOCTATOMHO MOAPOGHLIM, 4TOObI AaThb «KPACHOW KOMaHAe» HanpaBNeHue, B KOTOPOM HYXHO
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MOATBEPANTL TECTUPYEMbIE 3aLLLUTHBIE BO3MOXHOCTH. [1ph 3TOM CLLeHapHit LONXEH ObITb M 0CTATOYHO TUGKMM, YTOOI
«KpacHas KOMaHaa» MOrna M3MeHsTb CBOM JeCTBUSA N0 HE06X0AMMOCTH M MPUMEHSTH TECTOBbIE BapHUaLLMK, KOTOPble
ellle Heu3BECTHbl «CUHEW KOMaHge». To eCTb B MOMEHT, KOrjJa «CHMHAS KOMaHAa» CTaHOBMTCA [0CTAaTOMHO
KOMNETEHTHOW, 4T00bI NPeS0TBPATUTL U3BECTHbIE YTPO3bl, Y «<KPACHOA KOMAHAbI» fOMXHA OblTb CBOOOAA AEHCTBUIA
N1 BbIXOAA 3a PAMKK YUCTON MUTALNK.

B 310M e# Jo/mkHa nomoyb «Genas KoMaHAa», KOTopas MOXET PeLUnThb, KaKoe eLle NoBeAeHne MOXeET OblTb
MPOTECTUPOBAHO, HE YBEAOMAAS «CUHIOK0 KOMAHZY» 0 BO3MOXHbIX eACTBUAX «KPACHON KOMAHZbI». B TakoM CLeHapum
«0enas KOMaHaa» Takxe COXpaHseT BO3MOXHOCTb CBOOOAHO COOOLLATb «KPACHON KOMAHAE» AieTan 0 3allUILaeMOoi
UHPACTPYKTYpe, 4T00bI B MOSHOI MEpe NPOTeCTUPOBaTL Mepbl 0GHAPYXEHUs NPOTUB NOCNEA0BATENILHOCTH feHCTBUI

310YMbILLTEHHUKOB.

lpumep cyexnapus

B paccmatpuBaeMoM CueHapuu «KpacHas KOMaHAa» MCNOAb3yeT (PYHKUMOHA/bHbIE BO3MOXHOCTH
onepawuonHoi cuctembl Windows 1 JOCTYNHbIE CUCTEMHbIE YTUAUTBI ANS BbINOJHEHNA ONPeLeNeHHbIX eACTBHIA.

Monb30BaTENLCKUE MHCTPYMEHTBI NPOTUBHIMKA NPEA0CTABASIOT AOCTYN Yepe3 KOHEYHble TOUKN 1 KaHan (2,
HO NPOTMBHMK NPEANOYMTaeT B3aMMOAENCTBOBATL C CUCTEMaMU Yepe3 MHTEPAKTUBHbI MHTEP(ENC KOMaHAHOM
000/104KM.

«Cunsis komanga» passopaumsaert yruauty Sysmon ot Microsoft Sysinternal gnst noctosHHOro MOHMTOPHHTa
feicTBui KpacHoit KomaHab! u CO0pa apryMeHToB KOMaHAHOM CTPOKM.

Llenb 3toro cueHapus — npoBepuTb U pa3pabotatb aHAMTUKY OOHAPYXEHUS KOMIPOMETALMKN HA OCHOBE
[LaHHbIX TENEMETPUM, KOTOPbIE COOMPAET SySmon 0T KOHEYHbIX TOYEK B AEHCTBYHOLLEN CETH.

CLeHapuii BbICOKOT0 YPOBHS:

1) «KpacHoit komaHze» MOXeT ObiTb NOCTaBNEHA KOHKPETHAs KOHEeYHas Leb, Hanpumep, noayuuTb JoCTyn
K OMPefeNeHHol CucTeme, Y4eTHOM 3amucu JOMEHa Ui cOop onpeseneHHoM MH(opMaLMN Ans IKCUALTPALMK.

2) «KpacHon  KoMaHfe» MpepoCTaBAsieTcs  AOCTYN K BHYTPEHHEW CuCTeMe  Ans  NpOBEpKM
KOMMPOMETUPYIOLLEro NOBELeHUS.

3) «KpacHoit komaHge» npefocTaBasietcs 3arpy3unk wan RAT Ha OfHOR cucteMe AN UMUTaLMK yCnexa

NPEeALECTBYOLMX KOMIPOMETUPYIOLMX EACTBII U NONYYEHUS TOYKM BXOJA.
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4) «KpacHasn KoMaHZa» 4ns NPOLONXEHUS TECTUPOBAHNS HA MPOHMKHOBEHUE M COOpPa JaHHbIX LOMKHA
MCnosb30BaTh MeTOAbI 06HapyxeHns u3 mogenn ATT&CK, uTo6bl y3HaTh G0/bLIE MHCDOPMALMK O CPefie TECTUPOBAHMS.
310 fieNaercs ¢ MCnonb30BaHueM JocTynHbix yruaut Windows.

5) «KpacHas komaHpa» COpacbiBaeT y4eTHble AaHHbIE B MCXOAHYHO CUCTEMY M MbITAETCS HAlTV N06AM30CTH
CMCTEMBI, B KOTOPbIX MOTYT MCNOIb30BATbCA YYETHbIE AaHHbIE.

6) «KpacHasi KoMaHga» NPOABUraeTCA BHYTPU 3aLLMLLaEMOr0 NePUMETPa, Noka He OY/eT nonyyeHa Lenesas
cucTeMalakkayHT/MHGopMaLms.

CueHapuit BbICOKOTO YpOBHA MCNONb3YeTC A4S MOCTPOEHUS ONPEefEeSeHHOr0 NiaHa [As «KpacHoM
KOMaHfbl» ¢ ucnonb3osaxnem ATT&CK Kak pykoBOACTBA MO IMYASLMN AEHCTBUI 3N10YMbILUNEHHUKA.

BbiGOp TeXHUK OpUEHTMPOBAH HA 06bIYHOE NPUMEHEHUE B W3BECTHBIX BTOPXKEHMAX, HO AONYCKAKTCSA
HEKOTOPbIE BApHaLLM B TEXHUKAX, UCMONb3YEMbIX «<KPACHOM KOMAHLO0M», 4T00bI BBECTH JOMOHUTESILHOE NOBEAEHHE.

Ha pucynke 4 nokasaHo matpuuHoe npeacrasnexue cueHapus ATT&CK. flueiiku, BbieNeHHbIE 3eM1EHbIM
LIBETOM, U300paXxatoT TeXHUKN, He0OX0AMMbIE A1 LOCTUKEHUS LieN aTakM.

Onepauys MOXeT NPOBOAMTLCA HE 04eHb NOAPOOHO, C TOMOLLbH) TOILKO OCHOBHbIX IPUEMOB WM B Ka4eCTBe
60onee KOMNIEKCHOTO TeCTa C <kKPaCHO KOMaH10M».

flueiikn, BblfieNIeHHble XeNTbiM LBETOM, NMPEACTaBASIOT 00lMe PeKOMeHZyemble MeToabl Anqa Gonee

NOSHOTO CLIEHApUs IMYNSALUN AEHCTBII NPOTUBHUKA (CM. puC. 4).
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PucyHok 4 - Onucanue cueHapus ataku ¢ nomouybto matpuubl ATT&CK

Togpo6Hbii pasbop cyeHapus

Huxe npeactaBneHa nocnepoatenbHocTb fedcteuit B 0ase ATT&CK, ¢ nomowbrio KOTOPOR MOXHO
MPOCAEANTb TAKTUKN U TEXHUKM, 0TOGPaXaeMble C MOMOLLLI0 CMeLMabHbIX MHCTPYMEHTOB U KOMAHA,.

lpumep BbICOKOYPOBHEBOM NOCIEA0BATENLHOCTH TAKTUK U BbIOOPA TEXHHUK:

IMyNMPYEMbIA MPOTUBHUK [0OMBAETCS WMCMONHEHMS 4epe3 TOYKYy BXOA@, KOTOpas MOXeT ObiTh
NpejioCcTaBNeHa KOMaH/0M aHANTUKOB. JTa TOUKA BXOJa MOXET NpejCcTaBaATb C000M BCTPOEHHbIN npoTokon B HTTP
yepe3 TCP-nopt 80, KOTOPBbIA TakXe MOXET UCNONb30BATLCS /1S NEPEMELLEHUS [ONONHUTENbHbIX UHCTPYMEHTOB B
cetb.

ConoctaBrneHune TEXHUK ¥ TAKTUK NpejcTaBeHo B Tabauue 6.
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Ta6nuua 6 — ConoctaBneHne TEXHNK U TAaKTHK

TakTnku TexHuku D
ATT&CK
KoHTponb M ynpasnenme Wcnonb3oBanme npotokona npuknagHoro yposks | T1071
KoHTponb v ynpaBnexue Ucnonb3oBaHue obuiero nopta 11043
KoHTposib v ynpaBnexue YpanexHoe konuposaxue (haiina 11105

Mocne yCTaHOBKK 3dMyCKaeTcs UHTEPQEC KOMaHAHOM CTPOKK Yepes WHCTPYMEHT YAaNEHHOI0 A0CTyNa (CM.

Tabauua 7).

Ta6nuua 7 - ConoctaBneHne TakTHKM «BbinonHeHne» n TeXHUK

TakTnkn TexHuku ID Tool/ Command
ATT&CK
BbINOHEHME WUcnonb3oBaxue uHtepeica | 71059 cmd.exe
KOMaH[HOM CTPOKM

BbinonHsietcs psa TexHuk Taktuku Discovery (MccnepoBaHme) yepes uHTepdeitc KOMaHIHO CTPOKM (CM.

Tabauua 8).

Tabnuua 8 - ConocraBnexune TakTukn «MccnepoBaHne» M TEXHNK

TakTnku Texunkn ID Tool/ Command
ATT&CK
Wcenenosanme UccnepoBanue yuetHbix aankblx | T1087 net localgroup administrators net group

<groupname>/domain
net user /domain

WccnenoBanme Uccneposanne  cpaitnos u | T1083 dir
Katanoros cd

Wcenenosanme Uccneposanne  koudpurypaumm | T1016 ipconfig /all
NOKa/IbHOM BbIYUCIUTENbHOR CETH

WcenenoBatme WUccnenosanue coefinHennin | 11049 netstat -ano
NOKaNbHOM CeTH

Wcenenosanme WUccneposanme rpynnosbix | 71069 net localgroup
paspeLLenuit net group /domain

Wcenenosanme WUccnenosaxue npoueccos 11057 tasklist /v

WcenenoBanme WUccneposatne yaanenton | T1018 net view
CHCTEMBI

Ncenenosanme Uccneposanune  uicopmaumn o | T1082 systeminfo
cucTeme

Ncenenosanme WUccnepoBanue Caiyxo cucremb 11007 net start
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TakTHKK TexHuku ID Tool/ Command
ATT&CK

Mocne 0cBOEHMS KOCTATOYHOM MHAPOPMALMKM HEOGXOZUMO UCMO/b30BATL HYXHbIE TAKTUKN U NPUEMDI.

Cnepytowme MeTobl 0CHOBaHbI Ha npeanaraemblx geictBusx ot ATT&CK anqtoro, 4to6bl nepeiTin K TakTuke
«MocTosHCTBO» Mam «[loBbieHne npusuneruit». llocne nonyyeHns LOCTaTOYHbIX MPUBMAEINIA CNedyeT BbIrpy3uTb
yYeTHble [aHHble C NoMowbi ytuautbl Mimikatz uau nombITaTbCA NOAYYMTH YYETHbIE AAHHBIE C MOMOLLbH
«Keinnorrepa» A5 3axBaTa NoNb30BaTe/IbCKOr0 BBOAA.

ConocraBnexue TakTuK «3akpenneHues U «[ocTyn K y4eTHbIM aHHbIM» U TeXHUK (CM. Tabauuy 9).

Ta6nuua 9 - ConocraBneHne TeXHUK U TAaKTHK

TakTMKK TexHuku ID
ATT&CK
3akpennetme Hosas cnyx6a 11050
3akpennenue Registry Run Keys /Start Folder 11060

Mosbiwenue npusuneruii, Yknorenne | [POXOXAEHUE KOHTPOAS yyeTHbix | T1088

0T 3aLLWTHI LLaHHbIX N0b30BATENS!
JLOCTYN K y4ETHBIM AaHHbIM COop yueTHbIX AaHHbIX 11003
LocCTyn K y4eTHbIM JaHHbIM 3axBat BBOAA 11056

Ecm MOJIy4€HHbIe y4YeTHble laHHbIE U 3HAHMA OT TEXHWKH «MccnenoBanme» [OCTaTO4HbI, NONbITANTECH

NepemMecTuTbCs B CTOPOHY, YT0GbI BbIMONHUTb TNABHYH) LieAb 3TOTO cLieHapus (cM. Tabauuy 10).

Ta6nuua 10 — ConoctaBneHune TakTHK «<bokoBoe fBMXeHne» u «McnonHeHne ¢ TEXHHKAMH

TakTnku TexHukmn ID Tool/ Command
ATT&CK
NepemetueHne BHyTpU nepumerpa | PasAenedue  dykkuwi | T1077 net use * \\<remote
afmununcrpatopa Windows system>\ADMIN$
<password>
Juser:<domain>\<account>
Mepemeluierme BHyTpU nepumerpa | YAaneHkoe  konuposanue | T1105 <source path to file>
(haina <remote share
destination>
BbinoHEHHe Bbinonnenue cyxGbl 11035 psexec
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MpoJONXMTL  PacnpoCTpaHEHWe C MOMOLLbID MPEAbIGYLMX TeXHUK C  Leb  MCMob30BaHuA
KOH(DMAEHLMANBLHOIN MHOPMALLIMK 1 €€ IKCUbTPALMN.

®aitnibl MOryT ObITb COGPaHbI 1 OT(INMALTPOBAHDI C NOMOLLLHO CEAYHOLLMX TEXHUK (CM. Tabauuy 11).

Ta6nuua 11- ConocraBneHune TakTuk «<C60p nHchopMaLum» U «IKCHUALTPaLMUSA» C TEXHHKAMK

Taktnku Texunku ID
ATT&CK
C6op CGop AaHHbIX U3 JI0KAIbHOM CHCTEMDI 11005
C6op C6op AaHHbIX U3 00LLLEr0 CETEBOTO AMCKA 71039
IKcHUnbTPALMS Cxarue faHHbIX 11002
IKCPUAbTPALUS [indppoBanue faHHbIX 11022
IKcHUAbTPALMS IKCHUALTPALMA C MOMOLLLH KOHTPONA 1 yNIpaBAEHNS 11041

5.2.5. Hmnrayns yrpo3si (war 5)

Mocne CO3AaHNS CLEHAPUs JeNCTBUI 310YMbILNEHHUKA W aHASIMTUKK «KPACHAsh KOMaHZa» BbINONHAET Te
NeACTBUA, KOTOpble «Oenasi KOMaHha» Onpefennna B Kayecre HEOOXOAUMBIX [ NPOBEAEHNS TEeCTUPOBAHMA.
UMuTaumns yrposbl No3BOASIET Cneuuanuctam no MH(GOPMaLMOHHOM 0e30MacHoCTH NpoBEpUTb I(N(EKTUBHOCTD
pa3paboTaHHbIX Mep.

«benas KomaHga» Hapsgy C BRafenbLaMM NPOBEPSEMOW CETEBOW MH(PACTPYKTYpbl  LOMKHA
KOOPAMHMPOBATL MPOLECC MMUTALMK Yrpo3bl, YTOObI Npeaynpeautb U NpefoTBpaTTb BOSMOXHbIE HEraTUBHbIE

nocnefCcTBus Takon akTUBHOCTH.

5.2.6. PaccnegoBanne araky (war 6)

[ins TeCTUPOBAHMS AHANUTUKI B YCIOBUAX, NMPUOSIMKEHHDIX K PEanbHbIM, NONE3HO BKAKOYATh B «CUHIOK
KOMaHAy» aHaJNTUKOB, Pa3paboTaBLLMX NPUMEHSEMY0 aHANUTUKY. ITO MO3BONSET UM MOHATb, KAK OHa paboTaer, u
Kakie U3MeHeHN4d HGOGXOAMMO BHECTH, YTOObI CAeNaTb aHAINTUKY yyLle.

C Apyroit CTOPOHbI, BKNKOYEHNE CNELMANNCTOB, He Y4aCTBOBABLUMX B MpoLEcce pa3paboTku, TOXE MOXET
ObITb M0Ne3HbIM. TeCTUPOBaHKE B TAKOM KIKOUYe NO3BOJAET NMOHATh, ABASETCH /M aHANMTUKA, 3aeACTBOBAHHAA B
TEeCTUPOBAHNM, WHTYUTUBHO MOHATHOM ANS Nt06Or0 NONb30BATENS, M HE SBAAETCA /U YCMeX «CUHEH KOMaH[bl»
CNeACTBUEM UHCTUTYLIMOHANBHDIX 3HAHUA aHANMTUKOB (T.€. KOMOMHALMM ONbITA, OPraHU3aLMOHHBIX M IMYHBIX 3HAHMUIA

CNewLmnanucTos).
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Mpowecc TeCTMPOBAHMS @HANUTUKN B OCHOBHOM HAYUHAGTCS C BbIIBNEHUS «CUHEI KOMAH/0M» Kakoro-nnoo
UHOMKATOPA AKTMBHOCTU «KPACHOM KOMaH[bl», yalle BCEro TakOA TOYKOM BXOAA CTAHOBMTCA MOBEAEHYECKas
aHannTMka. Mocne HaXoXAEHUS TAKOr0 MHAMKATOPA, HEOOXOAUMO 1S NPOBEAEHNS NaNbHEMLIero paccneoBaHus
NOAKNKOYATb AHANNTUKY CIEAYHOLLMX TUNOB: (DOPEH3NKY, ONEPALMOHHYI0, UCCIEAYIOLLYH aHOMAAWM.

«CuH$S KOMaHa» NPy paccnefoBaHNN aTaku «<KPacHoi KOMaHAbI» JOMKHA CO6PaTh 3HAUNTENbHbIE 00BEMDI
MHKOPMALMK N0 CeSYIOLLMM HanpaBAEHNAM:

1) BoBneueHHble/CKOMNPOMETUPOBAHHbIE XOCTbI;

2) CkoMnpOMeTMPOBAHHbIE YYeTHblE 3anucy;

3) 3agaun v uenw;

4) Ucnonb3yemble TAKTUKK 1 TEXHUKM;

BosneyeHHble/CKOMNPOMETUPOBAHHBIE XOCTbI — 3T0 CMUCOK KOHEYHbIX TOYEK, HA KOTOPbIX Oblno
3a(hMKCMPOBAHO NOAO3PUTENbHOE NMOBEAEHNE. ITa MHOPMALMS KPUTHYECKKM BaXHa S TOF0, YT0ObI CNPaBUTLCS C

UHLNEHTOM.

B RT Protect EDR ans noucka ckomMnpoMeTpoBaHHbIX XOCTOB MCMob3yercs pasaen Mpoueccbl u

MOAYJIN.

0oHUM M3 KNIYeBbIX (DAKTOPOB YCMexa «CUHed KOMaHAbl» SIBASETCA CMOCOOHOCTb BbISIBUTH BCE
CKOMNPOMETUPOBAHHbIE YYETHbIE 3aMNUCKH BHYTPH 3aLuMLLaeMoit ceTn. Ecam 310 caenartb He nosyyaercs, T0 «kpacHas
KOMaHAa» WM PeanbHblii 310YMbILLAEHHUK CMOTYT BOCCTAHOBMTb OCTYN K CETH, UCNONL3YA APYrine BEKTOPbI aTakiu.

«CMHAS KOMaHA@» fOMKHA BbISIBAATL e/ ¥ 3a[a4M, KOTOpPbIe CTaBUT Nepes Co00i «kpacHas KoMaHfar, a
TaKXe H(OPMaLMI0 0 TOM, GbINN 3TU eI LOCTUTHYTLI UK HeT. Takas MHopMaLus TpedyeT 3HauuTeIbHoro 06bema
[aHHbIX, 4TOObI MOXHO GbINI0 FOBOPUTL O HAMEPEHUSX «KPACHOA KOMAHLbI» 00bEKTUBHO.

OueHb BaxHO onpegenutb Taktukn u Texuukn ATT&CK, Kotopble ObliM 3aefiCTBOBaHbI «KPACHOM
KOMaHA0M», YTOObI Ha OCHOBE 3TOT0 3HAHNS YNYYLWMTL PAabOTY N0 3alLuTe MH(PACTPYKTYPbI. TakM 3HAHUEM MOXET
ObiTb MH(OPMALMS O HenpaBUAbHOR KOH(UrypaLuu ceth uau uHdopmaums o texuuke ATT&CK, koTopyto «CHHAS

KOMaH[a» eLle He yMeeT BbIaBNATb C NOMOLLbO CBOEH aHANNTHKI.
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5.2.7. Oyenka gescrni (war 7)

Mocne 3aBeplueHns TeCTUPOBaHMa «Genas KoMaHAa» BMECTE C YeHaMIl «KPACHOW» U «CHHEelH KOMaHbl»
aHanu3npyeT npeanpuHsTble ¢ 06enx CTOPOH AEHCTBUA. ITO MO3BOASET COOpaThb BaXHYH MH(OPMALMIO O TOM,
HACKONIbKO YCMelHbl OblaM 3aWUTHBIE [EACTBUS «CUHEA KOMaHAbl» NPOTUB aTaKYHLMX AEHCTBUI «KPACHOI
KOMaHJbl».

C MOMOLLLbHO TaKOW VIH(bOpMaLI,VIVI «CUHAA KOMaHAA» MOXET yAy4LIUTb CBOKO dHAJIUTUKY U BbIABUTb NOBEEHUE
3N10YMbILLIEHHUKOB, A1 KOTOPOro UM HYXHO CO3AaTb WK YCTAHOBUTb HOBbIE WHCTPYMEHTI OﬁHapy)KeHVIFI, Wi

C06paTb HOBbIE IaHHbIE, NI CO3[1dTb HOBYIO AHANIUTHUKY.

5.3 BbiBog no pasgeny

Metoz pa3paloTkv aHannTMKK Ha 0CHoBe ATT&CK — MOLLHbII MHCTPYMEHT Ans 3awwutbl UT-MHGPaCTPYKTYpbI,
KOTOpbIA MCNO/Ib3YeTCA, YT00bI CO34aBaTb W MOAAEPXMBATL BO3MOXHOCTb OOHApYXeHUA M YCTPaHeHus yrpo3
cneunanuctamu Ub no Bcemy mupy. O Gasupyetcs Ha NATH OCHOBHbIX NPUHLLMNAX:

— [eTeKTUPOBaHue Nocse KOMNpPOMeTaLuy;

— (DOKYC Ha aHanu3e NoBefeHus;

— OCHOBAH Ha MOZENV yrpos;

— UTePATUBHOCTD;

— C03/aHNe QHANUTUKN B PEasIbHbIX YCAOBHUAX.

0OHapyXeHue C UCMOIb30BAHUEM 3TUX METOL0B HE 3aBUCHT OT TUNMYHbLIX 3aBe40MO HencnpasHbix 10C nam
BHELUHUX YBEAOM/IEHUA O HAPYLLEHUSX B CETH U MOXET MPUBECTU K ObICTPOMY 00HAPYXEHUI0 KOMIPOMETaLm etk
nyTem 00HaPYXeHUs UCMOJIb30BAHHbIX NPOTUBHUKOM NPUEMOB, ONUCaHHbIX B Mogenu ATT&CK.

ba3a 3Hanuit MITRE ATT&CK noctosiHHO pa3suBaetcs, No3ToMy MH(OPMALMS O TAKTUKaX, TEXHUKAX U WX
KOJIMYECTBE MOXET U3MEHATLCS CO BPEMEHEM 1 ONUCAHHOE B HACTOSALLEM [OKYMEHTE He Bceraa Oyaer coBnagath ¢

TekyLyM coctosiunem matpuubl ATT&CK.
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MITRE D3FEND npepncraBnsier 060/t MaTpuLy NpoTMBOAEHCTBUSA KUGEpyrpo3am, rpad) 3HaHUM, KOTOpbIR

MCNONb3YeTCs B Ka4eCTBE METOAO00rMI YMEHbLUEHNS MOTEHLMANLHOA NOBEPXHOCTI aTakH.
Mopo6Ho Matpuue MITRE ATT@CK 0Ha COLEPXMT TaKTUKI 1 TEXHUKM, TONILKO YXe He Te, YT0 MCONb3YHTCA
3/10yMbILNEHHUKAMN NS HAHECEHNS BPeda MHAPACTPYKTYpe aTakyemoro, a Te, 4T0 MOMOratoT 3Ty MH(PaCTPYKTYpy

3aWWNTHTS (CM. puc. 5).
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B camom npoctom cmbicne DIFEND npegctaBnsier co6oi katanor TeXHUK NPOTUBOAEACTBUS KNGEpyrpo3am
W (BSA3EM ITUX TEXHUK C TEXHUKAMK aTak. Ha AaHHbIi MOMEHT BCE MCMONb3YeMble TEXHUKM NPOTUBOAEACTBUS
Kubepyrpo3am pacnpefeneHbl o NATH TaKTUKaM.

«YKpennenue» — LEAbH TAaKTUKM SIBASETCS YBEAMYEHUe asbTepPHATUBHOA CTOMMOCTM COBEPLUEHNS
BPEAOHOCHBIX AEHCTBUA A9 3N10YMbILEHHUKA. «YKpEnneHue» 0Tan4aeTcs o1 TakTuku «QOHapyXeHue» TeM, 4To
NPUMEHSETCS B MOMEHT XM3HEHHOT 0 LiuKna UT-MHGpacTpyKTypbl, KOrAa OHA ELLe He (DYHKLMOHUPYET OHAAMH WA NOKA
HE BbINOHAET OnepaTuBHble 3a4a4u. OCHOBHbIMUM TEXHUKAMM ABASIOTCS:

— NPOrpaMMHOE YKpennexue;

— YKPENeHune Y4eTHbIX AaHHbIX;

— YKPEnAeHue No4ToBOA MH(PACTPYKTYPbI;

— YKpennexue nnatopmoi.

«00HapyXeHne» — LeNblo TAKTUKN ABASETCS 00HapyXeHne AeHCTBUA 3N0YMbIWAEHHUKA MO NONYYEHUH)
pocryna K 3awpwaemoin UT-uHdpactpykrype. OCHOBHBIMM TEXHUKAMM ABNSIOTCS:

— aHanu3 ainos;

— @Hanu3 nIeHTU(MKaTOPOB;

— @Hann3 NoYTOBbIX COOBLLEHNI;

— @Hanu3 CeTeBOro Tpatuka;

— MOHWTOPMHT NPOTPAMMHOr0 06eCneyeHns u yCTpocTs;

— @Ha/n3 NpoL,eccos;

— @Ha/n3 NOBEAEHUS NONb30BaTENEN.

«N30N9UMs» — LeNbI0 TAKTUKI SBASETCS CO3AAHME NOTUYECKUX UM (U3NYecKux 6apbepoB B 3alLMLLAEMON
UHPACTPYKTYPE, KOTOPbIE CHUKAKT BOSMOXHOCTH 3/10YMbILIAEHHUKOB B YaCTH PacUMPeHUs AOCTYNA K AaHHbIM U
3N1eMeHTaM MHGPACcTPYKTypbl. OCHOBHBIMU TEXHUKAMY ABAAOTCS:

— U30NALMS BbINONHEHUS,

— ceTeBas u3ongums.

«006MaH» — Leblo TaKTUKKM SBASETCS pa3peLuenre 3M0YMbIWAEHHUKY NONYYeHUs JOCTYNa K OKPYXEHHHO,
KOTOPOE KOHTPOIMpYeT aTakyeMblil. OCHOBHbIMM TEXHUKAMMU SBASHOTCS:

— NPUMaHKa B BUAE OKPYXEHNS;
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— IPUMAHKa B BUJE 00bekTa.

«M3rHanne» — Lenblo TaKTUKN ABASIETCA YAaNeHne 310YMbILLIEHHNKA U €r0 aKTUBHOCTH U3 3aLmMLLaemoil
VIH(hpaCTDYKTypr. OCHOBHbIMU TEXHUKAMMU SABASIOTCH:

— YAaNneHne CKOMNPOMETUPOBAHHbIX YYETHbIX JaHHbIX;

— YHUYTOXEHWE BPENOHOCHBIX MPOL,EeCcoB.
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7.1 001yne cBegeHns

YARA B lIporpamMme — 370 MHCTPYMEHT MaT4uHra CBEAEHNI O MOJO3PUTENbHBIX U BPELOHOCHBIX (haitnax i
CoObITHSX, MMelowmxcs B 0a3e fAaHHbIX [lporpammbl  uan  Tl-nnatchopmbl, € (hainamu u- CoGbITUSIMA,
00HapyXMBaeMbIMI Ha MALUMHAX C areHTaMu.

WHCTPYMEHT NOMOraeT aHaNuTUKY MCKaTb M KNAaCCMULUPOBATL BPEAOHOCHBIE 3K3EMNAAPbI HAa OCHOBE

CUTHATYPHOro aHanu3a. YTuauta BbiNONHSET aHaNu3 Ha 0cHoBe hopManbHbix YARA-onucauuit (npasun).

A BaxHo
LJ YARA-npaBuna nNpuMEHAKTCS TONLKO K MCnonHAeMbiM (hainam (PE) uam Kk (haitnam C akTMBHbIM
COAEPXUMbIM (€M aKTUBHA COOTBETCTBYHOLLME OnuuK B npothune 6e3onacHocti). B cnyyae ¢ YARA-
MaTuMHroM nog 3anyckom PE-(hailoB NOApPa3yMeBaeTcs WCNONHEHUe nporpamm, 3arpyska
[MHaMUYEeCKuX On0auoTeK (MnM ApanBepoB) ANS UCOAHEHNS MX Koda. [ns (haitnoB C aKTHBHBIM
CoaepxumbiM ((hainbl ¢ pacwmpenuamu PDF, PS1, PSM1 u 1.4.), onpegeneHHsiM B npodmne

0e3onacHocTn areHta, aHanu3 no YARA-npaBunam BbiMOSHAETCS npu Nt00OOM OTKpbiTuM PDF-

JNOKYMEHTOB WK CKPUNTOB, KOrAa OCyLECTBNACTCA LOCTYN K UX COAEPXUMOMY.

7.2 Hanncarne YARA-npasnn
Mpasuna YARA nerko nucatb n noHumatb. CuHTaKCUC HanoMmHaert A3bik C.

lpocTedwiee npaBuno, KOTOPOE MOXHO Hanucatb Ans YARA:

rule

{

condition:

false

}
Kaxpoe npasuno B YARA HauMHaeTcs ¢ KNK4YeBOro CNOBA UM AEHTUMKATOPa npaBuna rule, 3a KOTOPbIM

CNeflyeT 3HauEeHe UaeHTUEUKATOPA.
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Mﬂ,éHTMd)MKGTOpr JOJDXHbI ~ COOTBETCTBOBATL TEM  Xe  NEKCUYECKUM  COralleHuam  A3blka
MporpammupoBaHms C, OHM MOTYT cofepxartb Nto0oi 6YKB€HH0-LLVI(1)pOBOl7I CUMBON U CUMBOJ MOAYEPKUBAHUA, HO
nepsblid CUMBON He MOXeT ObITb Ll,VI(hpOVI. M,[I,eHTVIq)VIKaTODbI MPaBun 4YyBCTBUTENbHbI K PErUCTPY WU HE MOryT
npesbIwwatb 128 cumBooB.

Cnep,ywmue KNnto4esble C10Ba 3dpe3epBupoBaHbl W HE MOryT WUCNONb30BATbCA B  Ka4ecTBe
WAEHTUAMKATOpa:

all, and , any, asci, at, condition, contains, entrypoint, false , filesize , fullword , for, global , in, import, include , int8 , in
t16 , int32 , int8be , int16be , int32be , matches , meta , nocase , not, or, of private , rule, strings, them, true , uint8 , uintl6 uint32 , ui
nt8be , uint16be , uint32be , wide , xor

ﬂpanma 00bI4YHO COCTOAT U3 ABYX pa3[ienoB:

— onpepenexue CTpok (strings definition);

— ycnosue (condition).

Paspen onpeaeneHnsa CTpok moxer ObITb onyuieH, ecin npaBuno He nonaraeTca Ha KGKYIO-IWIﬁO CTPOKY, HO
Bcerpa tpedyerca pasgen condition.

B pa3spnene strings onpenendrTcd CTpokW, KOTopble 6ynyT 4aCTbt0 NpaBKna. Kaxnas CTpOKa umeert
M,U,EHTM(*)MK&TOP, COCTOALMIA M3 CMMBONA $, 3d KOTOpbIM Cnepyetr nocnepnoBateibHOCTb ﬁyKBeHHO-Ll,VIq)[)OBbIX
CUMBO/IOB U NOJYEPKUBAHUA. I Mﬂ,eHTM(bMKaTopbl MOTYT UCNONb30BATLCA B pa3fene yCnoBuil Ang CCbINKU Ha
COOTBETCTBYIOLLYHO CTPOKY. CTpOKVI moryTt ObITb OnpefeneHbl B TEKCTOBOW MAM LIeCTHAALATEPUYHOMN (bopme, Kak

NOKa3aHo B CNIeAyHOLLIEM NPUMEpE:

rule ExampleRule

{
strings:
$my_text_string = "text here"
$my_hex_string = {E2 34 A1C8 23 FB}
condition:

$my_text_string or $my_hex_string

J

TekcToBble CTPOKM 3aK/HOYAKOTCA B BOMHbIE KABbIYKK, KaK U B fA3blKe C. LIJeCTHap,uaTepquble CTpOKHK

3dKNH04at0TCo B (bVIprHble CKOOKM U COCTOAT M3 NOCNEL0BATENILHOCTH LIECTHAALATEPUYHBIX YUCeN, KOTOPbIE MOTYT

PykoBogcrBo ananuuka RT Protect EDR T
Bepcus 1.0.24 or 14 okra6ps 2024

La
va

rotect 55




0T06GpaxatbCa Kak ¢ npo6enamu, Tak u Ge3. B WeCTHAALATEPUUHbIX CTPOKAX HEMb3s UCMOJb30BATh JECATUYHbIE
yncna.

Pasnen ycnosus (condition) — 310 MecTo, B KOTOPOM NPONMCHIBAETCA NOTUKA NPaBUAA. ITOT Pa3fien 0MKEH
COZLEPXaTb JIOrMYECKOE BbIPAXEHME, YKa3blBAKOLLEE, NPU KaKUX 00CTOATENbCTBAX (hailn uan CoObITHE yLOBNETBOPSET

MPaBUNy WIN HET.

7.3 Cnrraxcnc n cemantnra YARA
7.3.1. KommeHrapnn
MoxHo fo06aBnsTb KoMMeHTapuu k npasunam YARA, kak ecnin Gbl 310 6611 MCxoaHbIA (haitn C.
MoAfepXMBAKTCA KaK OAHOCTPOYHbIE, TAaK U MHOrOCTPOYHbIE KOMMeHTapuu B cTune C.
e
This is a multi-line comment ...
*
rule CommentExample // ... and this is single-line comment

{

condition:

false // just a dummy rule, don't do this

7.3.2. C1pokn

B YARA ecTb Tpu TMNa CTPOK:

— LUEeCTHAALATEPUYHbIE CTPOKY;

— TEKCTOBbIE CTPOKM;

— PerynspHble BbIPaXeHus.

LlecTHaguarepuyHble CTPOKM MCMONBL3YIOTCA NS OnpefeneHns Heo6padoTaHHbIX NOCAEA0BATENbHOCTEN
0aiToB, B TO BPEMS KAaK TEKCTOBblE CTPOKN M PErynsipHble BbIPaXEeHUs MONe3Hbl 1S OnpejeneHus yacrei
Pa30opuMBOro TEKCTA.

TeKcToBble CTPOKM M PErynsipHble BbIPAXEHUs Takke MOrYT WMCMONb30BaThCA [ NpeACTaBeHus

Heo6paboTaHHbIX 6ANTOB C MOMOLLbI YNPaBASKOLLNX NOCNEL0BATENILHOCTEN.
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7.3.3. lWlecrHagyarepnyrbie CTPOKH

LlecTHapuaTepuyHble CTPOKM JONYCKAKOT TPU CMIELMAbHbIE KOHCTPYKLMKM, KOTOPble fAenator ux Oonee
TOKMMM:

— NOACTAHOBOYHbIE 3HAKY;

— nepexoAbl (MM NPbIKKH);

— a/IbTePHATHBbI.

M0ACTAaHOBOYHBIE 3HAKK — ITO 3AMEHUTESU, KOTOPbIE MOXHO BCTAaBUTb B CTPOKY, YKa3aB, 4YT0 HEKOTOpbIE
6aiTbl HEU3BECTHBI M LOKHBI COOTBETCTBOBATL YEMY YTOAHO.

04vH 13 3HAKOB 3aMEHUTENE] — 3TO BONPOCUTENbHBIA 3HAK (?).

Huxe NpeacTaBeH npumep WecTHaaLaTePUUHOM CTPOKM C NOACTAHOBOYHLIMU 3HAKAMM:

rule WildcardExample

{
strings:
$hex_string = {E2 34 22 C8 A? FB}
condition:

$hex_string
}

Kak nokasaHo B npumepe, noaCTaHOBOYHbIE 3HAKKU ABNANOTCA nonyﬁamamm, 410 O3HQ4aeT, YT0 MOXHO
onpenennTb T0J1bKo OJMH I'IOﬂYﬁaﬁT 0aitTa 1 0CTaBUTL LpYroi Hen3BecTHbIM.

Mo/CTaHOBOYHbIE 3HAKMN MONE3Hb Mpu onpepeneHnn CTpok, CoAepXXumoe KOTopbIX MOXET BapbUPOBATLCA,
HO U3BECTHA f/IMHa 0/10K0B epeMeEHHbIX.

B HEKOTOPbIX C/iy4adX MOXeT norpeﬁosarbm onpepenntb CTpoku ¢ CbpaFM(:‘HTaMVI MepemMeHHoro

CopepXaHna U INUHbI. B takux CUTyaLLUAX MOXHO UCMOJIb30BATb NMPbIXKN BMECTO MOJICTAHOBOYHbIX 3HAKOB:

rule JumpExample

{
strings:

$hex_string = {F4 23 [4-6] 62 B4}

condition:
$hex_string
J
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B npuBeseHHOM Bbille NpUMepe eCTb Napa Yucen, 3akMOUEHHbIX B KBAAPaTHbIe CKOOKM U PasgeneHHbIX
[ehncom, 3T0 NPbIKOK. ITOT NEPEXOA YKa3bIBAET HA TO, YTO Nl06as NPOU3BOAbLHAA NOCNEA0BATENbHOCTL OT 4 10 6
6ailTOB MOXET 3aHUMaTb N03ULMI0 Nepexosa. Jiobas u3 cesyrownx CTpok GyaeT COOTBETCTBOBAT LAONOHY:

F4 23010203 04 62 B4;

F4230000 00 00 00 62 B4;

F4 231582 A3 044522 62 BA.

Jlio6oi npbixok [XY] nomken coorsetctBoBatb ycnoButo 0 <= X <=Y. Hauunas ¢ YARA 2.0 orpaHuyenui gns
XnYHer.

[lonycTimble NPbIXKK:

FE 39 45[0-8] 89 00;

FE 39 45 [23-45] 89 00;

FE 39 45[1000-2000] 89 00.

HegonycTumblii pbIXOK:

FE 39 45[10-7] 89 00.

EC/M HUXHSA 1 BEPXHAS TPaHMLbI PABHbI, MOXHO HaNMCaTb 0AHO YUC0 B CkoOKax, Hanpumep, FE 39 45 [6]
89 00.

BbiweynomsHyTas CTpOKa IKBUBANEHTHA CAIEAYIOLLUM CTPOKAM:

FE 39 45 [6-6] 89 00;

FE39457?2222222222289 00.

Haumnas ¢ YARA 2.0 Takxe MOXHO UCN0/Ib30BATb HEOTPAHUYEHHBIE NMPbIKKK:

FE 39 45[10-] 89 00;

FE3945[-] 89 00.

MNepBbiit 03Hayaet [10-6eckoHeYHOCTb), BTOPOW 03HauaeT [0-0eCKOHEYHOCTD).

Takxe CyLLeCTBYIOT CUTYaLLMK, B KOTOPbIX MOXHO YKa3aTb Pa3Hble anbTepHATUBbI ANA AAHHOTO (hparmMeHTa
WeCTHAALATEPUYHOR CTPOKN. B Takux CuTyauusx MOXHO MCMOAb30BaTb CMHTAKCUC, HAMOMUHAMWMIA PerynapHoe

BblpaXeHue, [,00aBUB 3HAK d/IbTePHATUBbI l:

rule AlternativesExample1

{

strings:
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$hex_string={F4 23 (62 B4 | 56) 45}
condition:
$hex_string

}
310 npasuno Gyaer COOTBETCTBOBATL Nt0OOMY (haitny, conepxatiemy F42362B445 unmn F4235645.

MoxHo 3agatb Gonee ABYX a/IbTEPHATHB. DaKTUYECKM, HET HUKAKUX OTPAHUYEHNI HA KOJIMYECTBO ! JANHY

a/IbTePHATUBHbIX NOCNEL0BATENILHOCTENH, KOTOPbIE MOXHO YKd3aTb:

rule AlternativesExample2

{
strings:
$hex_string = {F4 23 (62 B4 56 | 45 ?? 67) 45}
condition:

$hex_string

J
B 310M npumepe CTPOKH, cofepxatine noactaHOBOYHbIE 3HAKKN, pa3peLleHbl KakK 4aCTb anbT€PHATUBHBIX

nocnefoBaTeNbHOCTEH.

7.3.4. TekcroBble CTPOKH

Kak noka3aHo B npefiblayLLux pa3fenax, TeKCToBble CTPOKM 00bIYHO ONPeLENaTCa CeayoLumM 06pa3om:

rule TextExample

{
strings:

$text_string = "foobar
condition:
$text_string

}
310 npocTedwwnit cyyai: ctpoka B koguposke ASCI ¢ yyetom peructpa. 04HAKO TEKCTOBbIE CTPOKM MOTYT

CONPOBOXAATHCH HEKOTOPLIMU NONE3HLIMU MOAU(INKATOPAMK, KOTOPbIE U3MEHAKT CNOCO0 MHTEpMpeTaLyun CTPOKK.
JTn MoZncukaTopbl 4OOABNAKOTCA B KOHLE ONpefieNernst CTPOKM 1 pa3aensitorcs npobenamu.
TekcToBble CTPOKM MOTYT COAEpXaTb Clefytoliee NMOAMHOXECTBO YNpaBAAOWMX NOC/eL0BaTeNbHOCTeH,

AOCTYNHbIX B s13bIKe C (cm. Tabnuua 12).

La
va

PykoBogcrBo ananuuka RT Protect EDR T

rotect 59
Bepcus 1.0.24 or 14 okra6ps 2024




Tabnuua 12 - MocnepoBaTeNbHOCTH B TEKCTOBbIX CTPOKAX

Cumon Onucanne
\" J1BOIiHas KaBblyKa
\ 06patHas kocas 4epra
\r Bo3Bpart kapetku (nepexos Kypcopa K 1eBOMY Kpato TeKCTOBOTO Nos)
\t ['0OpM30HTaNbHAS BKNA/IKA
\n HoBas nuHug
\xdd NtoGoit GaitT B WeCTHAALATEPUYHOM CUCTEME CHUCTEHUA

Bo Bcex Bepcusax YARA 10 4.1.0 TeCTOBbIE CTPOKM NPUHMMany Nto0ble cumBobl Unicode HE3aBUCUMO OT MX
KOZMPOBKM. ITU cumBONbI MHTEpnpetupoBanuch YARA kak HeoGpaGoTaHHble 0ailTbl, 1 NO3TOMY KOHEYHas CTPOKa
(hakTnyecku onpegensnaco HopMaToM KOAUPOBKM, MCNONb3YEMbIM TEKCTOBBIM pefiakTopoM. UCXofHoe Hameperue
BCErfa 3akn4anoch B ToM, 4to6bl cTpoki YARA Gbinm Tonbko ASCII, a YARA 4.1.0 Hauan BblgaBatb Npeaynpexiexus
0 He-ASCIl cumBonax B CTpoOKaX. 310 OrpaHuyeHne He PacnpoCTPaHSETCs Ha CTPOKM B pa3fene MeTafaHHbIX uau B

KOMMEHTapUAX.

7.3.5. Cipokn 6e3 yy4era perncipa
TekcroBble cTpoki B YARA no yMONYaHUK YyBCTBUTE/IbHBI K PErUCTPY, 0AHAKO MOXHO NepeBectit CTPOKY B

pexum 6e3 yyera perucrpa, 100aBuB MOAM(UKATOP NOCAse B KOHLE ONPEAENEHNA CTPOKHN:
rule CaselnsensitiveTextExample
{
strings:
$text_string = "foobar" nocase
condition:
$text_string
J
C moaudukatopom nocase, ctpoka foobar Gynet cootsetctBoBatb Foobar, FOOBAR w fOoBaR. 3tot

MOAM(NKATOP MOXHO MCNOb30BATh BMECTE C Nto0bIM MOAM(MKaTOPOM, Kpome baseb4 n basebdwide.
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7.4 Mogymm YARA, gocryntbie B EDR

Moy no3BoAstoT pacwupntb BO3MOXHOCTM YARA, no3BOAAKT ONpefenutb CTPYKTYpbl AAHHbIX W
(hyHKLMK, KOTOPbIE MOTYT MCMO/Ib30BATLCS B NPaBMAX A1 BbipaxeHus 6oniee CoxHbIX yciosui. B RT Protect EDR
BOCTYMHbI cnepytowme mogynvn YARA:

1) Time;

2) Math;

3) PE;

4) Hash;

5) Dotnet.

Time — mofynb N03B0/AET MCNONL30BATL BpeMeHHble ycnosua B npasuiax YARA. Copepxut dyHKumio
now(). OyHKLMS BO3BPALLAET LIENI0E YN0 — KONNYECTBO CekyHA ¢ 1aHBapa 1970 roga.

Math - mogynb n03BoAsIET BLIYUCASTL ONPeAENeHHble 3HAYEHNA U3 YacTed (haitna U Co34aBaTb CUTHATypbl
Ha 0CHOBe 3Tux pe3ynbTatoB. Cogepxut yHkuumn entropy(offset, size), entropy(string), monte_carlo_pi(offset,
size), monte_carlo_pi(string), serial_correlation(offset, size), serial_correlation(string), mean(offset, size),
mean(string), deviation(offset, size, mean), deviation(string, mean), in_range(test, lower, upper), max(int,
int), min(int, int).

PE - Mogynb no3BoAsieT C034aBath AETaNu3MpOBaHHbIE NPABIAA A1 UCNONHAEMbIX (DailNI0B C NOMOLLbIO
arpubytos W pynkumii (hopmara PE-(aina. [logpoGHas uucpopmaums o (opmate PE-haitna copepxutcq B
nokymentauun Microsoft. Mogynb COBEPXUT MHOXECTBO aTPUOYTOB, (DYHKLMA W NEPeMEHHbIX, NOAPOOHO MOXHO
03HAaKOMMTLCA B 0KyMerTaLnn YARA,

Hash — mogynb no3sonser Bbluncnsts xewn (MDS, SHAT, SHA256) u3 yactedt (haitna v o34aBatb CUrHaTypbl
Ha ocHoBe 3Tux Xxewei. Cogepxut thynkumn md5(offset, size), md5(string), shal(offset, size), shal(string),
sha256(offset, size), sha256(string), checksum32(offset, size), checksum32(string).

Dotnet — mopynb no3Bonfer co3faBath [eTanu3vpoBaHHbie npasuna ans (ainos NET ¢ nomowbto
aTpuoyToB U pyHKLMA hopmarta dainos NET. [logpoOHO MOXHO 03HAKOMUTLCA B fLokyMeHTaLmn YARA.

7.5 llogpo6Hee o npasunax

[Ln9 03HaKOMIEHUA C MCHeprbIBaLOLLE MHOPMALMEN N0 0C0GEHHOCTSM Hanucanus npasun B ytuaute YARA

MOXHO NepenTy no ccoiike (nokymeHtaums YARA).
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https://learn.microsoft.com/ru-ru/windows/win32/debug/pe-format
https://yara.readthedocs.io/en/latest/modules/pe.html
https://yara.readthedocs.io/en/latest/modules/dotnet.html
https://yara.readthedocs.io/en/v3.4.0/index.html

8.1 Kareropnn ananntnikos Hb

Ponu aHanutukoB Ub nogpasnensiorcs B lIporpamme Ha iBe Kateropuu:

— QHaNNTUK;

— 0Nepartop NomcKka yrpos.

AHANMTUK — OCHOBHOW (DYHKLMEN Cneuuanucta SBASIETCS pearnpoBaHne Ha MHLMAEHTbI, reHepUpyeMble
lporpamMmoii B pexume peanbHoro Bpemenu. locne noayyenns yBeOMACHUS O CO3AaHUM MHLMAEHTA aHANUTUK
pewaet, npeacraBasier au cobbiTue MAM COObITUA, NOMELLEHHbIE B WHUMAEHT, Yrpo3y ANS 3alluLaemoi
MHAPACTPYKTYPbI U B COOTBETCTBMM C 3TUM 3aK/IOYEHUEM NPEANPUHUMAET AanbHedwne aeicTeus. Yawe Bcero
Cneuuanuct Takoro nnaHa Oyaer pabotatb C yrpo3amu U3BECTHbIMM, OGHApYXeHHbIMM [Tporpammoit Ha OCHOBE
aHann3a (hainnoBbIX yrpo3 v Co6bITUA, NPOUCXOAALLMX HA areHTe.

Oneparop noMCKa Yrpo3 — OCHOBHOM (DYHKUMEA Chewuanucra SBAAETCS NOMCK HEM3BECTHBIX MK
HEOYeBMAHbIX Yrpo3. AHaNMTUK B POAM CMELManUcTa no MOMCKY yrpo3 3aHumaercs B [llporpamme co3aaHueM
MOMCKOBBIX 3aNPOCOB MM NPABNA U aHANM30M NONYYEHHBIX PE3YbTATOB, KOTOPbIE MOTYT YKa3aTh Ha Ty UAM MHYIO
BPEAOHOCHYK aKTUBHOCTb WAN HANPaBJEHHYIO aTaky B 3awuwaemon UT-undppactpyktype. Mocne 3toro onepatop

CMOXET CO3/aTb UHLNAEHT, B KOTOPbIA BKKOUMT OﬁHapy)KeHHbIe UM CObITHA.

) Mpumeyanne

LJ MogpoGHas WH(opMaLuMs 0 BO3MOXHOCTSX PabOTbl Omepatopa NOMCKa Yrpo3 COAEPXUTCH B

[IOKyMeHTe «PyKoBOACTBO ONepaTopa noucka yrpo3».

Mpu 5T0M HEO6XOAMMO YNOMSIHYTb, YTO AHANNTUK 00NALAET TEMU XE CaMbIMI BOSMOXHOCTAMU B NfaHe
NPOAKTMBHOIO MOMCKA YIPo3, 4TO U ONepaTop noucka yrpo3. Jlio6as opraHusauus, skcnayatupyrowas Mporpammy,
MOXET ru6Ko HaCTPauBaTb NPOLLECC MOHUTOPUHTA W 3aLLLUTbI CBOEH MM CTOPOHHEI MHAPACTPYKTYPbI, BbIOMPaAs, Kakyio
PO/ib MPUCBOUT TOMY WM MHOMY CMELMANUCTY, B TO Xe BPEMS COXpaHAA 3a COTPYAHUKOM C POSbI0 aHANMTUK

BO3MOXHOCTM CaMOT0 LIMPOKOTO CNEKTPa B Chepe MHOPMALMOHHOA Ge30NacHOCTH.
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8.2 Peructpayns HHYHGEHTOB

Mog MHUMAEHTOM B 06LIEM CMbIC/IE MOHAMAETCA COObITE B 3aLLMLIAEMOA MH(OPMALMOHHON CUCTEME,
Tpebytowiee peakuun nepcoHana Ub. pumenntenbHo K pa3paboTaHHON CUCTEME MHLLMAEHT — 3T0 KOHTEHHEp COObITUH,
(hopMUPYIOLLMX NOJO3PUTENbHYI0 aKTUBHOCTb M HAabOP CBSI3aHHbLIX aTpubyToB (Ha3BaHWe, ONUCAHWUE, BPEMEHHOI
WUHTEPBA/ AKTUBHOCTM, OTBETCTBEHHDI @HANIMTUK, KPUTUYHOCTD, CTATYC U Ap.).

CnocoGbl perncTpawim MHUMAEHTOB:

1) ABTOMaTHYeCKOE C03JaHMe HAa OCHOBE HAGOPOB C AHANMTMYECKUMM NPABUAAMM UIN BHYTPEHHUMM
anropuTMamu;

2) Co3aaHune MHLMAEHTA BPYYHYIO NPY NPOBEJEHUN PETPOCNEKTUBHBIX PaCcCIefioBaHN.

ABTOMaTMYECKOE CO3/aHME MHLMAEHTA NPOBOAMTCA HA OCHOBE NMPaBU M aNrOPUTMOB, B TOM YUC/E U
CPeACTBAMM MALUMHHOrO aHanu3a. WHUMAEHT BbICTYNaeT B KayecTBe KOHTEWHepa ANs COObITMA, OfHO3HAYHO
WAEHTU(MUMPOBAHHBIX HA CTOPOHE areHTa Kak MOJO3PUTENbHbIE MM BPeAOHOCHbIE. WHUMAEHT Co3haeTcs npu
0GHapyXeHun CoObITUA, KPUTUYHOCTb KOTOPbIX HAXOAMTCS Ha ypoBHe CpeAHsas v Bbiwe. B fanbHedwem Takoi
MHLMAEHT MOXET 060ralLathCs COObITUAMM, B TOM Ynce 001ee HU3KOM KPUTUYHOCTH, B TEYEHUE BOCbMM YaCOB NoCe
CO3/aHNS MHUMAEHTA. ECW MHLMAEHT B3AT B pa0O0TYy, TO €ro HanosHeHue COObITUAMM OCTaHaBANBALTCS.

Jlornka 00beAnHEHN COObITUA B MHLUMAEHTbI ONPEAENseTca areHToM 3a CYeT Ha3HayeHus CobbITUAM
UAEHTU(IMKATOPA KOPPENSLMH, YTO MO3BONAET 0GbEANHSTD B OAMH MHLMAEHT COBbITUS TPYNNbl NPOLECCOB, NMEOLLUX
OTHOLUEHHME «POSMUTENb-NOTOMOK». B MHLMAEHT TakxKe MOrYT 00beAMHATLCSH COOBITUS C Pa3HbIX areHTOB N0 KaKoMy-
nu0o apTedpakty, Hanpumep, N0 MOAYNHO-UHULMATOPY ONEPaLMN UM JOMEHY, K KOTOPOMY 00PaLLatoTCsl areHTbl.

He3aBucumo 01 1010, Kakoe feictBue Obino BbIGPaHO AN COBLITUS Uau COOBITUA, CTaBLUNX OCHOBOWA 1St
CO3/aHUS MHLMAEHTA, eMy npucBaunBaetcs cratyc HoBbli. [Ins fanbHeilwein paboTbl C MHUMAEHTOM aHANIMTUKY Ha
cTpatuue HHumpenTbl cnepyer Haxatb kHonky HasHaunte uHumMaenT (1) B none CTatyc v B OTKPLIBLIEMCS OKHE
Ha3HAYMTb OTBETCTBEHHOr0 3@ WHUMAEHT, MNOCAE Yero COXpaHuTb ero B HOBOM (ratyce. B cnyyae
NIOXHONONOXUTE/ILHOTO CPabarTbiBaHNA aHANMTUKY HEOOX0ZUMO HaxXaTb KHOMKY 3aKpbiTb WHUMAEGHT (). s
MH(OPMATMBHOCT HEOOXOAMMO NUCaTb KOMMEHTapuu Npu 3aKPbITUM M HA3HAYEHUM WHUMAEHTA, AAS 3TOr0

npeaycmMoTpeHbl Noig BBOAA B OKHAX HasHaueHne HHUNAEHTOB U 38KprTHe WHUNJEHTa.

PykoBogcrBo ananuuka RT Protect EDR T
Bepcus 1.0.24 or 14 okra6ps 2024

La
va

rotect 63




quHOE C03AaHne WHUMAEHTa NPOU3BOAUTCA AHANUTMKOM COr1aCcHO NPoBENEHHOMY UM aHANN3y C
NCNoNb30BaHKEM BCEX Peann30BaHHbIX B CUCTEME BO3MOXHOCTEN. "epBI/HHOG Co3aHune UHUnaeHTa

B PYYHOM pEXMME CneayeT BbINOJIHATL U3 Pa3fena AKTMBHOCTD.

8.2.1. BapnaHtbl (hopMHPOBAHNS HHUHAEHTOB

Bapuant 1

WHumaeHT co3paercs npu nosyyeHun CoObITUA, Y KOTOPOro 3Hauenne nons KPUTMYHOCTL PaBHO MK
npesbllLaeT Ol'lpeﬂ,eﬂeHHblVI YPOBEHb KPUTUYHOCTK (Cpemmﬁ ] BbILI.Ie). V|HL|,VI£I,EHTy B 3TOM C/iy4ae npucBanBaetcq
cratyc HoBbii. locnenytowme coObITA, OTHOCALLMECS K ITOA XE NONb30BATEIbCKOW CecCu, f06ABNSIOTCA B yXe
CO3/aHHbIN MHUMAEHT. TeM CaMblM aBTOMATUYECKM COOMPAIOTCS BCE BaXHbIe COObITUS B OfMH MHLMAEHT.

Co6biTMa OTHOCATCA K O[LHOM ceccuu, ecu Y HUX OINHAKOBOE 3HA4Y€HWUE NONA Sess, U OHWU NMPUHajAeXart
OHOM ¥ TOW Xe 3arpy3ke areHTCKoro KomnbloTepa. llocne nepesarpysku Xocra, Ha KOTOPOM YCTAHOBAEH areHT,
COObITUS C TEMM XE 3HAYEHUAMU NONS SeSS 100aBNSHTCH B HOBbIA UHLMAEHT.

KpUTHYHOCT MHUMAEHTA OMpPefensieTcs MakCUMasibHbIM YPOBHEM KPUTUYHOCTH Cpedu BCex COObITHi,

BXOAALMX B 3TOT MHLMAEHT.

Bapnanr 2
ﬂpVI aHannse CcoObITHi, 06Hapy)KVIBaeMbIX Ha areHtax, aHaJuTMK MOXeT HalTu MOAO3PUTENbHYIO
aKTUBHOCTb, KOTOPYK MPONYCTUAKM aBTOMATuyeckue cpepcta. [Ans yHupukauum pabotbl ¢ CUCTEMOIM MHLMAEHTOB

dHAJINTUKY NPefoCTaBNAETCa BO3MOXHOCTb CAaMOMY CO31aTb UHLUAEHT 13 COﬁbITMﬂ/FpYI’II’IbI COObITHIA.

8.3 Atpn6yTol nHYMZEHTOB
WHUMAEHT nMeeT CrepytoLme aTpubyThl:
1) BHYTpeHHUIt CKBO3HOW NOPSLKOBIA HOMEp (#8219);
2) Ha3BaHue;
3) Bpems peructpauuu;

4) Bpems feicTBus (0T HAYANbHOTO COOBITUS 1O KOHEYHOTO);

La
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5) 'pynna/ums arenTa;

6) KputuuHOCTb:

— «MHdpopmaumsay;

— «Huskas»

— «CpenHssy;

— «Bbicokas»;

— «KputnyHas;

1) OTBETCTBEHHDIN;

8) KonnyectBo co6bITHi, BXOAALLMX B MHLMAEHT (SBASIETCS CCbIUIKOM HA MPOCMOTP COBLITMIA Ha CTpaHuLe

AKTHBHOCTB);

ﬂpM 00/1bLLIOM KONMYECTBE COOBITHI B MHLMAEHTE HEOOX0AMMO UCNO/b30BATb (hMﬂprbI Ha CTPaHuLE

AktuBHOCTb 1 DSL-3anpocbl 4151 NOMCKA HYXHOM MHOPMALWMN BHYTPU MHLMAEHTA.

9) Craryc:

— «HoBbli;

— «Ha3HayeH;

— «3aKpbIT»;

Cpa3y nocne co3aaHUst MHUMAEHT NONY4aeT WHKPEMEHTHbIA TNOOANbHbIA HOMEp, CreHepupoBaHHOe

dBTOMaTM4€eCKWU Ha3BaHKUe, oTpaxatolee CyTb MHUMAEHTA, oniCaHke, CTaTyC HoBbid. [N nepesoja UHLUMAEHTA U3

o Hazha HHLMAAEHT
(Tatyca HoBbii B CTatyc HasHaueH H(-)OGXOJJ,VIMO HaXaTb KHOMKY , nocne 4ero B OKHe

Ha3HaueHne nHYMAEeHTa BbIOPATh OTBETCTBEHHOTO 3@ €0 PELleHne U HaxaTb KHOMKY COXpaHHTD.

B cnyyae co37aHMS MHUMAEHTA BPYYHYHO, OTBETCTBEHHbIM 3@ €r0 PElIEHME HA3HAYAETCH aAHANUTHK,
C03/1aBLUMI MHUMEHT. CTatyc HasHa4eH 03HayaeT, YTo OTBETCTBEHHbIM 33 UHLMIEHT COTPYAHUK B3 UHLMIEHT B
paboTy U npoBOAMT paccneoBanue. COCTOSIHME MHLMAEHTA 3aKPBIT 03HAYaeT, 4T0 aHanuTMk o6pabotan coObITUS

WHLUWAEHTA W 3aKpblin ero. WHumMAaEHT MoXeT OTKPbIBATbCA NOBTOPHO, AJ151 3TOT0 HEoOX04UMO B 3aKpbITOM UHUMIEHTE
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HaxaTb KHONKY OTKPbITb MOBTOPHO U1K HaXaTb KHOMKY B (Ha3Ha4yeHue MHUNAEHTOB (OTKPbITb MOBTOPHO)) Ha
TpaxuLe HHumMpAEHTbI.

KpuTMYHOCTb MHLMAEHTA, CO3[aHHOTO aBTOMATUYECKM, YCTaHABMBAGTCS PABHOW KPUTUYHOCTH COObITUS-
00HapyXeHusi, Ha OCHOBE KOTOPOr0 CO3AaH MHUMAEHT. B oCTafbHbIX Cliyyasx Ae(hONTHOE 3HAYEHUE KPUTUYHOCTH
Boicokas.

MoapoGHo pabota ¢ MHTEpheicom cTpaHuLbl MHLMAGHTBI paccMoTpeHa B nogpasaene 10.3.

8.4 Ypanenne nHyngexToB

Y100b1 yLANNTL MHLMAEHTBI, HEOGXOANMO BbIOPATL UX HA CTpaHuLe MHLUMAEHTDI M HAXaTb KHONKY YAANNTL
BblOpPaHHble. MHUMAEHTbI 00bIYHO YAANSOTCA B TOM C/yyae, ecin paboTta no HAM yXe AABHO 3aKOHYEHa Miu
VHLLMZEHT IBHO HE COOTBETCTBYET CTATyCy MHUMAeHTa. Onepawns yaanexus 1akxe 4ocTynHa Ha crpannue HHumpaenr.

Y106bI BbINOSHUTL ONEPALNI0, HEOOXOAMMO HaXaTb KHONMKY YAANUTb MHLNAEHT.

lpumeyanne
9

L J Bmecte ¢ MHLMAEHTOM YAANAKTCA COObITUS, BXOAALLNE B ITOT MHLMAEHT.
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9.1 06wne cBeneHns

Co6bITus, 3aperncTpupoBaHHbIe areHToM, 0TNpaBAstTCs Ha cepep B hopmate JSON. OtnpaBka co6bITHi C

arenTa ocywecrsnsiercs 6nokamu. Kaxapiin 610K COAepXHT 3arofoBok U Maccus cobbiTvit pa3Horo Tuna. Kaxpoe

co0blTne BKAtOYaeT B ce6s 2 Habopa noneit — oOwWmiA Habop M Habop, CneunduyHbIi AN ONPefeNeHHOr0 BUAA

coObiTust. MonHblie ciucok noned coObiti u ux JSON-npeacTaBnexus, Kotopble MOryT GbiTb MPUMEHEHbI ANs

Hanucanus DSL-3anpocoB M nHAMKATOPOB atak, NpeactaseH B Tadnuue 13.

Ta6nuua 13 - 06wmii cnUcok nonen coObITUM

HasHayeHue Tun gaHHbIX JSON Moacucrema
Tun coBbiTus enum t 06was
Bpemst peructpaLui cobbiTus timestamp time 06uias
[leiicTBue, CBA3HHOR C COObITHEM enum act 00was
MpuyuHa NpeanpUHATOro AeACTBHS enum rsn 06usas
lpaBuno, OTHOCALEECS K COObITUIO string rul 06was
WnenTudpukatop TexHukm/TakTukn MITRE string mitre 06uias
KpuTuyHOCTb (ypoBEHb BAXHOCTH) CoGbITH | ENUM st 06was
(no ymonuanuto: 0)
YHuKanbHblit neHTIdIMKaTOp NpoLecca int  (upekc B Maccue | uuid 06was
6UID'o)
YHuKanohbii  WaeHTupukatop  rpynnel | Nt (MHgekc 8 maccuse | hid 06was
MpOLeCCoB GUID"0g)
YHuKanoHbiii  uaekTucMkatop koppenauun | Sng  (whaekc B maccuse | cid O6was
COBbITH GUID'og)
WnenTndpukatop npouecca Ha aretckoii | unsigned pid 06was
cucTeme
NneHTudukaTop POLUTENLCKOrO NpoLecca Ha unsigned ppid 06was
areHTCKoii cucreMe
Monkoe ums cnonHsiemoro daiina npouecca | String MANGLED app 06wias
KomaHpHas CTpoka npovecca string cmdl 061wwas
Homep ceccuu, B KoTopoii paGoraer npotjecc | Unsigned sess (10 ymonyatmio: | 00was
Ha areHTCKOM cuCTeMe 0)
SID nob30BaTens, Co3AaBlEro NPoLeCe string sid O6was
W3pnatens 31 ucnonksemoro (aiina npotiecca | String app_sgnr O6was
Wms nonb3osatens, sanyctuewero npouecc | Sting usr 06uwas
[loMen (M5 Komnblotepa) nonb3oatens, | String dom 06was
3aMyCTMBLLErO NPOLLECC
Moatun colbiTns enum st 06was
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Ha3Havenue Tun aaHHbIX JSON Mopacucrema
MNoBe/eHYeCKHe NpU3HaKM npotjecca (nepeas | Uint64 rf0 00was
rpynna)

NoBe/eHYeCKHe NpUHaKu npovecca (topas | Uint64 rf 06was

rpynna)

®nary ucnonHsiemoro daina npoLecca int64 exclf 06uas

Cuwetuyeckoe  cobbitne  (npusumaer | int(0/1) syn 06was

3HaueHuns true unw false)

Bepcust coBbiTns unsigned efmt 06uias

Mpotokon enum proto Cetb

Mpuswak paGotsi no IPv6  (npunumaer | int(01) ipv6 Cetb

3HayeHuns true unwu false)

YHuKanoHbli  WgenTagukatop  cereporo | String  (wHaekc B maccuse | fluuid Cetb

noToKa GUID'0B B TeKcToBOW (hopMe)

UneHTndhnkatop CeTeBOr0 NOTOKA int64 flow Cetb

Onpaska an npuem (npuvumaer snavewms | int (0/1) out Cetb

true nnu false)

Pa3mep nonesHbIx AanHbIx (payload) ceteBoro int64 size Cerb

nakera

MMsi X0CTa, COOTBETCTBYIOLLeE yAaneHHomy IP- | String host Cerb

appecy

Tun DNS-3anpoca enum dnsq_t Cetb

Craryc DNS-3anpoca unsigned dnsq_s Cerb

Pe3ynbtar DNS-3anpoca string dnsq_r Cetb

Wwms xocta u3 DNS-3anpoca string dnsq_h Cetb

Wmsi xocTa (server_name) u3 coo6iuerus SSL | String ssl_h Cerb

Client Hello

Ynanennbiit IP-agpec string rip Cetb

Y nanenHblii nopt unsigned rp Cetb

NokanbHbiit IP-agpec string Lip Cetb

NokanbHblii nopt unsigned Ip Cetb

ms xocTa B MHAMKATOPE KOMNPOMETAL|UMN string ioc_h Cetb

®naru ceTesoro coBbiTus unsigned netf Cetb

Mg x0CTa B CETEBOM UCKNHOYEHMN string exclh Cetb

Monxoe ums haiina string MANGLED name Oaiinbl,  3awuTa
[aHHbIX

Bpemsi co3gaHus haiina timestamp crtime Daiinbl,
Mpouecchl

Bpems nocnieaHero u3Mererns haina timestamp chtime Gaiinb,
lpouecchb!

Pa3smep thaitna int64 fsize Daiinbl,
Mpouecchbl

T
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Ha3Havenue Tun aaHHbIX JSON Mopacucrema
Tun dhaiina enum ftype Oaitnbl,
Mpowueccob!
ATpMGYTbl q)aﬂna UnSigned attr (Daﬁﬂbl,
Mpoueccol
SHA-1 dhaiina string sha1 ®aitnbl,
Mpouecchl
MD5 thaiina string md5 Oaiinbl,
Mpouecco!
SHA-256 haitna string sha256 Oaiinbl,
Mpoveccl
IneKTPOHHas NoAMUCH thaiina string sgnr Gaitnbl,
Mpouecchl
Cratyc aneKTpoHHOI noanucy daina enum sgnr_s Gaitnbl,
lpoueccobl
OpuruHanbHoe ums (aiina string ofn Gaitnbl,
Mpovecc
KomnaHus-usgarens (aiina string fcomp ®aitnbl,
lpoueccobl
Bepcwﬂ cbaﬂna String fver (Daﬁﬂlﬂ,
lpoueccobl
Onucatme daitna string fdesc Oaiinbl,
Mpouecchl
MPOAYKT, K KOTOPOMY OTHOCHTCS haiin string fprod Gainbl,
lpoueccobl
Tvn ynakoBLLYKa (haiina string pack Gaiinel,
Mpouecch
Gain  pacnonoxes 8 aupekropun | Int(0/1) arun Oainbl
aBT03anycka (NPUHUMAET 3HAYEHUs true uaw
false)
HoBoe ums thaiina string MANGLED fnew Oainbl
Gaitn Gbin 3ameer (npunnmaer 3uaverus | it (0/1) owrt Gaiinbl
true nnu false)
MpeabiayLLee Bpems Co3aaHNs daitna timestamp old_t Oaitnbl
HoBoe Bpems co3aHma (haiina timestamp new_t Daitnbl
Gain  copepxur  arpubyr  "ckporruiit” | It (01) hdn ®aitnbl
(npuHumaer 3xavenus true uin false)
Gaitn  copepxur  atpuyr  "cucremuwiit” | Int(01) sys Gaitnbl
(npuHumaer 3xavenus true uin false)
Onepauus COBEPLUAETCH nag | int(-N) ads Daitnbl
aNbTEPHATMBHLIM MOTOKOM AaHHbIX (haitna
(NpMHMMAET 3HaueHue TONbKO trug)
[ (aiina Gbina cosgana pesepetas konus | Nt (/1) save ®aitnbl
(NpuHKMaeT 3HaueHue TobKo true)
PykoBoactso aanutika RT Protect EDR L Ptect
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Ha3Havenue Tun aaHHbIX JSON Mopacucrema

Jloctyn Ha ypaneHue (NPUHMMAeT 3HaueHue int (-1) delete Oaiinbl

TONbKO true)

flocryn Ha urexme (npuumaer 3uavenue | it (/1) read Oaiinbl

TONbKO true)

focryn Ha  mognukaumio  (npurumaer | Int (/1) modify Oaiinbl

3HayeHue TONbKO true

OGMeH UMeHaMu  (NpUHMMAeT  3Havenne | Nt (1) nxchg Gaitnbl

TONbKo true) (mose goctynHo ToAbko B 0C

Linux)

Koz onoBetuenns enum detect Cetb,
daiinel,
lpowueccsl,
Peectp

MonHoe umsi  wucnonusiemoro  mogyns— | String MANGLED who Daitnbl,

MHULMATOPA OnepaLiy Mpoueccsl,
Peectp

W neHTHAMKaTOp HATU-uHIMLMaTopa onepawan | Unsigned whotid ®aitnbl,
Mpoueccbl,
Peectp

Craprosbiil  agpec  HuTH-uHmywatopa | Uintod whoaddr ®aiinbl,

onepauuu Mpoueccsl,
Peectp

OniarM WCTOAHAEMOTO MOfys-HLMaTopa | Uinto4 whof Oaiinb,

onepauuu Mpoueccsl,
Peectp

CTeK BbI30BOB ONepaLiuy string trace Mpoueccyl

KomaHaHas CTpoKa poguTenbckoro npouecca | String cmdlp Mpoueccsl

Komawgwas cipoka nmpapoautens (grand | String cmdlg lpoueccsl

parent)

Pa6oywii katanor npolecca S’[ring MANGLED wdir ﬂpOLLeCCbI

YpoBeHb 3alLUThI NoLecca unsigned prot Mpoweccol

YpoBeHb foepus (integrity level) npoyecca | unsigned integ Mpoueccsl

Bpems Co3aaHus npoLecca timestamp when Mpoueccel

YHUKanbHbI WEeHTUGMKaTOp poguTensckoro | Nt (WKAekC B maccuse | parent Mpoveccel

npotecca GUID"0B)

YHuKanbHbli  MaeHTMcUKaTop  mpouecca- | int (nupekc B maccuse | caller Mpovecc

co3patens GUID'o08)

Wnentudukarop npouecca-uHuuuatopa | Unsigned cpid Mpoueccot

onepavum

Monoe ums npouecca-Huuuaropa onepauuu | String MANGLED cpath Mpoueccol

Koz, 3aBepLuesms npouecca unsigned code lpouecchb!

YHAKanbHbIA  WgeHTM(ukatop  uenesoro | Nt (MHAekc B maccuse | targ Mpoueccel

npovecca GUID'o0B)
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Ha3Havenue Tun aaHHbIX JSON Mopacucrema

MonHoE MM$! LieneBoro NpoLecca string MANGLED tpath Mpouecchl
WeHTHOMKATOp LieNeBOro NpoLecca unsigned tpid Mpouecchl
®narv 06pa3a LeneBoro npoLecca uint64 targf Mpoueccl
MoBefeHueckue  npuskaku  uenesoro | Uint64 trf0 Mpouecce!
npouecca (nepsas rpynna)
MoBegeHueckne  npushakn  wenesoro | Uint64 trf1 Mpoueccbl
npouecca (BTopas rpynna)
VIMs MOZYNS LieneBOil HUTH string tmod Mpoueccl
WISt (hyHKLIM LieneBoil HUTH string tfunc Mpoueccsl
MonHoe ums thaiina o6pasa string MANGLED path Mpoueccsl
Onaru Huti unsigned tf Mpoueccsl
®narv onepauym 3arpy3ky o6pasa unsigned Idf Mpoueccot
Onaru o6pasa int64 imgf Mpouecce!
ba3oBblit agpec 00pasa int64 base Mpouecchl
Pa3mep 06pasa unsigned isize Mpouecchl
WneHTudMKaTop LLeneBoil HUTH unsigned tid Mpowecch!
CTapToBbIii apec LENEeBO HUTH int64 taddr Mpoueccel
3anpalunBaeMble Npaga unsigned dsrd lpouecchbl
MpesocTaBeRHble Npasa unsigned grnt Mpoweccol
HoBbIit ypoBeHb 3aLuTbl NpoLecca int prot1 Mpoueccsl
HoBasi KOMaHAHast CTpoka string cmdil Mpoveccl
JlokanbHasi ceccust (nputnmaer sradetus true | it (071) local Ceccm
unu false)
Homep ceccum unsigned sess_id Ceccum
Tun AMCTaHLMOHHOTO yNpaBAEHHS unsigned (onuMoHanbHo) sess_opt Ceccum
Tun ceccnu unsigned (onuMoHaNbHO) sess_proto Ceccun
Ma OKOHHO# CTaHLUK string win_stn Ceccnu
UM KnneHTa string (onwuoHaNbHo) sess_cl Ceccnn
IP-agpec knnenta string (onwuuoHanbHo) sess_claddr Ceccnu
M nonb30BaTens string (onwuoHaNbHo) sess_usr Ceccun
Wms foMeHa\koMnbioTEpa string (onuuoHanbHo) sess_dom Ceccuu
MyTb Ktoua string key Peectp
M5 3HaueHus string val_n Peectp
Tun JaHHbIX 3HAYEHNs enum val_t Peectp
Pa3Mep JaHHbIX 3Ha4eHus unsigned val_s Peectp
[laHHble 3Ha4eHus string val_d Peectp
HoBoe ums kntoua string new Peecrp
Wms haitna-ucTounuka sarpyxaemoii B peectp | String MANGLED src Peecrp
UHKOpMaLLUMK
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Hasnauenne Tun ganHbIX JSON Mopcucrema
Wms aiina, B Kotopsii 3amuciBatorcst | String MANGLED dst Peectp
LLaHHble 13 peectpa
Kniow/snadenne othocures K kateropuu | Int(-) asep Peectp
aBT03anycka (MPUHUMAET 3HAyeHue TONbKO
true)
WMI: Tun coGbitus enum wmi Cucrema: WMI
WMI: NyTs string wmi_pth Cucrema: WMI
WMI: SID nonb3oBarens string wmi_sid Cuctema: WMI
WMI: NpocTpaHcTBo umen string ns Cuctema: WMI
WMI: MyTb 0 ucnonnsemoro daiina string MANGLED exe_path Cucrema: WMI
WMI: Ums paiina string MANGLED fname Cuctema: WMI
WMI: Ums dunbTpa cobiTuit string wmi_nm Cucrema: WMI
WMI: Crpoka 3anpoca string gstr Cuctema: WMI
WMI: UM aiina ckpunTa string MANGLED scrfname Cucrema: WMI
WMI: Tecr ckpunta string scrixt Cuctema: WMI
WMI: Ums uctouHnka string MANGLED sname Cucrema: WMI
WMI: SMTP string smtp Cucrema: WMI
WMI: dunbtp string fit Cucrema: WMI
WMI: Notpe6utens string cnsm Cucrema: WMI
WMI:MaeHTHdMKaTOP MPOLIECCa KNUeHTa unsigned (no ymonyaxuio 0) | wmi_clpid Cucrema: WMI
WMI: YHukanbHbiit ugeHtudmkarop npouecca | it (Mhgekc B maccuse | wmi_cluuid Cucrema: WMI
KNMeHTa GUID'o8)
WMI: Bpems co3paHus npoLecca KaueHTa timestamp wmi_cltime Cucrema: WMI
WMI: Komanaas cpoka npotiecca knuekta | String wmi_clcmd Cucrema: WMI
WMI:  JNokansHeii  3anpoc  (npuwumaer | int (/1) wmi_local Cucrema: WMI
3HaYeHme TONbKO true)
WMI: UgeHTudukaTop co3fanHoro npouecca | unsigned wmi_crpid Cucrema: WMI
WMI: YHUKaNbHblil wgentudmkarop | it (MHaekc B maccue | wmi_cruuid Cucrema: WMI
CO3/AHHOr0 MPOLiECca GUID'08)
WMI: Bpems co3naHus cosanHoro npouecca | timestamp wmi_crtime Cuctema: WMI
WMI:  KomawgHas crpoka  cosganHoro | String wmi_cremd Cuctema: WMI
npouecca
WMI: imsi MawuHel, BbinoAHMBIWed 3anpoc | String wmi_cl Cucrema: WMI
WMI: FODN maumhbi, BbinonHmuieii 3anpoc | Sting wmi_clfqdn Cucrema: WMI
WMI:  Wms  nonbsosarens  knuenta, | String wmi_usr Cucrema: WMI
BbINO/HMBLLETO 3aNPOC
WMI: Wms gomeHa kauenta, Bbinonsmswero | String wmi_dom Cuctema: WMI
3anpoc
WMI: Ums BbI3bIBAEMOr0 MeToa string wmi_mthd Cuctema: WMI
Ataku Ha Kerberos: Moatun ataku enum atck Cucrema: Ataku Ha

Kerberos

T
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Ha3Havenue

Tun aaHHbIX

JSON

Mopacucrema

Golden ticket: Mpuunna

enum

goldent_r

Cucrema: Ataku Ha
Kerberos

Golden ticket: Ums nonb3oBatens

string

goldent_u

Cuctema: Ataku Ha
Kerberos

Golden ticket: Ums LomeHa

string

goldent_d

Cucrema: Ataku Ha
Kerberos

Golden ticket: IP-agpec

string

goldent_ip

Cuctema: Ataku Ha
Kerberos

Silver ticket: Mpuumna

enum

silvert_r

Cucrema: Ataku Ha
Kerberos

Silver ticket: UmMa nonb3oBatens

string

silvert_u

Cucrema: Ataku Ha
Kerberos

Silver ticket: Uma nomena

string

silvert_d

Cuctema: Ataku Ha
Kerberos

Silver ticket: IP-agpec

string

silvert_ip

Cucrema: Ataku Ha
Kerberos

Kerberoasting: Npuunna

enum

kerberoasting_r

Cuctema: Ataku Ha
Kerberos

Kerberoasting: ma nonb3oBatens

string

kerberoasting_u

Cuctema: Ataku Ha
Kerberos

Kerberoasting: Ums gomena

string

kerberoasting_d

Cucrema: Ataku Ha
Kerberos

Kerberoasting: IP-agpec

string

kerberoasting_ip

Cuctema: Ataku Ha
Kerberos

AS-REP roasting: Mpuymxa

enum

asreproasting_r

Cucrema: Ataku Ha
Kerberos

AS-REP roasting: ma nonb3oBatens

string

asreproasting_u

Cuctema: Ataku Ha
Kerberos

AS-REP roasting: Ums gomeHa

string

asreproasting_d

Cuctema: Ataku Ha
Kerberos

AS-REP roasting: IP-agpec

string

asreproasting_ip

Cucrema: Ataku Ha
Kerberos

HoBoe Bpems

timestamp

new_stime

Cncrema:
U3meHenne
CUCTEMHOTO
BPEMEHM

lpenbigywiee Bpems

timestamp

prev_stime

Cucrema:
U3meHeHne
CUCTEMHOTO
BPEMEHM

MpuynHa 3aBepLIEHUS

unsigned

sht

Cucrema:
JaBepLueHue
paborbl
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Ha3Havenue Tun aaHHbIX JSON Mopacucrema
YpoBeHb unsigned e_lvl XypHanbl
[lononHATENbHbIE JaHHbIE JSON object e_ex XypHani
OnucaHue coBbITHii string (onuuoHanbHo) e_msg XypHans
Bnok nHchopmaLun winlogbeat JSON object winlog XypHani
RPC: UUID uhepdeiica int (upekc B maccuse | rpc_id Bbi3oBbi: RPC

6UID"0g)

RPC: KoHeyHas Touka string endp Bbi30Bbl: RPC
RPC: CeteBoil afpec string (onwuoHaNbHo) n_addr Bbizosbl: RPC
RPC: YHukanbHblii uaenTucimkatop npouecca | int (nHoekc B maccuse | c_uuid Bbi3oBbl: RPC
KNMEHTa GUID'o8)
RPC: PID npovecca KnueHTa unsigned ¢_pid Bbi3oBbl: RPC
RPC: Mcnonusemblii haiin npouecca knmenta | String MANGLED c_path Bbizosbl: RPC
RPC: YHukanbHblii naenTucmkatop npouecca | int (MHoekc B maccuse | S_uuid Bbiosbl: RPC
cepeepa GUID'o8)
RPC: PID npowecca cepaepa unsigned s_pid Bbi130BbI: RPC
RPC: Mcnonusemblii dhaiin npouecca cepsepa | String MANGLED s_path Bbi30BbI: RPC
Konudectso oTkpbiTwit/co3pakmii haino ¢ | unsigned cf_ac 3awwa thaiinos
nocAeAyIoLLMI 06PALLEHUAMI K HIM
Konudectso  otkpbiTbix  chainos w3 | unsigned cf_oc 3awwa thainos
3all{MLLAEMbIX KaTanoroB
Konuuectso co3gakHbix mpoueccom chaitnos | Unsigned cfcc 3awmra dainos
noc/ie aKTMBALMI MOHUTOPUHIa
KonudectBo  yaanéuhbix  (paiino B | unsigned si_dc 3awwa thaiinos
3all|MLLAEMbIX KaTanorax
KonudecTso nepenmeHoBakHbx daiinos B | unsigned si_rc 3awmra ainos
3all|MLLAEMbIX KaTanorax
Konuuecrso  mepemelwéhibix  (paitnos 8 | Unsigned si_mi 3awwura (haiinos
3alljuLiaeMble KaTanoru
Konmdecreo nepemelwgHubix  (aiinos 3 | unsigned si./mo 3aujua (aitnos
3all|MLLAEMbIX KaTanoroB
Konnuecrso  haiinoB w3 sawumwaemsix | Unsigned ro_fc 3awyTa (aitnos
KaTanoroB, KOTOPbIE TONIKO YATANM
KonudectBo  haitnoB M3 3awuwaemsix | Unsigned wo_fc 3awura (haiinos
KaTasoroB, B KOTOPbIE TOABKO MUCANM
KonudectBo  haitnoB M3 3awuwaemsix | Unsigned rw_fc 3awyTa (aitnos
KaTaNoroB, KOTOPbIE YUTAM U MIHCAAN
CpeaHee 3HaueHuit thaitnosoil SHTpomun no | Unsigned pr_re 3aujura haitnos
4TeHMIO
CpeaHee 3HaueHwit hainooit 3xTponuu no | unsigned pr_we 3awwa thaiinos
3anmcH
MpaBiuno 6nOKMPOBKY NpoLeCca unsigned pr_lr 3aujura haitnos
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Ha3Havenue Tun aaHHbIX JSON Mopacucrema
Peakuus  Momyns Ha  wgeHT(pukaumio | unsigned prra 3awwa haitnos
WKMpoBanbLLMKa
Konwyectso  thaiino ¢ Hapywenkoii | unsigned a_fec Jawura tpaiinos
LieN0CTHOCTbIO
Konmuecteo  (haiino ¢ npeblwenHoii | Unsigned a_eac Jauwura (ainos
3HTpONMEN
Konuuectso paclumpenuii thaitnios u3 Kotopsix | Unsigned exrac_ 3aumra chaiinos
YuTanm
Konmdectso pacumperuii daitnos 8 kotopele | Unsigned exwac_ 3aujura haitnos
nucany
KonudectBo  yHMKa/bHbIX  pacwmpewii | Unsigned exurac 3awwa thaiinos
(ailnoB 13 KOTOPbIX TOMLKO YMTAM
KonM4ecTBO  yHMKanbHbIX  pacwumpewii | Unsigned exuwac 3aumra haiinos
(aiinos B KOTOpbIE TOABKO MMCAAH
Kateropmu  (aiino, K Koropbim | unsigned gf.am 3awura aitnos
0CYLL{eCTBASACA AOCTYN
Kateropwn  dhaitnoB,  u3  Koropbix | Unsigned gf.rm 3awura aitnos
NPOM3BOANNOCH HTEHHe
Kateropwn  cpaitnos, B Kotopble | Unsigned gf_wm 3awwa thaiinos
NPOM3BOAMN0CH 3aMHUCh
Kateropuu haitnos, koopble yanaamch unsigned gf_dm 3awwa thaiinos
[pynna, K KoTOpoii OTHOCHTCA thaiin unsigned gf_ai 3awura aitnos

lpumeyanne

.

L_. (-11) B Tabnuue 0603Hauaet, 4T0 COObITHE MOXHO OyaeT Haith B DSL-3anpoce, TOMIbKO ecm Takoe

coGbITve npuzet B 6a3y AaHHbIX, T0 eCTb OyAeT COAepXarb 3HaueHue true.

Tunbl coObITHiA NpeacTaBneHbl B Tadnuue 14.

Ta6nuua 14 — Tunbi cobbiTh (t)

Kop Tvna Onucauue TMNa
0 Cetb
1 ®aitnbl
y) Peectp
3 XypHanbl
4 Mpoueccs
5 Cucrema
6 Ceccim
PykoBozcTBO aHanutuka RT Protect EDR L Ptect 75
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7 Bbi30BbI

8 3awura haitnos

Mons o6wieit yactn cobbITHii NPeACTaBeHbl B Tabaunue 15.

Ta6nuua 15 - Mons obwien yacTH CoObITHN

KpuTuHOCTb (YpOBEHD BaXHOCTH) COOBITUS

0)

Ha3HaueHnune JSON Tun

Tun co6biTus t unsigned
Bpems peructpauuu cobbitua (B hopmare UTC) time timestamp
[lefictBue, cBA3aHHOe ¢ coObituem (0 — Gnokupoatb, 1 — paspewnts, 2 — | act unsigned
NPOAOXMTb HAONOAEHNE) (no ymonuaxuto - 2)
MpuynHa npeanpuHATOro AeicTaus rsn unsigned
[paBuno, OTHOCALLEECS K COOLITHIO rul string
Naentndpukartop TexHukmn/taktuku MITRE mitre string

svrt (no ymonyaHuio — | unsigned

int (MHZEKC B MaccuBe

YHuKanbHbIA AeHTH(MKaTOp NpoLiecca uuid 6UID'0g)
. string  (MHpekc B
YHuKanbHblit MAEHTUUKATOP rPYNNbl NPOLECCOB hid maccuse GUID'0g)
. string ~ (MHpekc B
YHUKaNbHbIA MAEHTUUKATOP KOppPenaLmum cobbIThi cid maccuse GUID'0g)
WneHTAdMKaTOp MPOLLECCa Ha areHTCKOi CHCTeMe pid unsigned
UneHTudukatop poaMTENLCKOTO NPOLLECCA Ha areHTCKOM cucTeme ppid unsigned
MonHOe UM (BMECTe ¢ NyTeM) HCOAHAEMOr0 MOAYAS MpoLecca app string MANGLED
string  (index string
KomaHg#Has cTpoka npotecca cmd| 2650+)
5 5 sess (Mo ymonuauuio — | unsigned
Homep ceccun, B koTOpoit paBoTaeT NpoLece Ha areHTCKoii cucteme 0)
SID nonb30Barens, 3anyCTUBLLErO NPOLECC sid string
U3narens M ucnonnsemoro daiina npouecca app_sgnr string
ma nonb3oBatens, 3anyCTUBLLEro npouecc usr string
[lomeH (MMs KoMNbIOTEPa) NONIb30BATENS, 3aMYCTUBLUETO NPOLECC dom string
MoaTun cobbITUS (MHTEPNPETUPYETCS B 3aBUCUMOCTM OT TUNa) st unsigned
MoBeaeH4ecKMe NPU3HaKK NpoLecca (nepsas rpynna) rf0 uint64
MoBefeHYeCKMe NPU3HAKKM NpoLecca (BTopas rpynna) rf1 uint64
®naru ucnonHsiemoro haitna npouecca exclf uint64
CuHTeTnyeckoe cobbitue (0 wan 1) syn int (0/1)
Bepcus cobbitus efmt unsigned

B none time nepegaerca UTC-Bpems peructpaumun cobbitsi. Cuctema noctpoeHa Takum 06pasom, 4to B

LUTATHOA CMTYaLMM B NpeAenax OHOTO areHta He ObiBaeT COObITHIA C OAMHAKOBLIM 3HaueHueM nons time. Ecau
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Co6bITUst 3aperucTpUpoBaHbl B OSHO U TO Xe BPeMS, TO MeXAY HUMM BHOCUTCS BPEMEHHO/A CABMI, KOTOPbIA ANst
NoCAeayoLMX COBbITHA KOMNEHCUPYETCS 3@ CHET eCTECTBEHHOMO TeYEHNS! BPEMEHH.

B none svrt (severity) nepeaaeTcs KpUTHYHOCTb COOBITHS.

KpuTuuHOCTb COBBITUS MOXET NPUHUMATh CEAYHOLLINE 3HAYEHNS:

1) NORMAL (kog 0, 3HaueHue no ymon4aHuto) — nHgopmaums ("3eneHblin”, HeT yrposbl);

2) GUARDED (kop 1) — Hu3kas/norpannyHas ("cepblit", Manoit CTenexun BepoaTHas yrposa);

3) ELEVATED (ko4 2) — cpepHais/noBblweHHas ("cCuHuin", CpesiHeit CTenexin BeposaTHas yrposal;
4) HIGH (kog 3) — Bbicokas ("opaHxeBblit", BeposiTHas yrpo3a);

5) SEVERE (kog 4) — kputnyeckas ("KpacHblid", MakcuManbHoW CTENeHn BepOSTHas yrpo3a).

lpumeyanne

9
LJd

KputnuHoCTb Takxe MOXHO TpaktoBatb cnepytowmm oopasom: NORMAL — tenemetpusi, GUARDED -
uHchopmupytowme o6Hapyxenus (informational alerts), ELEVATED+ — oGHapyxenus (alerts).
Mpeanonaraetcs, 4t0 aHaAMTUK B poan odpuuepa GesonacHocTn paboTaeT NPenMyLecTBEHHO C
0GHapyXeHusMu, peako 00pawlasch K MH(OPMUPYIOLWMM OOHAPYXEHNAM W KpailHe Pefko — K

TeNeMETpUMN.

B none act (action) nepegaetcs feictBue, NPeanpUHATOE B CBA3N C COObITUEM. ITO MOXET ObITb OfHO U3
TPEexX 3HaYeHuit:

BLOCK (kop 0) — GnokupoBanue. 03Hauaer, 4t0 B KOHTeKCTe C0OblTMA CpaboTana Kakas-To Joruka
(«yepHblii» CMUCOK, 3BPUCTMYECKOE NPaABUAO, MOANTMKA W T.M.), U B pe3ynbiate T0 WAM MHOe AeWcTBue Obino
3a6n10kupoBaHo. Mpu 3toM nonst rsn (reason — npuunna) W rul (npasmno) OYAyT COpepxatb MH(OPMALMIO,
ONpeaensioLLyo, NoYeMy NPUHATO ONOKUPYHOLLEE pelleHre.

ALLOW (kog 1) — pa3peLuenue. 03Hayaert, 4To B KOHTEKCTE COObITUS CpaboTana Kakas-To 10ruKa («6enblii»
CMUCOK, IBPUCTUYECKOE NPABIIIO, NOANTUKA U T.N.) U B pe3yAIbTaTe TO UK MHOE AeiCTBUE Obln0 paspelueHo. fons rsn
v rul B 370M Cly4ae CofepXar MH(OPMALLMKO, MOKA3bIBAILLYH), MOYEMY MPUHATO paspelLatoLyee pelleHiue.

MORE_PROCESSING (kop 2, 3HaueHue no yMON4aHuto, T.e. HeNoCpeACTBEHHO B Tefie COObITUS 3TOT KOJ He

nepefaeTcs) — TpakTyeTcsl No-pasHoMY B 3aBUCUMOCTH OT KOHTEKCTA. B KOHTEKCTE COObITUS TENEMETPUM 03HAYAET, YTO
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HUKAKOro JeiCTBUS, CBS3aHHOTO C COObITUEM, He NpeanpuHaTo. B KoHTekcTe 0OHapyxeHus (alert) kop 2 03Hayaer,
4T JIOTUKA 0GHAPYXEHUs He NPeLNUCHIBALT HUKAKOr0 AEHCTBUS, KPOMEe (UKCaLM Camoro (hakra 00HapyxeHns —
00HapyXeHHas aKTMBHOCTb He GNOKMPYETCs, YTO He OTMEHsieT camoro (hakta ee oOHapyxexus. [ns cobbitus
TenemMeTpuu nons rsn u rul, kak npasuno (Ho Heo6A3aTeNbHO), He 3aN0NHAKTCSA, a ANs COObITUS-00HAPYXEeHUs none
rul copepxut npasuno, uaeHTM(UuMpyroLLee oOHapyxenne. M Torga none rsn, Kak u B Apyrux Cyyasx, COLEPXMT
NPUYKHY, N0 KOTOPOW YCTAHOB/EHA Takan peakLys Ha 0GHapyXeHue.

Mone mitre 3anonxsetcs, ecnm cobbiTe COOTBETCTBYET Kakou-T0 TexHuke/Taktuke MITRE. OgHo cobbitue
MOXET COOTBETCTBOBATHL CPa3y HECKONbKUM 3nemenTaM MITRE, B 3T0M Ciyyae TEXHUKN/TaKTUKM NEPEYUCASIOTCS Yepe3
3ansryto, Hanpumep, «11490, T1047/007».

Mons pid, ppid, uuid, app, sess, usr, dom onpesensT NPUIOXEHNE (NPOLECC), acCOLUMPOBAHHBIN C
coObiTuem. Tone pid cogepxur cuctemublii 1D npouecca, ppid — cuctemublid ID ero pogutens, uuid — uHAEKC
3/1IeMeHTa B MaccuBe uuids 3aronoBka 610ka COObITUR (CM. Bbllwe), ONPeSenstoWMA BHYTPEHHUA YHUKaNbHbIA 1D
npouecca (NpeaHasHayeH Ans BHYTPEHHEr0 MCN0/b30BaHKS), app — NOAHOE UMA (aina npoLecca BMeCTe C nyTem,
sess (session) — Homep ceccun npouecca (no ymonyanmto 0), usr (user) — UM NONb30BATENS, OT UMEHU KOTOPOrO
pab6otaet npouecc, dom (domain) — fOMeH/MMA KOMNbIOTEPA NOAb30BATENS, OT UMEHIM KOTOPOr0 3anyLLEeH NPOLECC.

Mons rf0, rf1 onpegenstor noBegeHyeckuit npounb npouecca. Mone O — 3o runtime-dnarun npouecca
(nepBas rpynna); rf1 — runtime-cpnarn npouecca (sropas rpynna). ®narv B ABHOM BUAE He 0TOOpaxatTCs, a
UCnonb3yloTcs Ans YA0604MTaeMoro npeActaBneHus NoBefeHYeckoro npoduns npouecca. [loBefeHyeckue
MPU3HAKI NPOLLECCa MOTYT MEHATLCA 0T COObITUS K COOBITHIO CO00Pa3HO C NOBEJEHUEM NPOLLECCa B CUCTEME.

Mone st onpegenser noaTun coGbITUS B paMKaXx ONpeAeNeHHOM NOACUCTEMDI.

Mone app, a Takxe Apyrue noas CoObITMM, B KOTOPbIX MPUCYTCTBYKOT MyTH, MOTYT ObiTb AEKOPUPOBAHDI
(mangled). [lekopaLust 3aKnt04aeTCA B 3aMeHe U3BECTHOro Npedqukca Nyt ero KOAOM. Y eKOpUpoBaHHbIX nyTed B
Hayane cnepyer OAMH MM HECKONbKO KOMMOHEHTOB, KOAMPYIOLLMX 3apaHee OnpefeneHHble MOACTPOKM, 3aTeM
CNefyeT He\eKOPUPOBAHHDI OCTATOYHBIA NYTb.

Mone syn yctaHaBauBaetcs B 1, e CoObITHE, KOTOPOE B 00bIYHOM CUTYALMM OTPAXAET PeabHO UMEHLLYH
MECTO aKTUBHOCTb areHta, B [aHHOM KOHKPETHOM C/lyyae ABASETC CUHTE3MPOBAHHBIM, T.e. WCCKYCTBEHHbIM.
Hanpumep, ecin areHTckuit MOZyNb LeakTMBUPYETCA, TO OH NYGAMKYeT CUHTETMYeCKUe COObITUS 3aBepLueHUs

MPOLLECCOB CUCTEMDI, 38 KOTOPbIMU OH HAGNKOAAET M NS KOTOPbIX OblaM OTMPaBNeHbl COObITUS CTapTa npouecca. U
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HAo00pOoT, Npu 3anycke areHTCckoro Mogyns "Ha nety" cpasy NoCie YCTAaHOBKW (MM €ro akivauuu nocse
[leakTuBaLyu), Korjga B cucteMe yxe pabotator Te Wan MHble NPOLLECChI, areHT ny6auKaeT CHHTETUYeCKne CoBbITHS
C03[aHus ITUX NPOLLECCOB. ITO NO3BOASET COXPAHATL LENOCTHYIO KAPTUHY COCTOSHUS areHTCKOM CUCTEMbI C TOYKM
3peHus aAMUHUCTPATUBHOTO MOAYNS B PasHbIX CLeHapusX paboTbl arexTa.

Mone efmt (Bepcust CoObITMS) COLEPXUT HOMEP COOPKM areHTa, KOTOPblii CHOPMUPOBAN AaHHOE COObITHE.

Pacmdposkiu u kogbl nons detect npeacrasnetbl B Tabaunue 16.

Tabnuua 16 — PaclumdppoBka 3HaueHuit nons detect

3HaueHune PacwmdpoBka
2001 MonbiTka YTEHUS 3HAYEHNA, COAEPXALLEr0 KOH(MACHLMANbHYIO MH(OPMALIUIO
2002 MonbiTka AAMNA KAt04a, COAEPXALLLET0 KOH(DMAEHLMAbHYIO MH(OPMALMIO
4012 MoameHa 06pa3a npowecca B NamaTy: 06LLas TeXHUKa
4013 Hapywetue dyHKLUM 3aLKTbI ((DUALTP CO3AaHNA/3aBEPLIEHNS POLIECCOB)
4014 HapywieHune yHKLMKM 3aWuTbl (UALTp 3arpy3ku Moaynei)
4015 HapyweHue qyHKuMM 3awwnTbl (DuAbTp CO3aaHNA/3aBEPLUEHNS HUTEH)
4016 HapywieHue (yHKLIMM 3aWwuTbl (hunbTp LOCTYNA K 00bEKTAM)
4017 HapyweHue (yHKLUM 3aWuTbI (PUALTP PEeCTpoBbIX onepaLmi)
4018 HapywieHue (yHKLIMKM 3aLuTbl (hunbTp haitnoBbIx onepavyit)
4019 HapyweHue (yHKLMM 3aWuTbI (KOHTPOAb (YMABLTPOB)
4020 Hapywienme (hyHKuum 3auiuThl (Bepudukauus Apaisepa)
401 HapyLuenue LienocTHOCTM CUCTEMHOrO KOMMOHEHTa 3alluTbl
4022 HapyLuenue LenocTHOCTU NPUKNAAHOT0 KOMMOHEHTa 3alLuTbl
4023 Jamnunr namsitn npouecca LSASS (kpaxa credentials)
4024 Wcnontenue shell-koaa (NOTEHLMANbHbIA IKCMNONT)
4025 HapywieHune yHKLIMM 3aLnTbI (HET (DYHKLMM YHUYTOXEHNS HUTH)
4026 Kpaxa onucatens npouecca LSASS (notenuuanbHbiit samnuxr namsti LSASS)
4027 HegonycTumblit AOCTYN K KPUTUYECKOMY CHCTEMHOMY NpoLieccy
4028 HapyLweHue LenocTHOCT KOMNOHeHTa koHTpons USB yctpoiicTs
4029 0GHapyxeHa curHaTypa BpeLOHOCHOr0 KoJa B NaMaTi npoLiecca
4030 Shellcode BHYTp! NPUKNALHOTO KOMMOHEHTA 3aLLMTbI

PaclundpoBku 1 KOAbI M0A rsn NpeAcTaBaeHsl B Taduue 17.

Ta6nuua 17 - 3HayeHns nons rsn

3HaueHune PacwudpoBka
4 MonnTuka coOCTBEHHOI Ge3onacHoCTi
7 MonuTUKa B OTHOLIEHUN CO3MAHUS HUTH B CTOPOHHEM NpoLiecca
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8 MonuTnka B OTHOLIEHUM JOCTYNA K CTOPOHHEMY NPOLECCY/HUTH

9 MoNUTMKA B OTHOLUEHUM BXOAALLMX CETEBBIX COBAMHEHMUIA

10 CeteBoe UckNtYeHue

1 Uckntouenne ans nporpamm

) Uckntouenmne ans MHANMKATOPOB aTak

13 Cereas curxatypa

1 CeteBas nsonsuus

15 YARA-npasuio

18 Mpouecc uMeeT xapakTepHble NPU3HAKKM BUPYCa-LWn(POBaNbLLUKA

19 aiinoBbIi HANKATOP KOMAPOMETALMH

20 DaiinoBoe UCKNKYEHNe

2 BctpoeHHbIit MHMKaTop atak

22 MoNUTMKA B OTHOLUEHNM 3aLLMLLEHHBIX NPOLECCOB

23 Cratnyeckuit aHanm3 (aitna

2 UHaukaTop aTak

32 Peakuys Ha fOCTYN K CTOPOHHEMY npoLeccy/HuTn (npodpunb 6e30MacHOCTH arexTa)
33 Peakuus Ha CO3AAHNE HUTH B CTOPOHHEM npoLiecce (npodnnb 6e30NacHOCTH areHTa)
35 Peakuust Ha npsMOi LOCTYN K XECTKOMY AUCKY (npochuab 6e30nacHoCTH areHTa)
37 bnokupylowee feicTBIe OTMEHEHO B TEKYLLEM KOHTEKCTE
38 CeTeBoil MHAMKATOP KOMNPOMETALMH
39 [NyGOKMit aHaNM3 CeTeBOro nakera
40 MonuTnka NpoTMBOAEACTBUA BUPYCAM-LUMKPOBANbLLNKAM
45 bnokupytowee neiicTBue He peann3oBaHo
46 baokupytoLLee ieCTBUE OTMEHEHO B PeXWUMe "TONbKO IeTeKTUPOBaHMe"
47 MonuTMKa B OTHOLIEHUM B3aUMOAENCTBUA APYXECTBEHHBIX MPOLLECCOB
48 Monntuka poctyna K USB-ycTpoiictBam

9.2 CobbITHS MOHHTOPHHIA CETH

Mpu nioBbIX CETEBbIX B3aMMOLEHCTBUSX M NPOBEPKaX, KOTOPbIE OCYUIECTBASIOTCS MEX[Y areHTom u

YAa/N€HHbIM KOMMbHOTEPOM, 6yﬂ,b TO MaT4yuHr WHAMKATOPOB aTak, WHAWKATOPOB KOMMPOMETaLuW, B CETEBbLIX

UCKNHOYEHNAX N T.1. BAXEH npexpae BCcero ynaﬂeHHbIVI XOCT, ero um4, IP-ap,pec U nopT, T0 €CTb Ha HEero naeT 0CHOBHOE

BHUMAHWE B MOMEHT CETEBOr0 COEANHEHNS.
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Tabnuua 18 — Co6biTHs MOHMTOpPA CETH

Ko
A Nma cobbiTns Onucanme
coObiTHA
Ucxopsee NOAKNIOYEHUE K YAANEHHOMY XOCTY (3aMEHSeTCs Ha
0 Cetb: Ucxopswee noAKNI0YEHNE host (r_ip:r_p), ecnn 3anonHeHo none host, nHaye Ha r_ip:r_p) no
proto
Bxogswee nogkntoyenne Kk nopry Ip oT yhaneHHoro xocra
1 Cetb: Bxoasiiee noaknoueHne (3amensiercs Ha host (r_ip:r_p), ecnm 3anonHeHo none host, nxave
Ha r_ip:r_p) no proto
OtnpaBka size 0GailT Ha yhaneHHblit XocT (3ameHsiercd Ha host
) Cetb: OtnpaBka . .
(r_ip:r_p), ecnn 3anonHeHo none host, nHaye Ha r_ip:r_p) no proto
lpuem size 6aifT Ha NopT L_p 0T yAaNeHHOr0 X0CTa (3aMeHAeTCs Ha
3 Cetb: Mpuem host (r_ip:r_p), ecnn 3anonHeHo none host, nHaye Ha r_ip:r_p) no
proto
DNS-3anpoc dnsq_t k ynaneHHomy xocty (3ameHsiercq Ha host
5 Cerb: DNS 3anpoc (r_ipzr_p), ecnu 3anonHexo none host, uHaye Ha r_ip:r_p) Ha ums
dnsq_h pa3mepowm size baitt
DNS-otBer co cratycom dnsq_s Ha 3anpoc dnsq_t K yaaneHHomy
1 Cetb: DNS-oTBeT xocty Ha ums dnsq_h pa3mepom size Gaitt, pe3ynbtat — dnsq_r
(0TBET MOXET He BbIBOANTHCS)
Cerv: B i DNS DNS-3anpoc dnsq_t o1 %remote_endpoint% Ha uma dnsq_h
13 eTb: Bxoaswmit DNS 3anpoc Da3mepoM size Gaiit
DNS-oter co crarycom dnsq_s Ha 3anpoc dnsqt or
1 Cetb: Ucxozsiwuit DNS-otBet %remote_endpoint% Ha ums dnsq_h pa3mepom size OGaiir,
pe3ynbTar: dnsq_r (0TBET MOXET He BbIBOANTHCA)
SSL HELLO (ssl_h) ¢ ypanenHoro xocta (3amensiercq Ha host
6 Cetb: SSL HELLO (rip:r_p), ecm 3anonxeHo none host, uHaye Ha rip:r_p)
pa3mepoM size Gaitt
7 [pyrve o6Hapyxexus™ Pacwudposka kopa detect
06 . 6 CpabatbiBaHue WMHAMKATOPAa KOMNPOMETauuu Npu  CeTeBOM
8 HApYXEHHE . CpabarbiBaniie  MHAAKATOP B3aMMOJENCTBIM C YAANEHHbIM XOCTOM (3ameHsiercs Ha host
KOMpOMETaLM (r_ip:r_p), ecnu 3anonHeHo none host, uxaue Ha r_ip:r_p)
10 Cetb: OTKpbITME NOKANLHOTO MOPTAa Ha NpuUeMm OTKpBITHE N0KabHOTO NopTa |p Ha NpHeM
(LISTEN)
06 © Cua CpabatbiBaHue CETEBOr0 WCKAKOYEHNS NpU B3aUMOAEACTBAN C
17 Hapy)KEHMS. pabatbiBarue - CeTeBoro yAANeHHbIM  XOCTOM (3ameHsiercs Ha host (r_ip:r_p), ecm
UCKNIOHEHMS 3anonHeHo none host, nHaye Ha r_ip:r_p)
15 ICMP-coo61ueHme ICMP-coo6LyeHue Tuna icmp_t (ko4 icmp_c)

CoOblTis, 0TMEYEHHble 3HAYKOM * OTNPABASIOTCS Ha CepBep TONbKO B (hopMate 0OHapyxeHui (st>50),

%remote_endpoint% 3ameHsetca Ha host (r_ip:r_p) ecin 3anonHeHo none host, nHaye Ha r_ip:r_p.

Mons ceteBbIX COObITUA NpeaCcTaBeHbl B Tabauue 19.
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Ta6nuua 19 - Mons ceteBbIX COObITHI

Ha3Hauenue JSON Tun
Homep npotokona 6 — TCP, 17— UDP, 1 ICMP, 58 — ICMPv6 proto unsigned
Mpu3Hak paborbl no IPv6 (npuxMMaeT 3Hauekms true uau false) ipvé int (0/1)
NaenTndpmkatop ceteBoro notoka (CnyxebHoe 3HaueHMe, NO3BOASET rPYNNNPOBATH flow int64
COBbITUA, OTHOCHLLMECS K OHOMY CETEBOMY MOTOKY)
string  (MHpekc B
YHUKaNbHbI MAEHTUCINKATOP CETEBOTO NOTOKA fluuid maccue  GUID'oB B
TeKCT. (hopme)
Otnpaska (1) wan npuem (0) out int (01)
Pa3mep nonesHbix AanHbIX (payload) ceteBoro nakera size int64
Wms xocTa, COOTBETCTBYHOLEE YAaneHHoMy IP host string
Tun DNS 3anpoca: 0x1- A, 0x5 — CNAME, 0x1C — AAAA, 0xOF — MX, 0x21- SRV, 0x0C — unsigned
PTR, 0x41 HTTPS. OcTanbHble TMbI 3aNpoCOB BbIBOAATCS KOAOM (2 Gaiira), npumep: | dnsq_t
0x0002
ma xocra u3 DNS-3anpoca dnsq_h string
Cratyc DNS-3anpoca dnsq_s unsigned
Pe3ynbrar DNS-3anpoca dnsq_r string
Naentndpukatop Tpan3akumum DNS-06meHa dns_trx unsigned
ms xocta (server_name) u3 SSL Client Hello coobwexus ssl_h string
YnanenHbiii IP-agpec r_ip string
YnaneHHbli nopt rp unsigned
NokanbHbin IP-agpec Lip string
JlokanbHblii nopt Ip unsigned
®naru ceTeBoro cobiTus netf unsigned
Koz 06HapyxeHus detect unsigned
Tun ICMP-coo6wienus icmp_t unsigned
Koa ICMP-coo6Lienus icmp_c unsigned
WM Xx0CTa B MHANKATOPE KOMNPOMETaLMK loc_h string
Ma xoCTa B CETEBOM MCKTHOYEHNH exclh string
[0/1HOE VM8 UCTIONHAEMOTO MOZYNA MHILMATOPA OnepaLin who string MANGLED
NneHTUGUKATOP HUTU-MHULMATOPA OnepaLun whotid unsigned
CTapToBblit afpec HUTU-UHULMATOPa OnepaLyun whoaddr uinto4
Onarv UCNONHAEMOro MOJYNS-UHULMATOPa OnepaLyu whof uint64
CTeK BbI30BOB ONepaLim trace string

9.3 CoObITHs MOHHTOPHHIA (haH/IOBbIX ONEPALMA

Moatunbl CoObITHIA (St) MOHMTOPUMHTA (haiiNOBbIX ONEpaLMii U UX TEKCTOBbIE OMUCAHUS MpeAcTaBAeHbl B

Tabnuue 20.
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Tabnuua 20 — CoObITMs MOHMTOPHHTA haNOBbIX ONepaLmn

NOTEHLNANIbHO aKTUBHBIM COAEPXNUMbIM

Ko
A Umsa cobbiTns Onucanue
coObiTHA
0 ®aiinbl: Co3aaH HOBbI (haiin Co3paH HOBbI thaitn name
1 ®aiinbl; Gaiin nepenMeHoBaH ®aitn name nepenmeroBaH B fnew
2 Oaitnbl: Yaanen dain YnaneH (aitn name
Y (haiina name [yCTaHOBNEH/CHAT aTPUOYT "CUCTEMHBIA" (€CM NpUCyTCTBYET
Qaiinbl: Y aiina u3meHen atpubyt uan | SyS, sys = 0, 10 cHaT, sys = 1 - ycTaHoBAeH)|, [ycraHoBAeH aTpuoyT
3 BpeMms Co34aHus "ckpbiTblit" (ecam npucytcreyet hdn)], [u3menexo Bpems co3ganus ¢ old_t
Ha new_t (ecnu npucytcrsytot old_t u new_t)]
4 ®aitnbl: [lpyrue o6HapyxeHus* <Onucanue koga detect>
7 Oaitnbl: Gaitn Obin MOAN(ULUPOBAH ®aiin name Obin MOAUGULIPOBAH
8 Oaiinbl: Gaitn Obin NPOYMTaH ®aiin name 0bin NpoyUTaH
1 ®aiinbl: MpaMoit KoCTyn k ToMy Ha ytekne | TPAMOI JOCTYN K AUCKY (TOMyY) name Ha utekue
13 ®aiinbl: MpaMoit LOCTyN Kk TOMy Ha 3anuch | [TPAMON AOCTYN K AUCKY (TOMY) name Ha 3anuch
14 Oaitnbl: Co3AaH MMEHOBaHHbIN KaHan Co3jjaH MMeHOBaHHbI KaHa/ name
15 Daitnbi: llofynioietime K HMeHOBSHHOMY MoaKNtOYEHNE K UMEHOBAHHOMY KaHaNly name
KaHany
16 ®aiinbl: 0GHapyXeHue: foCTyn K daitny [loctyn k thaiiny name
17 ®anbi: - OGHapyxeve: cpa6arb|?aHr|e CpaGarbiBaHue MHAMKATOPa KOMIPOMETaLMK AN (haina name
UHANKATOPa KOMNpOMeTaLun Ana haitna
18 . 06Hapy>Kevai. cpabarLiBanhe CpabatbiBaHue UCKNOYEHUS Ans haitna name
NCKM0YeHns Ana haina
Oainbl: 06HapyxeHue: (hain
19 Knaccu(uumpoBaH Kak BpegoHocHbii (ML | @ain name knaccuduumpoBaH kak BpeAoHoCHbIA (ML Ha arenTe)
Ha areHTe)*
Oaitnbl: 06HapyxeHue: thaiin
20 KNaccuduuupoBaH  kak  BpejoHocHblii | Daitn name knaccuduumposan kak BpeoHoCHbIA (Yara-npasuna)
(Yara-npasuna)*
22 (Dawnb'; Co3pan anbrepHaTBHbiA MOToK Co3naH anbTepHaTMBHbIA NOTOK ANs (haina name
Lng (haitna
23 ®aitnel: Co3fan (ailn ¢ noreHUAanbHO Co3zaH thaitn name C NOTEHLMANbHO aKTUBHBIM COLEPXUMbIM
aTKMBHBIM COLEPXNMbIM
Oainbl:  Moaudpuumposan  aitn ¢ _
24 MoanduumpoBaH (aiin name C NOTEHLMANbHO aKTUBHBIM COAEPXUMbIM

Co6bITHsi, OTMEYEHHbIE 3HAYKOM *, 0TNPABASIOTCA Ha CEepBEp TONbKO B hopMate 06Hapyxenuit (st>50).

Monst coGbITvit MOHUTOPKHIA (hailIOBOM CUCTEMBI NPeACTaBNEHDI B Tabauue 21.

Tabnuua 21 - Mons coObITHIt MOHUTOPHHTA (haNOBON CUCTEMDI

HasHauenne JSON Tun
MosHOE UMS NCNONHSEMOTO MOAYAS-UHULMATOPA OnepaLmuu who string MANGLED
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NneHTudukaTop HUTU-MHILMATOPA ONepaLLMK whotid unsigned
CTapToBbIi AAPEC HUTH-UHULMATOPA ONepaLiyy whoaddr uint64
dnaru UCNOAHSEMOr0 MOAYS-MHULMATOPa OnepaLuu whof uint64
CTek BbI30BOB ONepaLyi trace string
MNonHoe umsa aiina name string MANGLED
Bpems co3panus taitna crtime timestamp
Bpems nocnegnero nsmenexus daina chtime timestamp
Pasmep thaiina fsize int64

Tun thaiina ftype enum
AtpuGyThl thaiina attr unsigned
SHA-1 chaitna sha1l string
MD5 dpaitna md5 string
SHA-256 thaiina sha256 string
IneKTpoHHas noanuch aina sgnr string
Cratyc 3neKTpOHHOI NOANKMCK (aiina sgnr_s enum
OpuruHanbHoe ums aina ofn string
Komnatus-usgatensb haiina fcomp string
Bepcus haitna fver string
Onucaue daina fdesc string
MpoAyKT, K KOTOPOMY OTHOCHTCS (haitn fprod string
®aiin HaxoAuTCA B GeNom cnucke fwhite int (-1
Tun ynakosLmka (haitna pack string
Maiin pacnonoXeH B AMPeKTOPUM aBTO3anycka arun int (-11)
HoBoe ums (aitna fnew string MANGLED
®aiin 6bin 3aMeHeH owrt int (-1)
Bpemsi co3panus (haitna fo u3mMeHeHus atpuoyTos old_t timestamp
Bpems co3nanus thaiina nocne n3meHeHus arpubyros new t timestamp
®aiin cofLepXuT aTpueyT "CKpbITbI" hdn int (01)
Dailn cofepXyT aTpueyT "CUCTEMHBII" sys int (0/1)
Onepays COBEPLUALTCA Haj AbTEPHATUBHBIM MOTOKOM AaHHbIX (hailna ads int (-1)
[Inq yrangemoro haitna 6bina CO3AaHa pe3epBHas KOs save int (-1
Koa 06HapyxeHus detect unsigned
[locTyn Ha yaanenme delete int (-/1)
[locTyn Ha uTeHme read int (/1)
[locTyn Ha MoZMMKaLMIO modify int (-/1)
0GMmeH umeHamu (LocTyneH T0MbKO B Linux) nxchg int (-1

Mons hdn, arun, owrt, sys, ads, save, delete, read n modify moryt npusumartb T01bKO 3HaueHus true

unu false.

PykoBogcrBo ananuuka RT Protect EDR T
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Mone ftype npunumaert cnepyrolme 3Ha4eHns, NpeacTaBaeHHble B Tabnuue 22.

Tabnuua 22 - 3nauenue nons ftype

3HaveHune Onucaxue
2 PE
3 Active content
4 PowerShell script

Ecm Oblno nonyyeHo 3HayeHue, OTCYTCTByHOWEe B Talnuue, 0TOOPaXaercs TOAbKO ero 3HayeHue
(Hanpumep, Tun chaina: 1).

Mone sgnr_s (CTaTyc 31€KTPOHHOR NOANUCK) COOBITUI MOHUTOPUHTA (haliNIOB M NPOLLECCOB MOXET NPUHUMATL
C/1efyIolLMe 3HAYEHNS:

— 0 (Het nognucu);

— 1 (ecTb noanuce);

— 2 (HeM3BeCTHO).

lpumeyanne

9

l. J Cnncok Bcex B0O3MOXHbIX atpuoyToB (hainos ans 0C Windows cogepxurcs B Lokymentalun Microsoft.

9.4 CobbiTns MOHHTOPA Peecipa

Moatunbl COObITHIA (St) MOHUTOPUHIA PEeCTpa U MX TEKCTOBbIE ONUCAHNUS NpejCTaBneHbl B Tabauue 23.

Ta6nuua 23 - Moatunbl COGLITHA MOHMTOPHHTa peecTpa

Kop cobbitus NUmsa coObiTus Onucanue
0 Peectp: Co3nan HoBbii Koy | CO3AaH HOBbI Kntoy key
1 Peectp: YaaneH knioy Ynane knioy key
Peectp: B 3Hauenme knioua | B 3Hauenue val_n kntoya key sanucanbl aannbie val_d (tun: val_t, pasmep:
2 3aNuCaHbl JaHHble val_s)
3 Peectp: - Yaanewo - sHasee Ypnaneno 3xayenue val_n knoua key
K/l0Ya
4 Peectp: Kntou nepeumeroar | Knioy key nepeumeHoBat B new
5 Pee“crp. Kito4 BocCTaKoBAeH 43 Kniou key BoccTaHOBNEH U3 (haitna SKC
(haiina
6 Peecrp: ‘uqHHb'e Kiota [laHHble knroya key 3amMeHeHbl (hainom src
3aMeHeHbl (haitnom
TIRT
PykoBopcTeo aHanutuka RT Protect EDR CRT et o
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https://docs.microsoft.com/en-us/windows/win32/fileio/file-attribute-constants

Kop cobbitus Nmsa coObiTus Onucanue

7 Peectp: ipyrve oGHapyxenns™ | Onucaxme nons detect

Co6bITHsi, OTMEYEHHbIE 3HAYKOM *, 0TNPABASIOTCA HA CEpBEp TONbKO B hopmate 06Hapyxenuit (st>50).

Mons coObITMI MOHUTOPA peecTpa NpeacTaBneHbl B Tabauue 24.

Tabnuua 24 - Mons coObITHIt MOHUTOPHHTA peecTpa

Ha3Hauenue JSON Tun

Mo/1HOE MMS UCTIONHSEMOTO MOAYAS-MHILIATOPA ONepaLiy who string MANGLED
NneHTUGUKATOP HUTU-MHULMATOPA ONepaLun whotid unsigned
CTapTOBbIA AAPEC HUTU-UHULKATOPA ONepaLLMK whoaddr uint64

®naru UCNoNHSEMOro MOAYAA-UHULMATOPa onepaLLui whof uint64

CTek BbI30BOB ONepavLyi trace string

MyTb KNKOYa peecTpa key string

UM 3HaueHus valn string

Tun pawuHbix 3HayeHus: 1 — REG_SZ; 2 — REG_EXPAND_SZ; 3 — REG_BINARY; 4 - unsigned

REG_DWORD; 5 — REG_DWORD_BE; 6 — REG_LINK; 7 — REG_MULTI_SZ; 8 — REG_RES_LIST; 9 | val_t
— REG_FULL_RES_DESC; 10 — REG_RES_REQ_LIST; 11— REG_QWORD

Pa3mep fiaHHbIX 3HAYEHNs val_s unsigned
[laHHble 3HaYeHus val.d string

HoBoe ums Kitoua new string

Ums haitna-ucTouHmKa 3arpyxaemoi B peectp uHthopmaviuu src string MANGLED
Kntou/3HaueHne 0THOCUTCS K KaTeropuu aBTo3anycka asep int (-/1)

Kop o6HapyxeHus detect unsigned

Mone asep npuHumaet 3HayeHue true unu false.

9.5 Cobbimns cucremroro xyprana Windows (ETW)

MoaTvnbl COGLITUIA U X TEKCTOBBIE ONUCAHUS NpefCcTaBNeHbl B Tadnuue 25.

Tabnuua 25 - Mons cobbiTni cuctemHoro xypHana Windows

HasHaueHnue JSON Tun
MogTun coBbitus (Bcerpa = 0) st unsigned
YpoBeHb (B03MOXHO 3HaueHue: Kputuyeckas owmbka = 1, Ownbka = 2, Mpepynpexnaenne = 3, e vl unsigned
NHchopmaums =4, Noapo6Ho = 0 uam 5) )
string
LlononHuTENbHbIE AaHHbIE (BBIBOAATCA B N0Je KapTouku coBbiThi B JSSON-hopmare) eex (OnLMOHabHO)
string
Onucaxue cobbITHs e_msg (onuyoHaNLHO)
PykoBozcTBO aHanutuka RT Protect EDR L Ptect
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Ha3HaueHue

JSON Tun

CoGbitue B dhopmare winlogheat (cm. winlogbeat), asnsercs JSON-06bexTom

winlog JSON-o06bexr

CoObitis (hopmata winlogheat MoryT npuHuMaTh 3HaueHus, npeacTaBaeHHble B Tabuue 26.

Tabnuua 26 — Co6biTHs winlogbeat

Mone Tun PacwudpoBka
winlog.api keyword Tun API
winlog.event_id keyword UnexTudpukatop cobbiTnst

] S unsigned  (uipexkc B Maccuse  GUID'0B) | Wpentudinkatop aeicraus
winlog.activity_id (onuMOHabHO)

' o unsigned  (uugekc B maccuse  GUID'o) | MAeHTMGMKATOp AedicTBUS, KOTOPOMY
winlog.related activity.id (onumoHanbHo) 0bIN10 NepefiaHo ynpaseHune
winlog.computer_name keyword (onuuoHanbHo) Ums komnbloTEpa
winlog.keywords keyword (onuuoHasnbHo) Kniouesble c/10Ba
winlog.channel keyword (onuuoHanbHo) Uma kaHana
winlog.record_id keyword Homepa 3anucu
winlog.opcode keyword (onuuoHanbHo) Koz onepavuu

) _ ) unsigned  (uHpekc B Maccuse  GUID'oB) | Waentudinkatop nposaigepa
winlog.provider_guid (onuAOabHO)

winlog.provider_name

keyword (onuuoHanbHo)

Wms npoBaiinepa

winlog.process.pid

long (onwMoHanbHo)

UneHtudpukatop npouecca

winlog.task

keyword (onuuoHanbHo)

Wms 3agaum

winlog.time_created

date (onumonanbHo) (IS0 8607)

[lata v Bpems Co3aaHus CoObITUS

winlog.process.thread.id

long (onuuoHanbHo)

UneHTndmkatop HUTH

winlog.user.identifier

keyword (onuuoHanbHo)

SID nonb3oBatens

winlog.user.name

keyword (onunoHanbHo)

Mg nonb3oBarens

winlog.event_data

json_object  (onumoHanbHo)  (Habop  nonei
OT/IMYAIOTCH OT MpoBalfepa K nposaigepy, Bce
noAs AOMKHBI UMeTh TUn: keyword)

[Tong cobbiTus

winlog.user_data

json_object  (onuMoHanbHo)  (Habop  nonei
OT/IMYAOTCH OT MpoBalfepa K nposaigepy, Bce
noAs AOMKHbI MMeThb Tin: keyword)

[Tonb3oBatenbckue nons coobbITMS

9.6 CobbiTH MOHHTOPHHIA NPOLIECCOB

MoaTvnbl COBLITUI 1 MX TEKCTOBBIE ONUCAHNS NPeaCcTaBNeHbl B Tadnuue 27.

Ta6nuua 27 - MoaTvnbl COGbITUI MOHUTOPUHIA NPOLECCOB M X TECTOBbIE ONUCAHNA

Kop coObiTns WUmsa cobbiTa Onucanue
0 Mpoueccobl: 3arpy3ka apaisepa 3arpy3ka apaitepa path
PykoBoactBo aHanutika RT Protect EDR L Ptect a7
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https://github.com/elastic/beats/tree/main/winlogbeat
https://ru.wikipedia.org/wiki/ISO_8601

Kopa cobbitus NUmsa coObiTns Onmncaume
s C Crapt npouecca komangon cmdl u3 cpath (cpid), wutb =
1 pouecchl: Crapt npouecca whotid (43 Moayns who)
2 Mpoueccol: 3aBeplueHme npowecca 3aBepLueHue npovecca ¢ KopoM code
3 Mpoweccol: 3arpy3ka 06pa3a Jarpy3ka o6pa3a path
" ' Joctyn k npoueccy tpath (tpid) ¢ npasamu dsrd, {pa3peweto
6 poueccei: flocryn k npoueccy W 3anpeweHo dsrd-grnt}, hutb=whotid (13 mogyns who)
Mpoueccol:  Cosgaume watm B croponnem | Cospanue wutu tid B npouecce tpath (tpid), Hutb = whotid (13
! npouecce mozyns who)
- ﬂpouec*cmz 06HapyxeHue: NoAMEHa KOMaHLHOM MonMeHa KoMaraHoR cTpok ¢ cmdi1 Ha cmdl
CTPOKM
16 flpouecco 06Hap{erue: WSMEHEHHE CHCTEMHON | aveneHme cucremHoi 3awyTbl npovecca ¢ prot Ha prot1
3aWyTbl NpoLecca
Joctyn k wutu tid npouecca tpath (tpid) ¢ npasamu dsrd,
18 Mpoueccsbi: loctyn K HUTH npoviecca {paspeweno WIN 3anpeweno dsrd-grnt}, hutb = whotid (13
mogyns who)
. Mpouecchl: 3arpyska o6pa3a B  CTOpoHHuit | 3arpyska oGpasa path s npouecc tpath (tpid), Hutb = whotid
0 npouecc (3 mogyns who)
23 Mpoweccel: [lpyrie o6HapyxeHus* Onucatue ko detect

Co6bITHsi, OTMEYEHHbIE 3HAYKOM *, 0TNPABASIOTCA HA CEpPBEp TONbKO B hopmate 06Hapyxenuit (st>50).

Mons coGbITUn MOHUTOPUHTA NPOLLECCOB NPE/CTaBEHbI B TabnuLe 28.

Tabnuua 28 - Mons co6biTHI MOHNTOPHHIA NPOLLECCOB

Ha3HaueHue JSON Tun
MoAHOE UMA UCTIOAHSEMOTO MOAYAS—MHHULMATOPA ONepaLuy who string MANGLED
NieHTMMKATOP HUTU—MHULIMATOPA ONepaLiuK whotid unsigned
CTapToBbIA AAPEC HUTU—MHULMATOPA ONepaLiuM whoaddr uint64
®nary UCNoHAEMOr0 MOTYNA—MHULIMATOPA OnepaLui whof uint64
KomaHgHas CTpoKa poauTeNbCKoro npoLecca cmdlp string
KomaHpHas ctpoka npapoautens (grand parent) cmdig string
PaGouuii kaTanor npoLecca wdir string MANGLED
YpoBeHb 3aLyThI POLeCca prot unsigned
YpoBeHb foBepus (integrity level) npouecca integ unsigned
Bpems co3gaHms npovecca when timestamp
unsigned (MHAEKC B Maccuse
YHUKaNbHbIA MZEHTU(UKATOP POAMTENLCKOrO NpoLecca parent GUID-08)
unsigned (MHAEKC B Maccuee
YHuKanbHbIA nAEHTH(MKATOP NpoLecca-co3aarens caller 6UID-08)
WneHTMduKaTop NPoLLeCCca-MHULMaTOpa onepaLm cpid unsigned
MoAHOE MM NPOLIECCa-MHMLMATOPa ONepaLyK cpath string MANGLED
PykoBogcTBO aHautika RT Protect EDR L1 Protect a8
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Ha3HaueHue JSON Tun
Koz 3aBepLuenns npouecca code unsigned
YHUKaNbHbIA MAEHTUMKATOP LeNeBoro npoLecca targ unsigned
MNonHoe UM LeneBoro npoLecca tpath string MANGLED
WnexTuchukaTop Lenesoro npoecca tpid unsigned
®Onarv 06pasa LeneBoro npouecca targf uint64
loBefieHyeCKue NPpU3HaKK LieNieBoro npovecca (nepsas rpynna) trf0 uint64
lNoBeaeHyeCKne Npu3HaKM LLENEBOro npoLecca (BTopas rpynna) trf1 uint64
CTek BbI30BOB ONepaLuu trace string
NonHoe umsa cpaitna o6pasa path string MANGLED
®narv onepavuy 3arpy3ku 06pasa Idf unsigned
Onarv o6pasa imgf uinto4
basoBbiii afipec 06pasa base uint64
Pa3mep o6pa3a isize unsigned
NneHTudukaTop Lenesoi HuTH tid unsigned
Uma mozyna uenesoi HUTU tmod string
UMA yHKLMK LeneBoR HUTH tfunc string
CTapToBbIA aApec LeneBoi HUTK taddr uinto4
®Onaru onepawyu ¢ H1UTbto tf unsigned
3anpalvBaeMble npasa dsrd unsigned (32 6uta)
lpenocTaBneHHble npasa grnt unsigned (32 6uta)
HoBbIt ypoBeHb 3aLuTbl npoLecca prot1 int
HoBas komaHfHas CTpoKa npouecca cmdl1 string
Pasmep thaiina fsize into4
Tun taiina ftype enum
SHA-1 dhaiina sha1 string
MD5 dhaitna md5 string
SHA-256 thaiina sha256 string
InekTpoHHas noanuch (aiina sgnr string
CraTyC 3neKTPOHHOA NOANMCH sgnr_s enum
Tun ynakosLwmka (haitna pack string
Atpu6yTbl haiina attr unsigned
Bpems co3anus daitna crtime timestamp
Bpems nocnepneit 3anucu aiina chtime timestamp
OpuruxanbHoe uma thaina ofn string
Komnatus-usgarens daitna fcomp string
Bepcus haitna fver string
Onucanme aina fdesc string
MpOAYKT, K KOTOPOMY OTHOCHTCS (haitn fprod string
®aiin HaxoAuTCA B "GenoM" cnucke fwhite int (-11)

PykoBopcTeo aHanutuka RT Protect EDR CRT et
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Ha3sHaueHne

JSON

Tun

Kop oGHapyxeHus

detect

unsigned

Mone integ (ypoBeHb f0BEPUA NPOLLECCa) COBITUA MOHUTOPUHIA MPOLLECCOB MOXET MPUHUMATL CReytolLmue

3HayeHus:
— 0 (Her);

— 1 (Hu3Kui);

— 2 (cpeaHuin);

— 3 (BbICOKMIA);

— 4 (cucTeMHbli);

— 5 (3aWLMLLLEHHBIN).

9.7 Co0bITHs MOHHTOPHHIO CHCTEMbI

Moatunbl coBbIThiA (St) MOHUTOPUHTA CUCTEMbI NPEACTaBACHBI B TabAmle 29.

Tabnuua 29 - MoaTnnbl COGLITHA MOHUTOPUHIA CUCTEMDI

Kop cobbitus NUmsa coObiTns Onucanue

0 Cucrema: WMI Co6biTne nogcuctembl WMI
c A Ketb CoObiTve, CBAI3aHHOE C
nctema: Araku Ha Kerber y

1 (TEMA. RTakit Ha RETDeros aTakoi Ha Kerberos
¢ y l3meHeHne  cuctemHoro

2 nctema: M3mMeHeHne CUCTEMHOr0 BpeMeHH BpEMeHH
3 6 CobbiTe, (BfI3aHHOE C

BepLUeHN Thl
3 ABEPLIEHHE PaoO0 3aBepLuennem pabotbl 0C

CoGbiTust MOHUTOPKHTa cucTem ¢ kogom coObitus O (WMI) npepcrasnenbl B Tabnuue 30.

Ta6aunua 30 - MNons moHuTOPHHra cucTeMbl (Kop cobbitus 0)

Ha3Hauenune JSON Tun
WMI: integer
Tun coBbiTus wmi
(co3nanue = 0, ynanenune = 1, n3meHeHue = 2)
WMI: SID nonb3oBarens wmi_sid string
WMI: MpoctpaHcTBo nMeH ns string
WMI: Myt 40 ncnonusemoro aiina exe_path string MANGLED
PykoBoactso aanutika RT Protect EDR L 1 Protect
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Ha3Hauenue JSON Tun
WMI: Ums daiina fname string MANGLED
WMI: Ums chunbtpa coObiTi wmi_nm string
WMI: Crpoka 3anpoca qstr string
WMI: Ums dhaiina ckpunta scrfname string MANGLED
WMI: Tekcr ckpunTa scrixt string
WMI: Ums nctounmka sname string MANGLED
WMI: Nytb wmi_pth string
WMI: SMTP smtp string
WMI: Ounbtp fit string
WMI: Motpebutens cnsm string
WMI: UaeHTudukatop npolecca kaueHTa wmi_clpid unsigned
WMI: YuukanbHblit naeHTMuKaTop npoLecca KnenTa wmi_cluuid int
WMI : Bpems co3naHns npouecca KnnexTa wmi_cltime timestamp (UTC)
WMI: KomaHHas CTpOKa NpoLLecca KNueHTa wmi_clemd| string
WMI: JlokanbHbiit 3anpoc (0 uam 1, no yMonyamio 1) wmi_local int (-1
WMI: UneHTndpukatop co3paHHOro npowecca wmi_crpid unsigned
L. int (MHAekc B Maccue
WMI: YHuKanbHbIit ueHTH(MKATOp CO3AaHHOr0 npotecca | Wmi_cruuid GUID'08)
WMI: Bpems Co34aHHs CO3AaHHONO NPOLeCca wmi_crtime timestamp (UTC)
WMI: KomaHzHas CTpoka CO3AaHHOrO0 npovecca wmi_cremdl string
WMI: Nme MaLLuHbI, BLINOAHUBILEN 3aNpOC wmi_cl string
WMI: FODN matwumHbl, BbINOAHUBLLEH 3aNpoC wmi_clfqdn string
WMI: WUms nonb3oBaTens KAWEHTa, BbIMONHMBLIErO wmi_ust string
3anpoc
WMI: UMa fOMeHa KNMeHTa, BbINONHMBLLEro 3anpoc wmi_dom string
WMI: Nmq BbI3bIBAEMOrO KMeHTa wmi_mthd string

BaxxHo

9
LJd

co3zaqHom npouecce B WMI-3anpoce, COOTBETCTBEHHO, MH(POPMALMA 0 CO3AAHHOM npoLecce Oyaer

OTCYTCTBOBATH B CoObITHM.

flo OC Windows 10 u Windows Server 2019, WMI-npoBaiifiep He npefocTaBAsieT MH(OPMALUIO 0

Mpumep cTpoku co6biTus npescTasneH B Tabauue 31.

PykoBozCTBO aHanutuka RT Protect EDR
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Ta6nuua 31- Cobbitns WMI

c'l;t:’:ﬂ Onucanne
0 [Cucrema] 3apeructpuposan WMI-KoMNOHEHT C BOSMOXHOCTbIO aBTo3anycka no nytv wmi_pth
1 [Cuctema] Ynanen WMI-KOMNOHEHT C BO3MOXHOCTbIO aBTO3anycka no nyt wmi_pth
y) [Cucrema] MogmndpuumpoBan WMI-KOMNOHEHT ¢ BO3MOXHOCTbHO aBT03anycka no nytn wmi_pth

CoObitis cuctemsl ¢ noatunom st:1 (Atakv Ha Kerberos) npeactaBnenbl B Tabnuue 32.

Moamunbl atak (atck) Ha Kerberos npeacrasnenbl B Tabnuue 32:

Tabnuua 32 — Co6biTna Monutopa cucteMbl (Ataku Ha Kerberos)

Kop cobbitus WUms cobbiTns Onmncanme
0 STEAL_OR_FORGE_KERBERQS_TICKETS_TYPE_GOLDEN_TICKET Golden ticket
1 STEAL_OR_FORGE_KERBERQS_TICKETS_TYPE_SILVER_TICKET Silver ticket
2 STEAL_OR_FORGE_KERBEROQS_TICKETS_TYPE_KERBEROASTING Kerberoasting
3 STEAL_OR_FORGE_KERBEROS_TICKETS_TYPE_AS_REP_ROASTING AS-REP roasting

CoObITust MOHMTOPMHTA cucTeMbl ataku Golden ticket npeacrasnenbl B Tabauue 33.

Tabnuua 33 - Mons MonuTopa cuctemol (ataku golden ticket)

Ha3Hauenue JSON Tun
Golden ticket: Mpuuuna goldent_r enum KERBEROS_ATTACK_REASON (integer)
Golden ticket: Uma nonb3oBatens goldent_u string
Golden ticket: Ums pomena goldent_d string
Golden ticket: IP-appec goldent_ip string

CoObiTis MOHMTOPMHIa cucTeMbl aTakm Silver ticket npefcraBneHbl B Tabnuue 34.

Ta6nuua 34 - Monsa moHutopa cuctrembl (ataku silver ticket)

Ha3sHaueHue JSON Tun
Silver ticket: Mpuunna silvert_r enum KERBEROS_ATTACK_REASON (integer)
Silver ticket: Ums nonb3oBatens silvert_u string
Silver ticket: ms gomena silvert_d string
Silver ticket: IP-agpec silvert_ip string

CoGbiTust MOHUTOPKHTa cucTembl ataku Kerberoasting npepcrasnenbl B Tabnuue 35.

La
va
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Tabnuua 35 - Mons MoHutopa cucteMsl (ataka Kerberoasting)

Ha3Hauenue JSON Tun
Kerberoasting: Mpuumxa kerberoasting_r enum KERBEROS_ATTACK_REASON (integer)
Kerberoasting: kerberoasting string
ms nonb3oBatens
Kerberoasting: ms gomeHa kerberoasting_d string
Kerberoasting: IP-agpec kerberoasting_ip string

CoObiTis MOHMTOPMHIa cucTembl ataku AS-REP roasting npeacrasnetbl B Tabnuue 36.

Ta6nuua 36 — Mons moHuTOpMHra cucreMbl (ataka AS-REP roasting)

Ha3HaueHnue JSON Tun
AS-REP roasting: Mpuuusa asreproasting_r enum KERBEROS_ATTACK_REASON (integer)
AS-REP roasting: ma nonb3oBatens asreproasting_u string
AS-REP roasting: Ums fomena asreproasting_d string
AS-REP roasting: IP-agpec asreproasting_ip string

Ta6aunua 37 - Nopgrunsi atak Ha Kerberos B 3aBucumocty ot npuumntbl (enum KERBEROS_ATTACK_REASON)

Kon NUmsa coObiTns Onmncaume
co6bITns
0 KERBEROS_ATTACK_REASON_NO_TGT Otcyrcreyer 3anpoc T6T
lpeBbllweHo Bpems Xu3Hu Ounera,
1 KERBERQS_ATTACK_REASON_LIFETIME_TICKET JCTAHOBAGHHOE TPYTNOBOR NOMMTHKOH
KERBEROS_ATTACK_REASON_WEAK_ENCRYPTION Bosoxia araka, T.k. UCOTb3yercs
2 - - - cnabblit anropuT™ WndpoBaHns
buner 3awmMdpoBaH C NOMOILbK He
3 KERBERQS_ATTACK_REASON_INTEGRITY_FAILED CCCHOHHONO Ki04a
4 KERBERQS_ATTACK_REASON_DOMAINNAME_IS_EMPTY Nws fomeHa He 3ajjaHo
5 KERBEROS_ATTACK_REASON_DOMAINNAME_IS_INVALID HenpasunbHoe ums oMeHa
KERBEROS_ATTACK_REASON_LARGE_COUNT REQUEST T6S bobloe  ~KOMMHECTS0  3anpocos
6 - - - - - - 6unetos TGS co cnabbiM WUdpoBaHUEM

Mpumep onucaxus cobbITUs, CBS3aHHOIO C aTakoi Ha Kerberos, Kak OHO Mpu 00HapYXeHUN 0T00PasmTCA B

[porpamme B nosne Onucanue Tabanupl Ha CTpaHuLe AKTMBHOCTb, NpUBeAEH B Tabuue 38.

Ta6nuua 38 - Mpumepbl onucaxmns atak

Mpuunna

Onucauue

0

[Cucrema] Ataka Golden ticket. Otcyrcrayer 3anpoc TGT. lonb3oBatens: goldent_u@goldent_d, IP-azpec: goldent_ip

PykoBozCTBO aHanutuka RT Protect EDR
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1 [Cncrema] Ataka Silver ticket. Uma gomena He 3apaHo. lonb3oBatens: silvert_u@silvert_d, IP-anpec: silvert_ip

[Cuctema) Ataka Kerberoasting. Bo3moxHa ataka, 1.K. MCNOAb3yeTca cnabbli anroput™ wudposaxus. Nonb3oBarenb:
kerberoasting_u@kerberoasting_d, IP-agpec: kerberoasting_ip

[Cuctema] Araka  AS-REP  roasting. Wcnonb3yercs  cnabblit  anroput™m  WwudpoBanna.  onb3oBatens:
asreproasting_u@asreproasting_d, IP-agpec: asreproasting_ip

CucremHoe Bpemsi u3MeHsieTcs ¢ prev_stime (npedblayliee cucTemMHoe BpeMms) Ha new_stime (HoBoe
CUCTEMHOE BpEMS).

Mone sht coObITHit MOHUTOPHHIA CHCTEMBI MOXET NPUHAMATL CIEAYHOLLME SHAYEHUS COObITHI:

— 1 (wratHoe 3aBepLueHme paboTbl KOMNbIOTEPA);

— 2 (WTaTHbI NEPEX0A KOMbIOTEPA B COCTOSIHUE CHA MM THOepHaLMK);

— 3 (lwTaTHas 0CTaHOBKA areHta).

9.8 CobbiTnsa nosb30BaATEIbCKUX CECCHIA

MoaTvnbl COGLITUIA U X TEKCTOBbIE ONUCAHNS NpeacTaBneHbl B Tadnuue 39.

Ta6nuua 39 - MoaTnnbl COOLITHI NONBb30BATENbCKUX CECCHA

Ko
A Nms cobbiTs Onucanne
co6biTna
3 Co3pnaHue %type% ceccun nonb3osatens sess_dom\sess_usr
1 Ceccuu: Co3paHue nosb30BaTeNbCKON CECCUN .
(sess_id)

c 3 3 3aBeplueHue %type% ceccnu noNb30BaTens
2 eccvn: 3aBeplueHne NoNb30BaTeNbCKON CECCUM sess.dom\sess_usr (sess_id)

Ceccn: Mopknioyenne Kk nonb3osatenbckoit | Mopknovenne k- %typed  ceccm  nonb3osatens
3 ceccuu sess_dom\sess_usr (sess_id)

c 0 3 Otknouenne o1 %type%  ceccum  nonb3oBatens
4 eccvn: OTKNKOYEHME 0T N0Nb30BATE/NbCKOM CECCHN sess_dom\sess.us (sess_id)

c B Buinonxen %type2% Bxop nonb3osatens sess_dom\sess_usr
5 eccvn: BbinonxeH BXoA nonb3oBatens (sess_id)

¢ B Boinonwen  %type2%  Bbix0L  ceccum  nonb3oBarens
6 eccuu: BbinonHeH BbIX0Z4 N0Ab30BaTENS sess_dom\sess. us (sess_id)

c E bnokuposauue %type% ceccnu nosb30BaTens

wn: bnoknpoBanm Wn nonb3oBarens .

7 €CCUA- bIIOKUPOBAHNE CECCAN NONb30BATEN sess_dom\sess_usr (sess_id)

C Pash Pasbnokupoarue  %type%  ceccum  nonb3oBarens
8 eccun: Pas6nokupoBaHHe CeCCN NONbIOBATENT | (occ qomicace yer (sess_id)

Ceccun: M3meHeH cTaTyc yaaneHHoro ynpasnexns | M3MeHeH CTaTyc yAaneHHoro ynpas/ieHus CecCum nosib3osarens
) Ceccuu nonb3oBarens sess_dom\sess_usr (sess_id)

TIRT
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Mpumeyanne

0603HayeHmne %type% 3aMeHsIeTcsl Ha «NoKanbHOW», ecnn TN ceccuu local, B npoTBHOM Cyyae

9
LJd

3aMEHSETCS Ha «AUCTAHLMOHHOIY. 0603HaueHune J%otype2% 3aMeHACTCS Ha «N0Ka/bHbI», €CMU TUN

ceccun local, nHaye 3aMeHAETCA HA «AUCTAHLUOHHDI.

lNapamertp sess_opt (TVII'I JNCTAHLUOHHOTO yI'IpaBﬂeHVIFI) MOXeT NPUHUMATL OLHO U3 3HAYEHMI, YKA3aHHbIX

B Ta0nuue 40.

Ta6anua 40 - Tunbl AUCTAHLMOHHOTO YNPaBAEHNS

3HaveHune Onucanue

0 [MCTaHLMOHHOE yNpaBAeHHE OTKNKYEHO

1 Monb30BaTENb UMEET NO/HbIA KOHTPO/Ib HAZ CEaHCOM NOMIb30BATENS C Pa3PeLLeHUs I0KAIbHOr0 N0/b30BaTeENS

2 Monb3oBarenb UMeeT NOMHbIA KOHTPOAb HAJ CEAaHCOM NONb30BaTeNs, paspelleHne N0KanbHOro Noib30BaTens He
Tpebyercs

3 Monb3oBarenb MOXET NMPOCMATPUBaThb CEAHC YAANEHHO C PA3pELUeHNs NOKANbHOro N0Ab30BaTens, yhaneHHbli
N0/1b30BATENb HE MOXET aKTUBHO YNPaBASTH CEAHCOM

4 Monb30BaTeNb MOXET YAANEHHO NPOCMATPUBATL CEAHC, HO HE MOXET aKTMBHO YNpaBAATb CEAHCOM, pa3peLleHue
NOKaNbHOr0 N0b30BaTeNs He Tpebyercs

Mapamerp sess_proto (Tun 4UCTAHLMOHHOTO yNpaBAeHUs) NPUHUMAET CIEAYHOLLME 3HAYEHNS:
— 0 (koHconbHag ceccus);
— 2 (RDP-ceccus).

Mons COObITUI MOHUTOPUHTA CeCCHit NpefCcTaBeHbl B Tadnuue 41.

Ta6nuua 41 - Mona MmoHnTOpMHra ceccui

Ha3HaueHue JSON Tun
NokanbHas ceccus local int (011)
Homep ceccun sess_id unsigned
TUN AUCTaHUMOHHOTO yIpaBAEHNS sess_opt unsigned (onuuoxanbHo
Tun ceccum sess_proto unsigned (onLMoHanbHo)
UM$ OKOHHOW CTAHLMM win_stn string (onunoHanbHo)
Uma knuenTa sess_cl string (onumMoHanbHo)
IP-agpec KnnexTa sess_claddr string (onunoHanbHo)
Wms nonb3oBatens sess_usr string (onuuoHanbHo)
M5 JoMeHa/komnbloTepa sess_dom string (onuuoHanbHo)

PykoBopcTeo aHanutuka RT Protect EDR CRT et o

Bepcus 1.0.24 or 14 okra6ps 2024




9.9 CoObiTnsi MOHMTOPA BbI30BOB

Moatvnbl cOBbITMIn MOHNTOPA BbI30BOB NPe/ICTaB/eHbI B Tabauiie 42.

Ta6nuua 42 - Moatunbl cobbITMIA MOHMTOPA BbI3OBOB

Kop cobbitna | UMa coObitua Onucauue

0 Bbizosbl: RPC | RPC (remote procedure call)

CoObiTis MOHMTOPa BbI30BOB (RPC-BbI30BbI) NpeacTaBieHbl B TaduLe 43.

Ta6nuua 43 - Monsa moHuTopa BbI30BOB (RPC BbI3OBDI)

HasHauenne JSON Tun
RPC: UUID nTepdeiica rpc_id unsigned (urexc B maccuse GUID-08)
RPC: Homep npouegypbl rpc_opnum unsigned
RPC: Ums npouepypb! rpc_opname string (onuuoHanbHo)
RPC: Mpotokon rpc_proto unsigned (onwMoHabHO)
RPC: CepBuc ayTeHTUGMKaLMM rpc_authsve unsigned (onwmuoHanbHo)
RPC: KoneuHas Touka endp string (onumoHabHo)
RPC: CeteBoit afpec n_addr string (onunoHanbHo)
RPC: YHuKa/bHbiil WGEHTU(UKATOP NPOLIECCA KIEHTa c_uuid unsigned (uxpekc B Maccuse GUID-0B)
RPC: PID npouecca knueHTa c_pid integer
RPC: Ucnonnsiemblit haiin npoLecca knuenTa c_path string MANGLED
RPC: Y y . unsigned (unaekc B maccuse GUID-oB)
- YHUKa/bHbIA MAEHTUGMKATOP NpoLecca cepeepa s_uuid (onuyoHansHo)
RPC: PID npouecca cepaepa s_pid integer (onuuoHabHo)
RPC: Wcnonnsiemsiit haiin npouecca cepeepa s_path string MANGLED (onunonanbHo)
Mone rpc_proto NPUHUMAET CAIYIollMe SHAYEHNS:
1-TCP;
2 — Named Pipes;
3 - LRPC;
4 — HTTP.
Mone rpc_authsve npuHnMaet ciegyrolLme 3Ha4eHns:
0x09 - Negotiate;
0x0A — NTLM;
0x0E — SChannel;
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0x10 — Kerberos;

0x14 - Kernel.

B none Onucanme 1abauupl COObITMI Ha CTpaHuue AKTMBHOCTb, eciu n_addr nycroi wam He 3afaH,
BbIBOANTCS COOOLLEHNE B BUAE:

[Bbi30BbI] powecc ¢_path (c_pid) Bbinonnun yaanenHbIit BbI30B npoueaypsl endp no untepdeicy rpc_id
npouecce s_path (s_pid).

Ecan n_addr 3agaH, T0ra BbIBOANTCA COOOLLEHUE B BUAE:

[Bbi30BbI] Mpouecc ¢_path (c_pid) BbinonHun yaanenHslit BbI30B npoueaypbl n_addr:endp no uutepdeicy

rpc_id B npouecce s_path (s_pid).

9.10 Cobbins anti-ransomware-Mogyns

Moatvnbl COGLITUIA 1 MX TEKCTOBBIE OMUCAHNS NpeacTaBeHbl B Tadnuue 44.

Tabnuua 44 - Moatnnbl co6biTMA antiransomware-mogyns

Kop coObitna WUms cobbiTHA Onuncaume
0 3awura  cainos:  3a6n0KMPOBAH  BPEAOHOCHBIIA 38670KHDOBaH BPEIOHOCHSI MPOLIECC
npouecc
1 Co3naHa pesepaHad konua (haiina Co3pana pesepBHas konua daina name

Monst coGbITvit MOAYNS 3aLLUTHI OT BUPYCOB-LUN(IPOBANBLLMKOB NpeACTaBAeHbl B Tabuue 45.

Tabnuua 45 - Mons coObiThil anti-ransomware mogyns

HasHaueHune JSON Tun
KonmyecTBo 0TKpbITHi/CO3AaHMI (haiinoB € NOCAeayHOLMMI 06PALLEHUSAMM K HIM cf_ac unsigned
KonnuectBo 0TKpbITbIX (haiinoB U3 3alliuiLaeMblx KaTanoros cf_oc unsigned
KonnyectBo co3aaHHbIX NpoLLeccom (hainos NoCAE aKTUBALLUM MOHUTOPUHTA cf_cc unsigned
KonnuectBo yaanénHbIx (haiiNoB B 3aLMLLAEMbIX KaTaorax si_dc unsigned
KonnuectBo nepenmeHoBaHHbIX (haiiNoB B 3aLlMLLAEMbIX KaTanorax si_rc unsigned
KonnuectBo nepemelLéHHbIX (haitN0B B 3aLLMLLaEMble KaTanoru si_mi unsigned
Konnuectso nepemelLiéHHbIX (haiinoB 13 3allMILAaEMbIX KaTanoros si_mo unsigned
KonnuectBo baiinoB U3 3alliMiLaeMblX KaTanoros, KOTOPbIE TObKO YuTanm ro_fc unsigned
Konnyecto (ainos U3 3aLLMLLAEMbIX KATaNoroB, B KOTOPbIE TONLKO NUCaNM wo_fc unsigned
KonuuectBo baiinoB u3 3alluiLaeMblX KaTanoros, KOTOpbIe YUTaaM U NUCanm rw_fc unsigned
CpepHee 3HaueHuil haiiNnoBOA IHTPOMUM MO YTEHMIO pr_re unsigned
Cpeptee 3HaueHui (haitnoBOi FHTPOMMM MO 3aNUCH pr.we unsigned
PykoBoactso aanutika RT Protect EDR L Ptect o7

Bepcus 1.0.24 or 14 okra6ps 2024




Ha3Hauenue JSON Tun
MpaBuno 610KMPOBKYM NpoLecca pr_lr unsigned
Peakitst MOAYNA HA MAEHTU(IMKALMIO LWNGPOBASBLLIMKA pr_ra unsigned
Konuuecto aiinos ¢ HapyLWeHHOR LENOCTHOCTbHO a_fcc unsigned
KonnuectBo (aitnos ¢ NpeBbILIEHHOM IHTPONMEN a_eoc unsigned
KonnuectBo pacLumpennit (haiinos, U3 KOTOPbIX YUTaNM exrac_ unsigned
KonnyecTtso paciunpenuit haiinos, B KOTOPbIe NUCaM exwac_ unsigned
Konn4ectBo yHUKaNbHbIX paclumpenni haitnos, U3 KOTOPbIX TOAbKO YUTaM exurac unsigned
Konnyecto yHuKanbHbIX paciluupennit ainos, B KOTOPbIE TOAbKO NUCANM exuwac unsigned
Kateropuu thaitnoB, K KOTOPbIM OCYLLECTBASACS JOCTYN gf am unsigned
Kateropuu thaitnoB, U3 KOTOpbIX IPOU3BOAMNOCH YTEHNE gf_rm unsigned
Kateropuu (haitnoB, B KOTOpbIE NPOM3BOANAOCH 3aMKCH gf_wm unsigned
Kateropuu thaitnos, kotopble yAansnuch gf_dm unsigned

butoBas Macka rpynnbl pannos:
1) but 0 — ocTanbHble;

2) buT 1 - fOKyMeHTbI;

3) but 2 — OKYMEHTbI TEKCTOBOTO popmara;
4) buT 3 — 3neKTPOHHbIE TabAunLpbI;
5) but 4 - npe3eHTaumu;

6) but 5 — apxuBel;

7) but 6 — n306paxeHnus;

8) but 7 - Bupeo;

9) but 8 — ncnonxsemble MOZyNM;
10) but 9 — ucxoaHble KoApl;

11) but 10 — ckpunrbl;

12) but 11 - ayauo;

13) but 12 — 6a3bl AaHHbIX;

14) but 13 - (haitnbl-KOHTEAHEPbI.
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9.11 Cobbitns mogyns koxtpons USB
Tun coObitus — Kontponb USB (t:9 B DSL). MoaTvnbl coObITwit (St) 1 X TEKCTOBbIE ONUCaHNS NPEACTABNEHDI

B Tabnuue 46.

Tabnuua 46 - Moatnnbl cobbiTMit MOAYNS KoHTponsa USB

Ko
A Nms cobbiTna Onucanmne
co6biTus
0 Ycrpoiicteo USB noakntoueHo Noaxkntouero ycrpoiicto usb_mr ush_pt MI_usb_mi
1 Yctpoiicteo USB otkntoueHo OtknoueHo yctpoitcTeo ush_mr ush_pt Ml_usb_mi
] 3abnokupoBaHo uteHue C ycTpoictBa ush_mr ush_pt
2 atukKcupoBaHa 3anpeLeHHas NonbiTka YTeHus MI_usb_mi
3 3abnokupoBaHa 3anucb Ha yctpoicTBo ush_mr ush_pt
3 auKCMpOBaHa 3anpelL,eHHas NonbiTKa 3anucu MI_usb_mi
p 3adMKCMpOBAHA 3anpelLeHHas NonbiTka BbINOAHeHUs | 3a0N10KMPOBAHO KOH(UTypupoBaHue ycTpoicTea ush_mr
yNpaBASIoLLEro 3anpoca ush_pt MI_usb_mi
3aduKcupoBaHa  3anpelyeHHas nombiTka 3anycka | 3a0/10KMPOBaH 3anyck ucnonHsemoro daitna ush_exec ¢
J UCNONHAEMOr0 KOa Hakonutens ush_mr ush_pt
c | ush_mr usb_pt usb_mi : npountano ush_cr 6aiit, 3anucano
6 TaTUCTUKA YTEHUS/3aMUCH IaHHbIX ush_ew Gair

Mons coObituit Mogyns kKoHTpons USB yka3aHbl B Tabnuue 48.

Ta6aunua 47 - CobbiTus Moayns koHtpons USB

Ha3Hauenue Tun JSON
Tun KoHTPOAMPYEMOro yCTPOiCTBa uint8 ush_dt
Knacc ycrpoitctea USB uint8 ush_dc
Mopknacc ycrpoiictea USB uint8 ush_dsc
Unextucpukatop npoussoputens (VID) uint16 ush_vid
Naentudpukatop npogykra (PID) uint16 ush_pid
Homep untepdeitca (MI) uint8 ush_mi
CepuitHblit HOMep yCTpoICTBA string ush_sn
HanmeHoBaHue npou3soguTens string ush_mr
HaumeHoBaHue npogykra string ush_pt
Uma mogyna, KOTOPbIA ObiN 3anyLLEH C HoCuTeNs string ush_exec
KonnyectBo npoumnTaHHbIx 6ainToB uint64 ush_cr
Kosuecto 3anucaxHbix 0anTos uint64 ush_cw
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06uiee KOMMYECTBO NPOUNTAHHbIX 6AATOB uint64 ush_tr

061,ee KoNMYeCTBO 3anuCcaHHbIX 0aiiToB uint64 ush_tw

9.12 Colbitnsa crarcTnim

Mons coGbITMI CTaTUCTUKM YKa3aHbl B Tabnuue 48.

Ta6nuua 48 — CoObITHA CTATUCTUKM

Ha3HaueHue Tun JSON
3arpy3ka npoueccopa unsigned cpu_load
3arpy3ka namamm unsigned mem_load
KonuyecTso npoueccos unsigned processes
Konnuectso Hutei unsigned threads
KosnuectBo OTKpbITbIX ONucaTened unsigned handles
006beM NpoYMTAHHBIX C ANCKA AaHHbIX B | int64 disk_read
CekyHay
06beM 3anMCaHHbIX HA AMCK AaHHbIX B | int64 disk_write
CeKyHay
06bem nepeaHHbIX AaHHBIX MO CeTH B | int64 net_send
CeKyHay
06beM NpUHATBIX LaHHbIX MO CeT B | int64 net_recv
CekyHay
Bpems perucrpaumu coboituit (UTC) timestamp time
BpemeHHas 30Ha string timezone
MpusHak Haxoxzaenus B pexume network | int(0/1) net_locked
containment
06Lee KoMM4eCTBO CETEBbIX COeAMHERHIn | unsigned connections
CoctosHue  cpyHkumit  3awmtel (0 — | int(0/1) disabled
BK/HOYEHDI, 1 — BbIKNHOYEHDI)

Bpems nocnesHero 00HOB/IEHMS | json_object config_time
aHaMTUKK N0 Habopam

lpuyuHa 3aBepLuenus padorl unsigned shutdown
MaponbHas 3awmta ot yaanenus arewta (1 | int(0/1) protect

— BK/to4eHa, 0 —BbIKNKYEHa)
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KonnyectBo cucTeMHbIX 0WwuGoK unsigned sys_errs
KonnyecTBo npuknagHbIx owmnbok unsigned app_errs
MakcumanbHas — CKOpOCTb  0TnpaBku | unsigned netlimit
co6biTuit (KGu/cek)

lone shutdown mMoxet npuHumath cnepyrolne 3HavyeHna:

1) 0 — areHT paboTaert B LUTATHOM PEXH1ME;

2) 1- wraTHoe 3aBepLueHue paboTbl KOMMbHOTEPA;

3) 2 — wraTHbI/ Nepexo/, KOMNbIOTEPA B COCTOAHUE CHA WNN THGEPHALUK;

4) 3 - WrarHas 0CTaHOBKa areHTa.

DSL-3anpockl no cratuctuke cpabatbiBator, ecin B none MCTOUHMK coObITHA Ha CTpaHuLe AKTMBHOCTb

BbIOPaH MCTOYHMK CTaTMCTHKA.

9.13 burosbie ghnarn

butosbie hnaru ceteBoro cobitis (netf) n paclumdpoBku anq HUX NpeacTaBneHbl B Tabauue 49.

Ta6nuua 49 - ®naru ceteBoro cobbiTus

HaumeHoBanue dnara

PacwudpoBka

EndpointWhiteListed

LloBepeHHbIi IHANOAHT

RequestDomainNameWhiteListed

JloBepeHHoe 3anpallBaeMoe IOMeHHoe UM

butosble hnaru ucnonnsemoro caina npowecca (exclf) n pacmdposku ans HUX NpeacTaBneHbl B Tabauue

50.

Tabnuua 50 — ®naru ucnonHsemoro channa npouecca

HaumeHoBaHue chnara Pacwudpoeka
DontSuppressEvents 3anper NpUHYLUTENLHOTO NOAABAEHNA COOLITUS
TaskSheduler MnaHupoBLLMK 3aaau
AllowCodelnjection Pa3pelwenne BHeLpeHns Koga B CTOPOHHUE NPOrpaMMbl
AllowWrite Pa3pelueHue 3anucu NamaTi CTOPOHHUX NPOrpamMM
Rundl32 DLL-xoct rundlI32
PowerShell WHtepnpetatop powershell
Cmd KomaHzHblit uHTepnperatop cmd
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MsiExec YCTaHOBUMK NPpOrpaMMbl msiexec
Explorer MpoBoaHuk explorer

CsS KpuTMyeckuit CUCTEMHbIH KOMNOHEHT
MsHta Xoct HTML-npunoxenuit mshta
Svchost Xocr cnyx6 svchost

Lsass CicteMHblit KOMMOHeHT LSASS

AllowControlRead

Pa3pemeHme YTEeHUA NaMATU CTOPOHHUX NPOrPamMMm 1 ynpaBneHUS UMU

Prefetcher

Cnyxo6a Prefetcher-a Windows

ControlPanel

Maxens ynpasnenuns Windows

ScriptEngine CKpunTOBbIA ABUXOK

ImageWow64 KomnoHeHT umeet 32-x GUTHYH0 1 64-X OUTHYH BEPCHIO
HostProcess Xocr-npouecc

WhoAml Yiunura whoami

Csrss CucteMHbli kKomnoHeHT CSRSS

TCB MakcumanbHoe foBepue

NTDLL Cuctemnas 6u6auotexa NTDLL

Vssadmin Yiunuta ynpaBnenus pe3epBHbIM KONMpoBaHueM vssadmin
Wmic YInauTta aiMUHUCTPUPOBAHUS WiC

Wbadmin Yrunuta agmuHuctpupoBanus whadmin

BcdEdit Yiunuta ynpasnenus napametpamu 3arpy3ku BCDEdit
DiskShadow Yiunuta ynpasnenus pesepsHbiM konuposaxuem Diskshadow
Icacls Yiunuta ynpasnenus npasamu goctyna K haitnam iCACLS
PsExec Yiunuta yaaneHHoro agMuHCTpUpoBanus PsExec
VerifyTrust MoaTBEPXAEHUE NO INEKTPOHHOM NOANNCH

SkipAllEvents Uckntoyenne Bcedt TenemeTpun

Browser bpay3ep

Office OchucHas nporpamma

AllowDirectDiskWrite

Pa3peLueH|/|e npamoro foctyna K aucky ang 3anucu

AlowDirectDiskRead

PaspeLueHne npsmoro JoCTyna K IMCKy NS YTeHus

CSSFriendly MpaBo B3aUMOAENCTBUA C KPUTUYECKUMYU CUCTEMHBIMUM NPOTPAMMaMKt

SkipInboundNetEvents WckntoueHne u3 TeemMerTpumn HCXoAALLMX CeTeBbIX COBLITI

SkipFsEvents Uckntouenne u3 Tenemetpun (hainnosbix COObITHI

SkipRegEvents WUckntouenne u3 enemerpuu coObitiit peectpa Windows

AVEngine AHTMBMPYCHbII KOMMOHEHT

SkipPmEvents Uckntoyenue u3 TenemMeTpun coObITHIE NOBEAEHNS

Verclsid Yrunura Verclsid

Regsvr32 Yunura Regsvr32

FsUtil Yrunura FsUtil

TrustedDotNet .NET-KomnoHeHTbI, KOTOPbIM €CTb l0BEpHE

CMSTP Ycranosumk npodpunei meHepxepa noakntouenuis Windows
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WmiPrvSE Xoct WMI

InstallUtil Yiunura ycranosku INF-(aitnos

Odbcconf Yiunuta koHcurypaumn 0DBC

DismHost Komnonent DismHost

KnownDlII W3BectHas DLL

DotNetNativelmage HatusHas Bepcus .NET-cGopku

KernelDII Cnctemnas onéanoteka KERNEL32 nnu KERNELBASE
SupressFSChecks Uckniouenne aHann3a (hainoBoil aKTUBHOCTH
RegAsm Ytunuta peructpauum .NET-cGopku
SupressNetChecks UcknioueHne aHann3a CeTeBOM aKTMBHOCTH
Mmc Konconb ynpasnenms Windows
SupressloaMatch UcknioueHne MaTynHra MHANKATOPOB aTak
Hh Mpocmotpuik chm-aiinos

butosble hnarv onepawuv 3arpy3ku 06pa3a (Idf) u pacmdpoBku ans HUX NpeacTaBneHbl B Tabauue 51.

Tabnuua 51 - ®narn onepayuu 3arpyskn obpasa

HaumeHoBanue thnara PacwmdpoBka
ImageScriptEng CKpunTOBbIN ABUXOK
ImageRenamed lNepenmenoBanHbIi 00pa3
ImageManaged Ynpasnsemblit 00pa3
ImageRandomName Wms 06pa3a noxoxe Ha Cy4aiHyo NOCNE[0BATENbHOCTb 3HAKOB
ImageRemap 006pas3 3arpyxaetcs NOBTOPHO
Imagelnjected 06pa3 BHEAPEH CTOPOHHUM NPOLLECCOM
ImageTransacted Ha (haitne 00pa3a fencrsyer Tpan3akuusa GC
ImageUnsigned 06pa3 He umeet BCTpoenHoi I
ImageSigned 06pa3 umeert BcTpoeHHyto I
ImageSyntheticLoad CuHTeTHyeckoe cobbitue
ImageSigningPropsAvailable Umeetcs undpopmaums 06 I, nonyyeHHas o1 CUCTEMbI
ImageWhiteListed [losepeHHblit 06pas3
ImageDeleted Oaitn 00pasa yLaneH
ImagePostModified ®aitn 00pa3a MOAM(ULIMPOBAH NOC/E NPOELUPOBAHNS

butoBble aaru noBefeHueCKux NpU3Hakos npouecca nepsoi rpynnbl (rf0) u pacwndpoBkn Ans HuX

npefcTaBeHbl B Tabnuue 52.
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Tabnuua 52 — ®narn noBefeHuECKNX NPU3HAKOB NpoLecca (nepeas rpynna)

HanmeHoBaHue chnara

PacwudppoBka

ProcHiveRoot

[ naBHblii NPOLECC rpynnbl

Wow64 32-x GuTHbII npoLiecc B 64-x OUTHOR CucTeme
Native JloBepeHHbIii npouecc

Synthetic CoBbiTHe co3fanua npoLecca CUHTE3MPOBaHO
Managed .NET-npouecc

RunWithUAC UAC-npouecc

DroppedByParent Mpouecc co3pfan poauTeNb it 3anycrua
LaterStage OcHOBHbI® CUCTEMHbIE MOJIYAM 3arPyXeHb
IsInjected API-BbI30BbI NPOLLECCA KOHTPONMPYHOTCS

FromExplorer

B uenouke poautenei ectb EXPLORER

SuspiciousDirectory

Katanor 3anycka: RECYCLER, System Volume Information n 1.n.

HiddenDirectory

Katanor 3anycka: CKpbITbIil

FromiInet

Ucnonusiemblit haitn 3arpyxet u3 Muteptera

TempDirectory

Katanor 3anycka: BpeMeHHbIil

SystemTempDirectory

Katanor 3anycKa: CUCTEMHbII BpeMeHHbIi

NetworkDirectory

Katanor 3anycka: ceteBoi nytb

RemovableMedia

Katanor 3anycka: CbeMHblii HocuTeNnb

AutorunDirectory

Katanor 3anycka: aBro3anyck

SystemDirectory

Katanor 3anycka: CUCTeMHbIil

ProgramFilesDirectory

Katanor 3anycka: Program Files

NetMalwareSignature

CpabatbiBaHue UK B ceteBoM Tpadhuke: curxarypa

BlacklistedNetworkAccess

MonbiTka 06paLLeHms No CeTH K 3a010KnPOBaHHbIM IP-afpecam/LOMEHHbIM UMEHAM

NetworkServer lpocnywunsaxue ceteBoro nopta kpome loopback
NetworkAccess CereBoit 00meH (kpome loopback)

LoopbackAccess CeteBoe B3anmopeictaue no loopback

RawSocketUse cnonb30BaHKe raw-CoKeToB

NetlOC CpabatbiBanue UK B ceteBom Tpachuke: IP-agpec/soMeHHOe nms

NtAllocateVirtualMemory

Bbinenexue namsiTu B CTOPOHHEM npoLiecce

NtAllocateVirtualMemoryEx

BbineneHe namsTi B CTOPOHHEM npoueccelpaclumpenHoe

NtDeviceloControlFile

B3aumopeitcteue ¢ apaiBepamu

NtGetContextThread MonyyeHne KOHTEKCTA HUTH CTOPOHHEro NpoLecca
NtMapViewOfSection MpoewypoBaxue CeKLMM B CTOPOHHHUIA NpoLecc
NtMapViewOfSectionEx lpoeumnpoBaHme CeKwMM B CTOPOHHMIA NpoLecclpaciunpentoe
NtProtectVirtualMemory U3meHeHune aTpuOYTOB 3aLLMUTbI NAMATH CTOPOHHETO NPOLECCa

NtQueryInformationThread

MonyyeHune MH(OPMaLIMM 0 HUTM CTOPOHHEr0 NpoLiecca

NtQueueApcThread

OtnpaBka APC-HUTHM CTOPOHHErO NpoLecca

NtQueueApcThreadEx

Otnpaska APC-HUTH CTOPOHHEr0 NpoLeccalpaciumpenHas
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NtReadVirtualMemory UteHmne namaTi CTOPOHHEro npoLecca

NtResumeThread Bo306HoBNEHME PabOThI HUTH CTOPOHHEr0 NpoLecca
NtSetContextThread YCTaHOBKa KOHTEKCTa HUTM CTOPOHHETO NpoLiecca
NtSetInformationProcess Ynpanieue CTOpOHHUM NpoLeccom

NtSetInformationThread YnpassieHne HUTbH0 CTOPOHHETO MpoLLecca

NtSuspendThread MpuoctaHoBKa paboTbl HUTM CTOPOHHETO NpoLecca
NtUnmapViewOfSection (OTMeHa NpoeKLyK CeKLMM CTOPOHHEro npoLecca
NtUnmapViewOfSectionEx (OTMeHa npoeKLyI CeKLyn CTOPOHHEro npoveccalpaciumpexHas
NtWriteVirtualMemory 3anucb namsTH CTOPOHHEr0 Npovecca

Tampering [pUMeHeHe TEXHUK NOAMEHbI UCNOJTHSEMbIX 00pa30B
PostModified UcnonHaemblit ain MOZUGULMPOBAH NOCNE NPOELNUPOBAHUS
Deleted Ucnonusiemblit haitn yaanex

Renamed Ucnonnsemblit aiin nepeumeHoBax

FromServices B uenouke poauteneit ectb gncnetyep cayxo

FromBrowser B uenouke poguteneit ectb Gpay3sep

FromOffice B uenouke poauteneit ectb oucHas nporpaMmma

Protected 3aLLMLLEeHHbI npoLecc

Transacted TpaH3akums Ha ucnonHsemom (aine

Trustlet U30n1poBaHHbIi NpoLecc

WhiteListed W3BeCTHbIN NeranbHbli

Trusted Moanuca

Untrusted He nognuca

Elevated MoBbILEHHbIE NPUBUAETUH

PrelnitialUpdate CoObITHe npepwecTBOBaN0 NEPBUYHOMY OGHOBNEHUIO aHANUTUKN

butoBble (hnaru noBefeHYeckux Npu3HakoB npouecca Bropoi rpynnbl (rf1) U pacumdpoBku ANs HuX

npeacraBneHbl B Tabnuue 53.

Tabnuua 53 — dnarn noBefeHYECKUX NPU3HAKOB NPOLLECCa BTOPOI rPynnbl

HaumeHoBanue (hnara Pacwmdposka
RegSecurityModify Moandukauua security 3nemeHToB peectpa
RegStorePE 3anuch NOTEHLMANbHOTO UCMOHAGMOTO (aitna B peecTp
InstallService Peructpauns cnyx6bl B peectpe
RegAsepModify MoancukaLus Touek aBro3anycka peectpa
MsHtaRun 3anyck yuauTbl mshta
Regsvr32Run Janyck yruauTbl regsvr32
VerclsidRun 3anyck ytuauTbl verclsid
SystemRestoreDisable BbikntoueHne MexaHu3Ma BOCCTAHOBIEHUS CUCTEMDI
IcaclsRun Janyck icacls
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HhRun 3anyck npocmorpumka chm-thaitnos

PsExecRun Janyck psexec

PowerShellRun Janyck powershell

CmdScriptRun 3anyck cmd /c

TaskManage Janyck nnaHMpoBLYMKa 3a4ay ¢ napameTpamu /create uam /change
MsiExecRun 3anyck msiexec

RundlI32Run 3anyck rundlI32

ScriptRun 3anyck CKpuNTOBOrO MHTEpPNpeTaTopa

WhoAmIRun BbinosHenmne komaugbl whoami

ShellCodeExec

Bbinonnenue shell-kopa

ContainsManagedCode

Copepxut .NET-kop,

MapRemoteVieW ﬂpoeLI,MpOBaHVIe 06paBa B CTOpOHHMﬁ npouecc
Dospoofparen”d ﬂOJJ,MeHa poautena ﬂo“lepHeMy I'IpOLl,eccy
CreateRemoteThread C03ﬂ,aHMe HUTK B CTOPOHHEM NpoLecce

CmdLineTampering

MogMeHa KOMaHAHOM CTPOKM

OpenThread

OTKpbITHE CTOPOHHEH HUTH

OpenProcess

OTKpbITME CTOPOHHETO NpoLiecca

ControlPanelRun

Janyck nanenu ynpasnexus Windows

CMSTPRun 3anyck ycTaHoBLLMKa npothnned ancneryepa nogkatoueHuis Windows
InstallUtilRun Janyck ycraHosLumka INF-thaitnos

0dbcconfRun Janyck yuauTbl agmuHuctpuposanns 0DBC

RegAsmRun Janyck yruautol peructpauun .NET-cOopok

MmcRun 3anyck koHconu ynpasnenns Windows

Unprotected HewTaTHo yMeHbLUIEH YPOBEHb 3aLLMTHI

ProtectionElevated

HewTaTtHo YBE/NYEH YPOBEHD 3aLLUTbI

HasRemoteView Copepxut CNpoeLMpoBaHHbIii n3BHE 00pa3
Tampered MoameHew 06pa3 ucnonxgemoro daina
HasRemoteThread CoLepXuT HUTb, CO3AAHHYI0 U3BHE
ThreadOpen OTKpbITME HUTM MPOLLECCA U3BHE
ProcessOpen OTKpbITHE NpoLIECCa U3BHE

MemoryWritten MamaTb NpoLecca 3anucaHa n3sHe
MemoryRead Mamsatb npoLecca NpoymnTaHa U3BHe

MemoryMadeExecutable

Yyactok namsitn npotecca n3BHE 0TMEYEH Kak NCNOJHAEMbIN KOA

SpoofParentld MoameHeH poauTenbCkui npouecc
RegisterTask Co3panue (haiinos B katasore 3afay
SetAutorun Co3panwe aitnos B katanore aBTo3anycka

CreateMofFile

Co3panue *.mof-cpainos B katanore WMI

ReadSystemPEFile

YTeHne CUCTEMHbIX UCNONHSEMbIX (haiiNoB, He CBA3AHHOE C MX 3aMyCKOM

WriteExeFile

3anucb B ucnonHsemble dainbl

NamedPipeClient

KnueHT MMeHOBAHHOT0 KaHana
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FileNameHasStreamComponent

B uMeHw ucnonHsiemoro daiina npucyTcTByeT KOMNOHeHT ntfs-notoka

UnusualExeFileExtension

Wms ucnonHsemoro ¢)aﬁna UMEET HeTUN4Hoe paclunperune

RandomFileName

Cnyyaithoe ums cpaiina

NamedPipeServer

CepBep UMEHOBAHHOr0 KaHana

CreateExeFile

Co3paHue (haiinos C NOTEHLMANbHO AKTUBHBIM COLEPXMMbIM

butosblit pnar Huw (tf) nmeert TonbKo oaHO HaumeHoBaHKe Float ¢ pacwudposkoi Wenn-kop.

9.14 Tenemerpns RT Protect EDR

Kateropun (yHKuMi TenemeTpun, KoTopble BO3MOXHO 0GHapyxutb ¢ nomowbto RT Protect EDR

npeacraBneHbl B 1adnuue 54.

Tabnuua 54 - Tenemetpusa RT Protect EDR

Kateropus hyHKumit Moakareropus Peanusaums B RT Protect
TeNnemMeTpumn EDR
Mpowecce! Co3panme npovecca fla
3aBepluenue npowecca la
Joctyn k npoueccy Jla
3arpy3ka 00pa3a/6ubanotexu la
Co3naHue HUTH B CTOPOHHEM NpoLiecce JIE
AKTMBHOCTb, CBSI3aHHASA C NOJAMEHON NpoLecca la
Daiinbl Co3paHue (aina fla
OTkpbiTie thaitna Peanu3oBaHo T0MbKO And
(haitnoB € NOTEHUMANBbHO
aKTUBHbIM COEPXNMbIM
Ynanexue (paitna Jla
Monudukaums thaiina Jla
lepeumeHoBanue aina fla

AKTMBHOCTb,  (Bfi3aHHad ¢
y4eTHo#l 3aMnucbio
nonb3oBarens

Co3aHue N10KaNbHOI Y4eTHO 3anncu

floctynHo ¢ MOMOLLbI0
Xypxana Windows

Mogudukauus noKanbHoit y4eTHOi 3anucy

floctynHo ¢ nomoLLbHo
Xypxana Windows

Yaanenue nokanbHoOM y4eTHOM 3anucu

Lloctynio ¢ nomoLypio

xypxana Windows
Bxog B yuetHyto 3anucy fla
BbIx0z U3 y4eTHOi 3anucu fla
CeTeBas akTMBHOCTH TCP-coennenme fla
UDP-coepuHeHme Jla
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URL B paHHbIA MOMEHT He
Peann30BaHo
DNS-3anpoc fla

3arpyska (paina

Peann3oBaHo TONbKO [
(hainos, 3arpyXeHHbix ¢
nomolbio Gpay3epoB M ux
KOMMOHEHTOB

Xew-anroputmbl

AKTMBHOCTb peectpa

MD5 fla

SHA JIE

IMPHASH B naHHbIi  MOMEHT He
Peann30BaHo

Co3naHue kntoya/3HaueHus JIE

Moaudukaumus Kntoua/3HaueHuns Jla

Yaanenue kntoya/3HaueHuns la

AKTMBHOCTb,  CB§i3aWWas ¢ | CO3AaHue 3ajauu Peanu3oBaHo ¢ nomoLLbto
NNAHMPOBLLMKOM 33734 WHANKATOPA aTakK
Mogaudukaums 3agaqu Peann30BaHo C MOMOLLbHO
UHAMKATOPa aTak
Ynanenue 3agauu Peanu3oBaHo ¢ nomoLLbto
WHMKATOpa aTakK
CyxGbl Co3panme cyxGbl Peann3oBaHo ¢ MOMOLLbIO
UHAMKATOPa aTak
Mozudunkaums ciyxObl Peanu3oBato ¢ nomowybto
UHAMKATOPa aTak
Yaanenue cnyxoel Peann3oBaHo ¢ nomoLybto
WHMKATOpa aTaK
AKTUBHOCTb ApaiiBepalmogyns | 3arpy3ka Apaiisepa fla
Moanuduxaums apaisepa B paHHblii  MOMEHT He
Peanu30BaHo
Bbirpy3ka apaiisepa B naHHblii  MOMEHT He

peanu3oBaHo

Onepavyu ¢ yctponcTBamu

MOHTMpOBaHI/Ie BUPTYaNbHOro ANCKa

B fJaHHbIA  MOMEHT He
Peanu30BaHo

Pa3moHTpoBaxue USB-yctpoiictea

[la (npu BKAKO4EHUM MOZYNA
USB)

MoHTtuposatue USB-yctpoiictea

[la (npy BKNKOYEHUN MOYNS
USB)

[Lpyrue peneBaHTHble COObITUS

MozudukaLms rpynnosbIX NOAUTHK

B paHHbIA  MOMEHT He
Peann30BaHo

MMEHOBAHHbIMM KaHanaMm CoepuHeHne C UIMEHOBAHHBIM KaHanoM fla
CuctemHble onepauun EDR 3anyck areHra fla
OcTaHoBKa arexTa fla
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YcraHoBKa arexta

B paHHbIA MOMEHT He
Peann30BaHo

Ynanenue arenta B paHHbiA  MOMeHT He
peann30BaHo
ArenT keep-alive JIE
OwmOKK arexta fla
WMI aKTHBHOCTb WmiEventConsumerToFilter fla
WmiEventConsumer fla
WmiEventFilter Jla

AxtusHoctb BIT JOBS

AxtuBHocTb BIT JOBS

Peann3oBaHo ¢ nomoLLbto
UHAMKATOPA aTak

AxktusHoctb PowerShell

AKTUBHOCTb 610Ka CLiEHapHeB

Peann30BaHo C NOMOLLbHO
WHINKATOpa aTak
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OcHoBHo# 3aaueit paboTbl lIporpammbl SBASIETCS 0OHAPYXEHNE BPELOHOCHON aKTUBHOCTH B 3aLLMLLAEMON

MH(PACTPYKTYPE M HAXOXAEHUE aHOMAI B TEHEPUPYEMOM areHTaMu NoTOKe COObITHIA C NOCAEAYIOLLMM CO3aHUEM
VHLMAEHTOB M pearupoBaHueM Ha 3Tv CoObITUS. MHUMAEHTbI — 3TO KOHTEMHEPbI AN COObITUI, 0BHAPYXEHHBIX Ha
3aWMLLAEMBIX KOHEYHbIX TOYKax [porpaMMoii AW aHANMTMKaMM W ONPEeAENEHHbIX UMM Kak aHOManbHas Wiu
BPEOHOCHAs aKTUBHOCTb. Takue COObITS ONPefensoTCs Kak Hecywwme yrpo3y Win NOTEHLMANbHO YrpoXaloLime
3alLMLLaEMOin MH(PACTPYKTYpe.

B G0nbLMHCTBE CIy4aEB aHANMTUKY NPUXOAUTCS UMETb N0 C MHLMAEHTaMU, KOTOpble (OPMUPYIOTCS B
lporpamMme aBTOMATUYECKU B MOMEHT 0GHApPYXEHUS Ha areHTe COObITUI, COOTBETCTBYHOLLMX YPOBHIO KPUTUYHOCTH
CpepHas wau Bbiwe. Kpome aBTOMATtMyeckoro CO3LaHMA WHUMAEHTa, B [lporpamme npegycMOTPeHO CO3faHue
VHLMAEHTA aHANMTUKOM BPYYHYH0, KOrAa aHaiuTUK J06aBNseT B MHUMAEHT NPOM3BONbHOE KOAMYECTBO COBLITHI,

KOTOPbIE OH CYUTAET NPOSBIEHUEM BPeLOHOCHO! aKTUBHOCTH.

© lpumeyanne
LJ logaBnsoLas Yactb MHLUMAEHTOB B Hporpamme CbOpMVIpyIOTCFI Ha 0CHOBE aHaNUTUYECKUX MpPaBun
(MHﬂ,MKaTopr atak, YARA-npaBMna, WHAWKATOPbI KOMIPOMETALMK, BCTPOEHHBIE NMPaBiia Ha arexTe,

ML), a Takxe B pe3ynbrate cpabarbianuii Tl-nnatdopmbl.

MpocMoTp MH(OpMALMKM 00 MHLMAEHTE M BXOAALLMX B HErO COOBITUAX OCYLLECTBASETCS aHANUTUKOM Ha
CNIeZyIoLLMX CTPAHMLAX:

1) TnaBHas cTpaHMUa — Ha CTpaHuue O0TOOpaXaeTcs AMHAMMKA WMHUMAEHTOB MO KPUTUYHOCTH,
pacnpeieNleHne MHUMAEHTOB N0 KPUTMYHOCTM, MOKa3aHbl aHHble 0 Haubonee pacnpocTpaHeHHbIX 3a Nepuoj
npaBunax, B COOTBETCTBUM C KOTOPbIMY OblM CO3AaHbI MHLMAEHTDI, U APYras BaxHas UH(OPMaLKS;

2) OnoBewjeHust — Ha CTpaHuue otobpaxatoTca KpaTkue OT4eTbl 000 BCEX MHUMAEHTAX,
3aperucTpupoBaHHbIX B [porpamMme, a TakKe BaxHas MHPOPMaLMS 0 COObITUAX, CBS3AHHBIX C KOHEYHBIMU TOUKAMMU,

Ha KOTOPbIX YCTAHOBJIEHbI AT€HTHI,
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3) MHumMpenTbl — Ha  CTpaHuue 0ToOpaxaercq  MH(OPMAuMs C  ONUCAHMEM  MHLMAEHTOB,
3aperucTpupoBaHHbIx B [lporpamme;

4) WHumpaeHT — Ha CTpaHuLLe 0T00paxaeTcs MHOPMALLUS 0 BbIGPAHHOM MHLMAEHTE U HAOOP MHCTPYMEHTOB
N9 PEAAKTUPOBAHNS, N3MEHEHMS CTATYCa MHLMAEHTA U CO3AAHNS KOMMEHTAPUEB K HEMY;

5) Mpowuecc — Ha cTpaHuLe oToGpaxaeTcs HGOPMaLMS 0 NPOLECCE U ero epeBe, rie aHaIMTUK MOXET
NPOCAeANTL LenoyKy COObITUI, NPUBEALIMX K BO3HUKHOBEHHIO MHLMAEHTA.

Ha TnaBHOM CTpaHMue aHanMTMKY [OCTYNeH NpoCcMOTp 00wied WH(OPMALMK MO KOHTPOIMPYEMON
UHpacTpykType (puc. 6):

— KO/IMYECTBO M COCTAB areHTOB (aKTUBHbIE, HAXOASLLMECS B U30AALMM U HA BepUUKaLyK);

— 00LLee KONMYECTBO MHUMAEHTOB U KONMYECTBO OTKPbITbIX MHLNAEHTOB;

— KONMYeCTBO CO6bITHIA 3@ NoCNeaHNe 15 MUHYT 1 38 OZIMH [IEHD;

— KO/IMYECTBO NAKETOB C COOLITUSIMM, NEpEeAABAEMbIMM Ha CEPBEP, B O4EPEM;

— KOJIMYECTBO OTKPbITbIX MHLUEHTOB;

— nocnegHne 06HapyXeHHbIe NPOLLECChl U MOJYAM;

— TeKylee 3HayeHue KOAMYecTBa COObITHI, NPUXOAALLMX C areHTCKOW CeTH B CEKYHAY, BTOpas Ludpa
MOKa3blBAET CPEiHEE KONMYECTBO COObITUI B CEKYHAY HA OLHOM areHTe;

— CpefHee 3a Hefielo KOAMYECTBO COBBITHI, NPUXOASLLMX C areHTCKOR CETH B CEKYHAY;

— [MHAMMKA UHLMIEHTOB;

— pacnpeseneHne MHUMAEHTOB N0 KPUTUYHOCTH;

— 101 10 NpaBun B UHLMEHTAX;

— 1on 10 TexHuk MITRE ATT&CK B nHumAeHTaXx.

[lns npocMOTpa BCEX MHLMAEHTOB, 3aPEruCTpUpoBaHHbIX B [lporpamme, Heo6X0AMMO BbIMOAHUTL NEPEXO]
Ha cTpaHuLy OnoBewienns (cM. nogpobHee B nogpasgene 10.2) win ctpaxuy MHumAeHTbl (cM. nopapoGHee B

nogpasgene 10.3).
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E ATEHTBI Q WHUMAEHTBI CL) COBbITMA
120 35 (29%) 0 0 6371 253
—
scero e

EPADUIALO VBONIMPOBAHLI BCEr0

172 Thic 6,1 MIH
3815 YT

AKTYE:

0 Vibumgenta

NOCNEAHVE OBHAPYXXEHHBIE NMPOLECCE! M MOAY/IU
AxveHocTe

TEKYLLIEE 3HAYEHME EPS: 51/1 CPEAHEE 3A HEAE/IIO EPS: 0
L n Microsoft.CodeAnalysis.dlil soft2cpe.dil
Souecce u Moays
PR Microsoft. Codenalysis. CSharpdll | soft2epe.dil
ceutildl

DC.exe
Everything.exe
systray.exe Everything32.dil
ATEHTHI

= AreHTsl AVHAMUKA MHLUWAEHTOB fere  Heaena  Mechy KPUTWUUHOCTb MHUMAEHTOB

Bene Heaenn M
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m Kpurinasian (5)

R TOM 10 MPABIA B UHLIMAEHTAX eve Heaens Mecny TOM 10 TEXHVK MITRE B MHLIMAEHTAX

ccount.. #2960 EDR (4) -“

AHATMTUKA

B Wuankarops arak “
— |

PucyHok 6 - I'naBHas cTpaHmua

AHanuTMK pa60TaeT C aBTOMaTMyeCKn onpepenaemMbimMi ”pOFpaMMOVI WHUWAEHTAMK, KOTOPbIE€ BO3SHUKAIOT
npu 06Hapy)KeHVIVI AHOMA/IbHON aKTMBHOCTI HA KOHEYHBIX TOYKAX C areHTamu. AHanuTUK MpoCcMaTpuBaeTt Co0biTus,

BXOAALLME B ITU WHUMAEHTHI W ONpefensier, AeWCTBUTENIbHO /M OHW SIBAAKOTCA Yrpo30M ANS 3alLMLLIEMON
UH(PACTPYKTYPbI, U HA OCHOBE 3TOT0 BEPAUKTA MOXET NPEANPHUHATL TE WK UHbIE LeHCTBUS:

1) U301upoBaTL 3aPaXEHHOr0 arexTa;

2) Ynanutb BpesoHocHoe M0 Ha KOHEYHOM TOUKe C NOMOLLbIO (DYHKLMOHANA 0TNPABKM KOMAHL areHty;

3) BocCTaHOBHTb JaHHbIE HA KOHEYHBIX TOYKAX C MOMOLLbIO KOMAH/ TepMUHaNa;

4) 3aBepwmTb BPeAOHOCHbIA NPOLLECC MAM BOCCTAHOBUTL (hainbl Ha cTpanuue Mpouecc;

5) 3arpy3ntb NoZ0o3puTeNbHbIi haitn B Xpanunuie lporpamMmbl;

6) BbisicHuTb MaclwTabbl KoMNpoMeTaLum Ha cTpanuue Mpoueccbl U MORYAM;

1) 3aKpbITb MHLMAEHT NOCAE YCTPAHEHUst NOCAEACTBIA aTakin UM BO3AenCTBUS BpeLoHocHoro M0;

8) 3aKpbITb MHUMAEHT, eCnu (haKT BPEAOHOCHOTO BO3AEACTBAA WM AHOMANbHOA aKTMBHOCTH He

NOATBEPAMNCS;

9) BHecth B HabOpbl MCKAKOYEHWA hain W nporpammy, ecin NpoMsOLN0 NOXHOMONOXUTENbHOE
CpabatbiBaHue, U T.4.

PykoBoACTBO aHanuTka RT Protect EDR TRt
Bepcus 1.0.24 or 14 okra6ps 2024
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Ecim paccmatpusath paboTy aHanMTMKa C TOYKM 3PEHUst MPOAKTUBHOIO MOMCKa Yrpo3, T0 HanboMbLUYH)
LLeHHOCTb NS TAKOro POAa [AesATeNbHOCTM npepcTaBser CrpaHuua AKTMBHOCTB. [loapoOHas MHopmaLus o

MPOAKTMBHOM MOMUCKE Ha CTpaHuLe AKTMBHOCTb COZIEPXNTCS B NOApa3aene 10.19.

10.1 Onepaynn ¢ npoghnsem nosb308arens

Y1006bI OTKPBITL MEHIO ONepaLmi C Npotuem nonb3oBarens, He00X0AUMO KIUKHYTL Ha UMS NM0/Ib30BATENS
() B BEPXHe# Yactu cTpanmubl. OTKPORTCS MEHKD, COCTOALLEE U3 [BYX NYHKTOB:

1) NMpodhunb (0TKPOETCS CTPAHNLLA, HA KOTOPOI AHANMTUK MOXET U3MEHUTb JaHHbIe CBOE YHETHOM 3anuck);

2) Bbixop (BbIX0Z U3 Y4ETHOR 3anuck N0Nb30BaTeNS).

Ha ctpanuue Mpodhunb nonb3oBatens aHanMTMK MOXET 0TPeaKTMPOBATb AaHHbIE CBOEM YYETHOM 3anucy,
a TaKxe NpoCMOTPETb MHOPMALMIO MO OTKPBITHIM CECCUSIM U NPU HEOOXOAMMOCTY BbINTH U3 BCEX OTKPBITBIX CECCHiA
Ha BCeX YCTPOIMCTBAX, C KOTOPbIX Oblfl OCYLLECTBAEH BXOA B [lporpammy.

B HeKoTOpbIX C/y4asix aHAMTUKY MOXET OblTb YA0OHO Nosy4aTh yBEAOMIEHUS 00 MHLMAEHTAX Ha CBOIO
3/IEKTPOHHYI0 NOYTY, AN 3TOT0 eMy He00X0AMMO 3aiTH Ha cTpaHuLy Mpodhmnb nonb3oBatens u yCTaHoOBUTL (PAAXOK
Mony4atb yBeAOMNEHNSA 0 HOBbIX MHLMACHTAX HA NOYTY, NOC/E Yero Haxarb KHonky Coxpanutb. Kpome Toro,
AHANUTUK MOXET HACTPONTH ABYX(DAKTOPHYIO ayTEHTU(INKALMIO NPY BXOLE B YHETHYH0 3anucb. Y00kl 310 Caenath, emy
HeobXx04uMmo:

1) Ycranosutb B npochune hnaxok Ucnonb3oBath ABYXHAKTOPHYIO ayTeHTU(PMKaLHMIO.

2) Haxarb kHonky CoxpaHuTb.

Mocne npumeHeHns ABYXPaKTOPHOM ayTEHTU(INKALMM AHANUTUKY BO BPEMS BXOAA B YYETHYH0 3anuch Oyaet
HE0OX0ANMO BBECTU YUCIOBOM KO, KOTOPbIA MPUXOAMT HA NOYTY, YKa3aHHYI0 B npodiune. Yncnosoi ko4 akTyaneH
TeyeHue 1BYX MUHYT NOC/IE OTNPABAEHMUS Ha MOYTY.

B npochune aHanMTHK MOXET Takxe NOMEHATL CliefytolLue LaHHble:

1) Ums;

2) Gamunus;

3) Email.

PykoBogcrBo ananuuka RT Protect EDR T
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AHANMTUK MOXET B Nt000A MOMEHT U3MEHUTb NAPO/Ib HA CTPAHMLLE CBOETO NPOdnAS, ANs 3TOro HEOOX0AUMO
HaxaTb KHONKYy CMEHHUTb Napoib 1 B OTKPLIBLUEMCS OKHE BBECTH TEKYLLMIA M HOBBII Naposb C y4eTom Tpe6oBanui,

YKa3aHHbIX B HUXHEN 4aCTi OKHA (pVIC. 7). [Lns 3aBepLueHns onepaumun Heo6X0ANMO HaxaTb KHOTKY COXpaHMTb.

CMeHWTE Naponk X

MosTopuTe napons *

o
ol

T
=
o
=1

et COBEM3AaTh C EALUMM MMEHEM MAW APyTOH

ANbHOW WHOODMALWER WM BbiTe CANWKOM NOXOXHM Ha

W Naponk HE ACAXKEH COCTOATE TONBKD U3 LWUDP.

PucyHok 7 - OkHO «CMeHHTb naponb»

Y7100b! BbIATH U3 TekyLuero I'IpO(bMﬂFI, dHANINTUKY HE00X0AMMO HaxaTb KHOMKY NYHKTAQ MEHI0 Bbixop, nocrne

4ero OTKPOETCS OKHO BXO/a Ha cepBep ynpasaeHus lporpammbl (puc. 8).

1o EDR

Mosxxanyiicta, eeegauTe Baw noruH u naponk
0

LY Norun

o) Mapone

Boiitn B cuctemy CEpOC Napoas

Pucynok 8 — OkHo Bxopa B [lporpammy
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B HEeKOTOPBIX CAy4asX aHANUTUKY MOXET N0TPe6OBATLCA BOCCTAHOBHUTL Naposb, B CBA3M C TEM, 4TO OH MOXET
ero 3a0biTb. [L1S1 37070 B OKHe BXOAA B NPOTpaMMy HaxoAuTcsl kHonka COpoc mapons, kotopasi NO3BOASIET N0 NOTMHY
0TNPaBMTb Ha NOYTY 3aNPOC, COAEPXaLLMii CCbIAKY Ha cOpoC napons.

Ha anekTpoHHyto mouTy, yka3aHHyto B npodiune nonb3osatens, GyAeT HanpaBfeHo NUCbMO, COAepXallee
CCbIIKY, PU HAXATUH KOTOPOIA B Gpay3epe 0TKPOETCS OKHO. B 3TOM OKHe aHaNuTUK MOXET BBECTU HOBBI Naposb (pUC.

9).

[] g;rotect E D R

CBpoc napons

PucyHok 9 — OkHO BOCCTaHOBNIEHUSA Napons

Maponb [OMXEH COOTBETCTBOBATL TPEOOBAHMAM K MApOM0, YTBEPXKAEHHbIM MAPOJbHOM MOMUTUKON
[porpammbi:

1) He ponmxeH coBnajatb C UMEHEM N0Ib30BATENA AN C APYTOA NEPCOHaNbHOM MH(OPMALMEN UK ObITh
C/IMLLIKOM NOXO0Xel Ha Hee;

2) [lonxeH cofepxarb Kak MUHUMYM 12 CUMBOIOB;

3) He gonmxeH 6bITb OAHNM U3 LUMPOKO PACNPOCTPAHEHHDIX NAPONeN;

4) He 1onXeH coCTosiTb TONBKO U3 Ln(p.

10.2 PaccnegoBarmne HHYHAEHTOB €O CTPaHHLbI «OnoBeLLeHHs»
B Mporpamme npeaycMoTpeHa CUCTEMA YBEJOMAEHMA O BO3HMKHOBEHWM WHLMAEHTOB B 3alLMILAEMON
uHdpacTpyktype. OnosewleHnss 00 MHUMAEHTE BO3HUKAKOT B PEXUME PEanbHOr0 BPEMEHN MpU Perncrpaiim

WHLIMIEHTOB Ha CepBepe.

La
va

PykoBogcrBo ananuuka RT Protect EDR T

rotect TI 5
Bepcus 1.0.24 or 14 okra6ps 2024




Mpu nosiBneHN COBLITMA, HECywmx Yrposy, B NpaBOMl 4YaCT OKHA, OTKPbITOro B Opay3epe Moayns

aMUHUCTPUPOBAHMS, NOSBASETCA COOBLIEHNE 0 BO3HUKHOBEHMM MHLMAEHTa (puc. 10).

MuumpenT (#16690)

netsh.exe

= Cpeduan

PucyHok 10 - Yseiomnenne o BOSHUKHOBEHNN MHLMAEHTA

Ha ctpaHuue OnoBeweHMst NokasbiBaeTCs MHGOpMaLNs 0 COObITUSX, NPOUCXOAALMX B 3aLLMLLAEMOi]

MHPACTPYKTYpe (B TOM YMCNE MHLMAEHTHI), B MOPSAKE peructpaumn ux Ha cepsepe. Mpu nepexoge B pasgen

OnoBeLyeHus Ha BEPTUKANbHON NAaHeNu MHCTPYMEHTOB OTKPORTCA CTPaHULA, NPeaCTaBeHHan Ha PUCYHKE 1.

OnoBelleHna

=
£
o
T
&
[®

> . Urunaert RT_win_SpoofParentld_system & DC.exe #7386

> . Vnumaent DriverCodelntegrityViolation s Systs

> [ Moreps cessy ¢ areHTom ArenT: BOTEX

> . Vnumpent RT_win_SpoofParentld_system & DC.exe #79281

Tpagitku

> . Wnungent RT_win_dllhost_privilege_escalation

YrseumocTH > . Wrumaent

AHANVTMKA

Wrawar

PucyHok 11 - Crpanuua «OnoBeweHuns»

Ha cTpaHuue aHanuTUK UMeeT BO3MOXHOCTb YNopsA0uMTb MH(OpPMaLMi 06 OMOBELLEHUAX, MCNONb3YS
Pa3NMYHble NapaMeTpbl (huabTpaLuK. lpuBeaeHbI CeaytoLMe napaMeTpbl Ans GuabTpaLmm:

1) MokasbiBatb no (10, 20, 50, 100) — KonryeCTBO CTPOK 0TOGPAXAETCH COrNACHO BbIOPAHHOMY INEMEHTY;
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2) Kputnydoctb (He 3apana, Wndopmauma, Huskas, Boicokas, Cpepnss, Kputuynas) -
0MOBELLEeHIs 0TOOPAXAOTCS COrNACHO BLIOPAHHOMY KPUTEPUIO (DUAbTPaLLAK;

3) Cratyc onoBeuwenus (He 3apaH, MpountaHHble, HenpountaHHble) — ONOBELLEHUS 0TOOPaXaTCS
COrNIaCHO BbIOPAHHOMY KPUTEPUIO (DUAbTpaLLMK;

4) Tun onosewenns (Bce tunbl, HHumaeHt, Motepsa cBasu ¢ arentom, U3menuncs cocras M0) -
0MNOBELLEHNs 0TOOPAXAKOTCA COrACHO BbIOPAHHOMY KPUTEPUIO (DUALTPALMK.

INEMEHTbI HABUTALMKM 1 MHAIOPMALMOHHDIE SNEMEHTbI, NPEACTABNEHHDIE B OKHE:

' 2|3 a T, — HaBUraLus No CTpaHNL,aM (Nepexos Ha Nepayto CTpaHuLy,
Nepexos Ha NpesbIayLLYI0 CTPaHULY U T.4.)

— KOJIn4yecTBo BblﬁpaHHbIX 3JIeMEHTOB

—alreso 8637 novazaso o 1oo 10— 00LWee KONMYecTBO HaAEHHbIX OMOBELLEHUA, KOJMYECTBO
MOKa3aHHbIX Ha CTpaHuLe

NpounTaTs BCE — KHOMKa NOATBEPXACHUA (I'IpOHVITaTb BCe BblﬁpaHHbIe

0MOBELLEHNS)
— KHOMKa NOATBEPXAEHNS (MpoynTaTh BbIGPaHHbIE ONOBELEHMS)
— KHOMKa BbI6Opa CTPOKM C OMOBEILEHUEM

O

— KHOMMKa HaBUrauuu B OKHE q)VIﬂpraLI,MI/I

— OTMETUTb KaK NpPOYnTaHHbIE

AHanUTUK NPy BbIGOPE MHTEPECYHOLLEr0 ONOBELLEHNA (MPON3BOAUTCS KANKOM MO KHOMKE > ) MOXET
NPOCMOTPETb AONOAHUTENbHYIO MH(OPMALLMIO MO COOBITUIO B OTKPbIBLLEACA Tabauue (puc. 12). B 3aBucumocty ot

TUNA ONOBELLEHNA NOAS TaBNULLbI MOTYT COAEPXATb PasHyo MH(OPMALMIO.

La
va
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Hazeanwue (npwn cozganum)
Onucanune (npu cozgaHuu)

Homep uHuMgeHTa

Wma arenta

WaentudukaTop arenta

HumasHT SOC_win_reg_app_masquerading e svchost.e.. £2814

SOC_win_reg_app_masquerading e svchost.exe

58214

MoTeps cBA3M € areHToM Arent: AVALON Bbicokas

AVALON

2d3cfbdfeesff7fbe447dc09277a2109188dB8cd075

Pucynok 12 - [lononHutenbHas nHcpopmaums o co6bITHu

3HayeHne UMEHH, NPUCBOEHHOTO MHLMAEHTY B Tabauue C MH(opMaLmnein 0 coBbITM, BLINONHSET PONib
CCoinku Ha ctpanny MHumpent. [ns nonyuyenus noapoGHOA MH(OpPMALMKM M PefakTMpOBaHMs napameTpoB
MHUMZEHTA aHA/IMTUK MOXET nepeitu Ha cTpaHuuy WHumpeHt, HaxaB ums-ccbinky B none Hassanue (mpu
C031aHuK).

[lanee wHTepec Ans aHaNMTUKa MOXeT npeAcTaBnsTb cTpanuua Mpouecc (puc. 13). Ctpanuua oTkpbiBaeTcs
npu Haxatuu B 06nactn OGHapYXeHUs CCbIMKM B BUAE UMEHM MpOLEcca, (BA3aHHOro ¢ colbiuem. Cobbitne-

06Hapy)|<eHMe MOXET ObITb YaCTbt0 MHLIMAEHTA MW €IUHCTBEHHBIM COObITHEM BblﬁpaHHOFO MHUMIEHTA.

-
Mocnenmu: L
I
Mpouecc tracaupp.exe (PID 344) EENTED ® WORK / AMS_Wf
A
MHymaent
AKTHBHOCTE
System  smss.exe smss.exe winlogon.exe userinit.exe explo d X MSBuild.exe cmd.exe tracewpp.exs
Mpoueccs n Mmoayan ) (624) (948) (1238) (7504) (7560) (10232) (13344) (13572) (344)
@ o e [ [ @ o e [ @
op o o aneHgap:
1 ger =
Wcnonnaembiit mogyne indows Kits\10\bin\10.0.17763.
inl \7600.16385. 1\bin'\WppConfig\Rev1\ -oDir:
KomaHgHan cTpoka
Bpems crapta / 2aBepuenna
Wmsa n Tens (SID)
MpoLeccy SHA-256 e2ste P O
YazsumocTi
Undposan nognuck
B yenouke ] EXPLORER
Mugucaropel arak acr octs (11/0)
Cobam P aeH) 1 1
PucyHok 13 - Otkpbitne cTpannubi «lpoyecc»
FCIRT
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Ha ctpannue Mpouecc aHanuTuky JOCTYynHA WHGOpMAaUMa 0 NpoLEccaX, NpPejWecTBOBABLLIYX
BO3HUKHOBEHUIO MHILMEHTA, @ TAKXe MH(OPMALMS 0 mpoLeccax, CTaBlunx ero cneactuem. Uhdopmauus 06 3tux

npoueccax npeacrasjieHa B BUAe aepesa.

10.2.1. Pabora c sepeBom npoyeccos
[lepeBo npoueccos — 310 rpapuyeckoe 0T06paxeHue 3anycka NporpamMm Ha KOMNbIOTEPE C YCTAHOBJIEHHbIM
areHToM. [lepeBo NpoLeccoB COCTONT U3 POAMTENLCKIMX U AOYEPHUX NpoLeccoB. C NOMOLLBIO KAUKA NEBOA KHOMKOM
MbILUW N0 MCMOJHSIEMOMY MOZY/IO NMPOLECCa OTKPBIBALTCH CTPAHMLA C MH(OPMaLmMei 0 NPoLecce 1 ero JoyepHue
MPOLECCI (MP1 UX HaNMYuK).

Ecau Y POAUTENIbCKOTO npoLecca KONUYeCTBo fo4EPHUX NpoLeccoB npesblllaeT y,U,OﬁHOG Ang npocmotpa

KOJIMYECTBO MPOLLECCOB, TO B MPaBOM BEPXHEM Yriy 061acTi 0TO6PAXEHUS MOSBUTCS KHOMKA & e 3arpy3kiu
0CTaBLLMXCS MPOLLECCOB B 06A1aCTh 0TOBPAXEHNS. PSLOM C KHOMKOI 3arpy3Kit AONONHUTENbHBIX JO4EPHHUX NPOLLECCOB

MOKa3aHo KOMMYeCTBO OTOOpPaXaeMblX [OYEPHUX NPOLECCOB M 006LLEe KONMYECTBO [A0YEPHUX NPOLECCOB ANs

BLIGPAHHOr0 POLUTENLCKOrO MpoLecca (= =777 = Ao mpoussces = 127 )

lMpumeyanne

9

L )  3Haukw, BU3yanu3upyoLLMe NPOLECCI, MOTYT PA3NMUATLCA NO LIBETY B 3aBUCUMOCTH OT CBOWCTB WM
COCTOSIHUS MpoLecca (. — 06bI4HbIA MpoLLecc, O _ rNaBHblii NpoLLecc rpynnbl (pPoAuTENb y3na),

@._ npowecc 3a610KMpoBaH).

[Insl LeTaNbHOro paccMOTPeHus fepeBa NPOLECCOB W M3MEHEHUs ero pacnosnoxeHus, Heo0Xo4umo
MCMoNb30BaTh KHOMKM ‘T (H3MeHMTb opneHTaumio aepesa) 1 - - (W3meHuTb pasmep o6nactu gepesa). Nocne
Haxatis KHOMOK ‘D 1 L3 OKHO 0TOGPaXeHHs [epeBa NpOLECCOB YBEAMYUTCS B MacLuTabe M [epeBo NpoLeccoB
NOMEHSIET NPOCTPAHCTBEHHYH) OPUEHTALMKO.

AHaNMTMK MOXeT 3a,aBaTb BPEMEHHbIA UHTEPBAN 0TOOPaXeHNs fepeBa NpoLeccoB, BbIGPaB UHTEPBaN U3
CMMUCKa M 3a/aB €r0 C NOMOLLbH KaneHaaps.

CHu3y o1 00nactv oTo0paxeHus fepesa NpoLeccoB HaxoAuTcs 061actb ¢ NoAPoOHOA MH(opPMaLmel 0

Bblje/IeHHOM B laHHbI MOMEHT POAUTEILCKOM UNK JOYEpHEM npoLecce.

PykoBogcrBo ananuuka RT Protect EDR T
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Bknagku, KOTOPbIe BKNKOYAOT 00NbLIOE KONMYECTBO INIEMEHTOB, MOTYT noarpyxatb VIHq)OpMaLl,VI}O B

Te4YeHne HeKOToporo BpemeHu, B 3T0T MOMEHT pAAOM C UMEHEM BKNajKu 0T06pa3VITC$I MUTatoLLMIA 3HAYOK (K

npumepy, )

Mocne 3aBeplieHns 3arpy3ku WHAOPMaLMM PALOM C Ha3BaHWEM BKNAJKM 0TOGPA3NTCS KONMYECTBO
/IEMEHTOB, Ha KOTOPbIE Tak UN MHAYe NOBANAN NPOLLECC, BbIGPaHHbIA paHee (k npumepy, Peectp (154)),

B 1a0nmue 0100paxatoTcs CedyroLLmne BKNaKu:

1) Wuchopmanus;

2) daiinbl;

3) Cetb;

4) Peecrp;

5) Mpoueccsl;

6) 3arpyxeHnbie DLL/SO;

7) Toukm aBTO3aNycKa;

8) PacnpocTpaHeHHOCTb;

9) CobbiTHe cTapTa;

10) Npaeuna/MITRE.

B HuxHel yactu CTPAHULbI Hpouecc Haxoad1Cq KHOMKK onepauvm:
_ Bce coBmitia npouecca .
_ Knrouesbie cobeimis npouecca 1) -

BoccTaHoBMTE daianl

3aBeplKnTE NpoLecc

Bce cobbiTus npouecca — npu Haxatuum KHonku EBce cobeimwa Npolecca npouCXoAnT nepexod K
(TpaHuue AKTMBHOCTb, Ha KOTOPOR OyAyT NpefcraB/eHbl BCE JOYEPHUE NPOLECChl BbIOPAHHOTO POAMTESIbCKOTO
npouecca.

KntoueBble cobbITHS NpoLIeCCa — Npi HAXaTUM KHOMK) nioueesie codsimia npoLecca (1) ppoycxoput
Mepexo Ha CTpaHuLy AKTMBHOCTb, Ha KOTOPOI 0TOGPAXaroTCs BaXHble COObITUS (MHLMAEHTbI MK COOLITUS C yPOBHEM

KPUTUYHOCTK OT YPOBHA «HU3Kasi» 1 Bbille), CBA3aHHbIE C npoLeccoM. Mpu 3ToM oToOpaxaemble COOLITUS AOMKHbI

La
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nofunHsaThCs noruke DSL-3anpoca, ykasaHHoro B cTpoke 3anpoc Ha sisbike DSL (puc. 14). To ectb B KnKoYeBble
nonagatoT coObITUS C KPUTUYHOCTBIO HU3KAs WAK Bbille, COObITUS, NO KOTOPbIM €CTb NPABUAO, MM COOLITHS, rae

pe3ynbTUPYOLLIUM BbIGpaHO 3anpeLyatoLiee AeincTBue.

AKTMBHOCTb CBpocHTH PUASTDH!

MokazkeIEaTe No rpynna VICTOUHIK COBITIA

He s @ He ErI6p: v
3anpoc

uuid:8db667ba-dbsf-01d7-0700-000000000000 AND (svrt:[1 TO *] OR {svrt:0 AND (rul:* OR act0))) y OmpaenTs

< - > | = Hai, HO: € 11
Peructpauna Ha cepeepe  PerncTpauun Ha arerte | Tpynna / Mms arenta Onucanne Mpoyece Kpuriuocrs Aeiicrene Wnumaent
> 17.11.2021, 11:46:09 17.11.2021, 11:45:€3 ® Gr_ W / Fegm /1 Cozpa HoswIf KIKOY services.exe (688)
ag_for_lla_ws.1 64 \REGISTRY\MACHINE\SYSTEMYControlSet00 1\Services\Wrpsvc
o BE :
=
BoccTascEnTs danakl

— KHOMKa M03BONSET BOCCTAHOBUTL (ai/ibl, 3aTPOHYTbIE BPEJLOHOCHBIM NPOLLECCOM,

ec/in 3T haiinbl ObiNM 3ape3epBUPOBaHbI B COOTBETCTBUM C HACTPOAKAMM KATaNoroB B NPOMUAE 3aLiuThl JAHHbIX.

— KHOMKa no3Bonget 6bICTp0 0CTaHOBUTb BPEOHOCHYHO AaKTUBHOCTb NpoLecca. KHonka

aKTUBHA, €C/N NPOLIECC HAX0AUTCA B cocTosHMM EZEED,

Bxnagka «Hughopmayns»

B rabnuue pa3aena otoOpaxaercs o0was MHopmawms o npowecce. [1ns 370ro nonb30BaTeN0 NOKasaHbl
Ceqytowpe nons:

1) KcnonHsieMblit MOAYNDb;

2) KomanpaHas CTPoOKa;

3) Bpems crapra/3aBepLueHnus;

4) Uma nonb3osatens (SID);

5) SHA-256:
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6) LincppoBas nognmce;

1) ®narn uCNONHAEMOro MOAYAS;

8) MoBepeHYeCKME NPH3HAKK,

9) PacnpocTpaHeHHOCTb.

Wcnonusembin moAynb — B nojne 0T00paxaercs UMA MOZYNs WCNONHSIEMOro (aina, KoTopbli
MHULMMPOBAN 3anyCK NPOLLECcca. PAA0OM C UMEHEM HaXOLMTCS 3HAYOK 3arpy3ku Moayns B (hainoBoe XpaHuinwe ans
NpoBeaeHNst LOMONHUTENbHOTO aHaNU3a.

KomanpHas ctpoka — B nose 0106paxaerci 3HayeHue KOMAHLHOM CTPOKM, KOTOpas 3anyctuna
paccMaTpuBaeMmblit npoLecc.

Bpems crapta/3aBepLuenns — B none 0T00paxaercs rog, MeCsL, Yncno 1 Bpems 40 CEKYHAbl, B KOTOpoe
Obl1 BLINOSIHEH CTAPT M 3aBEPLLEHNE PACCMATPUBAEMOrO MPOLLECCA Ha areHTe.

Hmsa nonb3oBarens (SID) — B none otoGpaxaetcs UMs N0Nb30BATENS W MAEHTU(IMKATOP BE30NACHOCTH
N0/b30BaTENs, OT UMEHN KOTOPOro Oblfi 3anyLLeH paccMaTpUBAEMblit NpoLecc.

SHA-256 - B none 0T00paxaeTcs xeww-cymMma HCNOAHAEMOro (haitna, 3anycTuBLuero npouecc. lpn Haxatuu
JIKM Ha 3HayeHue XeLw-CyMMbI N0/Ib30BaTEIH0 NOKa3bIBALTCS BCMbIBAIOLLEE OKHO C KpaTkiM 0T4eToM Tl-naardopmbl
00 ncnonHsemom caine. PAAOM C xelw-Cymmoit 0To6paxatoTcs 4Be KHOMKMK. llepBast KHOMKa N03BONAET CKOMMPOBATb
Xelw B Gychep o6Mena (). Bropast no3sonser nepeiitv Ha ctpanuuy Mpoweccbl M MOAYAM A1 BbIGPAHHOI Xelu-
cymmbl ().

Lindposas nognmcb — B none otobpaxaercs 3Hayenune ceprucpukara Code Signing Anq MCNosHsEMoro
(haina paccmaTpuBaemoro npowecca.

®naru ucnonHseMoro MoAynA — B NoJie NOKa3aHbl (haru, C KOTOPbIMI UCNOHSETCA NPOrPaMMa, KHOMKa

10Ka38Te BCE- gTknbIBAET JONONHUTENbHYI0 06aCTh C (hnaramin UCTIONHSEMOTO MOAYAS NPoLLecca.
lMoBepeH4eckne NpU3HaKM — B N0OJEe MOKa3aHbl MOBEJEHYECKUE MPU3HAKM NPOrPaMMbl, KHOMKa
10K232T6 BCR- grinbiBAT A0NONHUTENbHYI0 061aCTb C NOBEAEHYECKUMM NPU3HAKAMM NPOLIECCa.

PacnpoctpaHeHHOCTb — B N0/ie 0TOOPAXaeTcs, Ha KakoM KONMYeCTBe areHToB Gbin 06HapyXeH npouecc,
KPOMe TOr0, NPOCYUTAHO NPOLLEHTHOE COOTHOLIEHUE TaKMX areHToB K MX 06Lyemy Kosuyectsy. lloMumo 31oro, nokasax

areHt, Ha KOTOpOM npoLecc 6bin 00HaPYXeH BNepBbIe.
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Brnagka «@annpi»
B tabnuue Bknagkn @anbl otobpaxaercs MH(opmauus o0 ainax, C KOTOpbIMM CBSI3aH

paccMartpuaemblit npouecc (puc. 15).

* BHUMGRUE! VIHgiopMaUuR 0 galiaoeel aKmMUEHOCIU NPOLECCT MOXEM BkIME HENOAHON U2-30 HACMPOeK & Npog@une GesoNTCHOTIMU T2EHMT 1 UCKAKYeHUL, YOMAHOBAEHHLX AR npoyecca

CozaaH MepeMenceaH Yaanes Moanpuumposakx MpouuTakx 3apezepepoEaH
@aiin (596 uz 596) Aeiictene
‘\device\harddiskvolumeawindows\debugymrtlog 4, Mogndmymposan

‘\device\harddiskvolumewindows\system32\catroot\{f750e6c3-38ee-11d1-85e5-00c04fc295eefmicrosoft-windows-client-features-

- - Mpountan
package03~31bf3856ad364e35~amde4~~10.0,19041,1766.cat 4,
‘device\harddiskvolume3windows\system32ymrty6a18629d-500e-4371-b64b-39415ee7416e\01d8c1bbfcessd28 4, Cosgan  Yaanew
‘\device\harddiskvolumewindows\system32ymrt\6a 18629d-500e-4371-b64b-39415ee7416e\histoni\results\quick\{9d62 1863-0e50-7f43-be4db-

304f3eeT416e} L, !

‘\device\harddiskvolumeFywindows\system32\mrt\6a18629d-500e-4371-b64b-394f5ee7416e\mpgearsupport_20220906_094158bd135034-b13d-06f3-

. I Cozgam  ¥aanen
4ab1-adc8dbd21975l0g 4, !

Pucyrok 15 — UHchopmaums o hainax npouecca

Anq (hunbTpadmu (haitnos npefycMoTpeHa cucrema (hnaxkos
CosgaH MepenmeroBaH Yaanen MoanduunposaH MpounTa 3apesepEMpOBaH
. ®aitn, co0TBETCTBYHOLMIA BbIGPAHHOMY NapaMeTpy, Npu CHATUM (hnaxka He Oyaet otobpaxatbcs B Tabauue. Pagom
C abcoNOTHLIM UMeHeM (haitna oToBpaxaerca KHomka 3arpyskn (aina (=) B (haitnoBoe XpaHuauwe And
NpoBeeHUs JONONHUTEILHOMO aHau3a C NoMoLLbHo TI-natdhopmbl M nporpammbl NpocMoTpa daisos.

Ecim cpenw neincTauii C (haitioM U3 cnucka 6bin0 yaaneHue, 10 OH NOMEYaeTCs 3HaukoM - . [pu HaBeLeHuu

KypCopa MbILLK Ha 3HAYOK NONb30BATENN0 BbIBOAUTCS NPeynpexaatolLee coobierue (puc. 16).

B cnwvcke aeictewii ¢ daitnom

NpUCYTCTBYET yaaneHve

PucyHok 16 — CoobLyeHue o npucyTCTBUM B CNUCKE yAaneHus hainna

Brnagka «Cerby»

Bo Bknajke Cetb oToGpaxaerca MHAOPMALUA 0 CeTeBbIX NOAKNYEHUSX NPOLLECCa:
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1) Bxoasiuue NoAKNIOYEHHS;

2) Ucxoasiyme noaKNIOYEHHS;

3) DNS-3anpocbl.

UHthopmaLums 0 CeteBbIX NOAKNIOYEHNSX NpefcTaBieHa B TabanyHom Buge. Tabanua Ans Kaxzgoro Tuna
NOAK/IOYEHNS BKIOYAET B Ce0A CrelytoLLne nons:

1) IP-appec;

2) Nms xocra;

3) YaaneHHbli nopr;

4) Mpotokon.

IP-appec — noka3biBaeT CeTeBoi afpec COOTBETCTBYIOLLEro ceTeBoro noakatoyenus. Mpu Haxatuu JIKM Ha
3Ha4eHue agpeca BCMAbIBAET OKHO C KPaTtkuM OTYeToM 00 00bekTe, nosyyeHHsiM ot Tl-nnatdpopmbl (ecam 310
rnoGanbHbli agpec).

Mms xocta — B nosie 0T00PaXaeTcs LOMEHHOE UMA KOHEYHOM TOUKM, C KOTOPOW OCYLLECTBASNOCH CETEBOE
COeIMHEHME, JOMEHHOE UMS TakXe aBToMaT4eckn nposepsercs Tl-nnatdopmoit (eCM 3T0 HE BHYTPEHHUA OMEH).
Mpu Haxatm JIKM Ha 3HaueHne UMEHN aHANUTUK MOXET NPOCMOTPETD OTYET.

YnaneHHold nopt — B none 0100paxaetcq HOMep Mopta, N0 KOTOPOMY OCYLLECTBASNOCH CETeBOe
COeZIMHEHNe, A1S BXOAALLEr0 NOAKMOYEHNS KPOME YAANIEHHOT0 NOPTA YKa3bIBAETCS ELLLE W NOKANbHbIA NOPT.

Mpotokon — B none 0ToGpaxaeTcs ceTeBoi NPOTOKOA, N0 KOTOPOMY OCYLLECTBASNOCH CETEBOE COEMHEHHE.

Bknagka «Peectp»

Bo Bknagke Peectp otoBpaxaercs MHopMaLmMs 0 KAKoYax peectpa, C KOTOPbIMI NPOU3BOAMA [eACTBUS
BbIOPaHHbIA NpoLecc.

WHdpopmaums o ktoyax peectpa npeacTaBneHa B Tabauue, B KOTOPOIt MPUCYTCTBYIOT Cledytowue CTonbupl;

1) MyTb KNKOYa peectpa — B N0/ NPONUCHIBAETCA NYTh KAKUA PEECTPpa, C KOTOPbIM BbIGPaHHbIA NPOLECC
NPOU3BO/AN TE UMK MHbIE ACTBUS;

2) 3Ha4eHue — B Nose 0T06paxaeTcs 3HaYeHue, KOTOpoe OblN0 BHECEHO BbIGPAHHBIM NPOLECCOM B K/HOY

peectpa;
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3) leictBMe — B nosie 0TOOpaxaercs AeWCTBUE, KOTOPOE COBEPLIMA BbIOPAHHbIA NPOLECC C K/HYOM

peectpa: 310 MOXeET ObITb BHECEHNE LaHHBIX B 3HAYEHHE K/TH0Ya, YAaNeHne Kn4a, CO3laHNE HOBOTO KNKOYa U T.1.

Bxnagka «lpoyeccoi»

Bo Bknagke Mpouecchl otoOpaxaetcs WH(OPMALUMS O MNpPOLECCAX, B3aUMOJEHCTBOBABLIMX WM

B3aUMO/IEACTBYHOLLLMX C BbIGPAHHbIM NPOLLECCOM.

UHdopmaLma pa3buta Ha ABe MHGopMaLmoHHbIe 00nacti loctyn K npoueccy v Jloctyn K HUTH npoLiecca

(puc. 17).

Joctyn K npoueccy (6)
Wma ncnonnaemere obpaza

CA\Windows\System32\smss.exe

Ch\Windows\System32\csrss.exe

Ch\Windows\System32\wininit.exe

Ch\Windows\System32\winlogon.exe

Ch\Windows\System32\svchost.exe

JlocTyn K HATK Npolecca (4)
Wma necnonvaemoro oBpaza

C:A\Windows\System32\smss.exe
Ch\Windows\System32\autochk.exe

CA\Windows\System32\wininit.exe

3anpoweHHEIS NPaBa

0x001FFFFF (PROCESS_ALL _ACCESS)
0x001FFFFF (PROCESS_ALL_ACCESS)

0x00101441 (SYNCHRONIZE.
PROCESS_DUP_HANDLE,
PROCESS_QUERY_INFORMATION,

PROCESS_QUERY_LIMITED_INFORMATION,

PROCESS_TERMINATE)
0xD0TFFFFF (PROCESS_ALL_ACCESS)
0xO01FFFFF (PROCESS_ALL_ACCESS)

0x00101441 (SYNCHRONIZE,
PROCESS_DUP_HANDLE,
PROCESS_QUERY_INFORMATION

PROCESS_QUERY_LIMITED_INFORMATION,

PROCESS_TERMINATE)

3anpoweHHkie NpaBa

0x001FFFFF (THREAD_ALL_ACCESS)
0x00TEFFFF (THREAD_ALL_ACCESS)
0x001EFFFF (THREAD_ALL_ACCESS)

0x00TFFFFF (THREAD_ALL_ACCESS)

MpegocTagneHrele Nnpaea

0x001FFFFF (PROCESS_ALL ACCESS)
0x001FFFFF (PROCESS_ALL_ACCESS)

0x00101441 (SYNCHRONIZE,
PROCESS_DUP_HANDLE,
PROCESS_QUERY_INFORMATION,

PROCESS_QUERY_LIMITED_INFORMATION,

PROCESS_TERMINATE)
0x001FFFFF (PROCESS_ALL_ACCESS)
0x001FFFFF (PROCESS_ALL_ACCESS)

0x00101441 (SYNCHRONIZE,
PROCESS_DUP_HANDLE,
PROCESS_QUERY_INFORMATION,

PROCESS_QUERY_LIMITED_INFORMATION,

PROCESS_TERMINATE)

MpepocTaBneHkble NpaBa

0x001FFFFF (THREAD_ALL_ACCESS)
0x001FFFFF (THREAD_ALL_ACCESS)
0x001FFFFF (THREAD_ALL_ACCESS)

0x001FFFFF (THREAD_ALL_ACCESS)

Kon-eo
coBLITHIA

4

1

Kon-go
coBBITHA

2

1

1

1

Pucyrok 17 - Uuchopmaums Ha Bknagke «lpoyeccoi»

WHchopmaums npeacTaBneHa B TabauLe, KoTopast COREPXUT CEAYIoLLMe Nons:

— Wms ucnonnsemoro obpasa;

— 3anpolueHHble NpaBa;

— lpepocraBneHHble Npasga;

— Kon-Bo coObiTHHM.
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B o6nactu loctyn K npoueccy nokasaHa MHQopMaLms 0 TOM, K KakiuM NpoLeccam B CUCTEME BbIOPaHHbIi
MPOLECC 0CyLLeCTBASA LOCTYM, U KakKue NpaBa npu nNpefoctaBfieHnn Loctyna Gblan 3anpoLLeHbl U npesocTaBaeHsl
3TOMY npoLeccy.

B o6nactv loctyn K HUTM npowecca nokasaHa MH(OPMALLUS 0 TOM, K KaKUM HUTAM BbIOPaHHbIA MpoLecc

ocylecTBaan Aoctyn, n Kakne npasa npu npepocraBaednn noctyna Oblv 3aNPOLLEHBI U NIPE0CTaB/EHbI.

Brnagka «3arpyxennbie DLL/SO»
Bo Bknagke 3arpyxeHubie DLL/SO otoOpaxaetcss uHgopmaumst 0 HatuBHbIX U .Net-6ubauotekax DLL,

UCnonb3yemblix BbIGPAHHbBIM NPOLLECCOM.

9 BaxHo

L) Eum B npocmne GesonacHocTu arenra ycraHosnewa onuus Mcknioyatb CoGbiTHA 3arpysku
H3BECTHbIX MoAynei, 10 B ciucke DLL atux Mmogyneit He Oyaert. [oAPOOHDIA CNCOK U3BECTHbIX DLL-

oubmotek cogepxurca B nynkte 10.20.2.

UHhopmaums o 6ubanotekax, KoTopble ObLIN 3arpyXeHbl PacCMaTPUBAEMbIM NPOLLECCOM, NPEACTAB/EHa B
Tab/nLe CO ClIedyHoLMMM NONSMM:

1) HatueHbie unn .NET (cogepXut abcontoTHbI nyTb HAaTMBHOR U .NET-0nbuotekm);

2) Pa3mep chaina;

3) Mopnuco;

4) PasmelyeHue (copepxut 6a308bli agpec DLL B (haiinosoit Tabnuue);

5) Xew (SHA-256).

B none ¢ xeww-CyMmoii aHaNUTHK MOXET CKOMMPOBATL 3HaueHue XeLua B Gy(hep 0OMeHa C MOMOLLbH0 KHOMKM
&P, a Takxe nepeitn no ccolike (5) va crpanmuy NMpoweccbl n 1 MoAYAK, 4T0GbI U3Y4uTH NOAPOGHYIO HHAOPMALMIO
0 BbiGpaHHOK Gubamnotexe (koraa U rae 06HapyXeHa, pacnpoCcTpaHeHHOCTb B MHGPACTPYKTYpe U T.4.).

Panom ¢ Ha3BaHueM GUGANOTEKIM HAXOANTCS KHOMKA PACKPbITUA LONONHUTEILHON MHOPMaLWK 0 COBbITUM,
(BA3aHHOM C GuGawnotekoit ( ). Mpu Haxatum JIKM Ha KHOMKY OTKPbIBAETCA KapTO4Ka COOLITMA, CBS3aHHaA C

paccMaTpuBaeMbIMu NPOLLECCOM U ONGANOTEKOM.
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Inqa npouecca %SYSTEM% Oyner npeacraBfieH CMUCOK 3arpyXeHHbIX B Npouecc mopyned sapa,

JOMOJIHUTEJIbHAA VIH(bOpMaLI,VIﬂ 0 KOTOPbIX TAaKXe CTAHOBMUTCA ﬂOCTynHOVI PN HAXATUN KHONKK >,

Bxnagka «Toykn aBrosanycka»
Bo BK/lalKe Touku aBTO3amnycka 0T06pa)KHETCFI VIH(hOpMaLI,VIFI 0 TOYKaX aBTO3aMyCKa, CO3AAdHHbIX

paccMatpuBaeMbiM NpoLeccom B peectpe (puc. 18).

Peectp (21)

Kniou peectpa 3HaueHue TR AaHHBIX
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\BITS Start REG_DWORD
> \REGISTRYA\MACHINE\SYSTEM\ControlSet001\; ces\BITS Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\BITS Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\Trustedinstaller Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\Control5et001\services\Trusted|nstaller Start REG_DWQORD
> \REGISTRY\MACHINE\SYSTEM\Control5et001\services\GoogleChromeElevationService DependOnService REG_MULTI_SZ
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\GoogleChromeElevationService ImagePath REG_EXPAND_SZ
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\GoogleChromeElevationService ErrorControl REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\GoogleCh ationService Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\GoogleChromeElevationService  Type REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\BITS Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\Control5et001\services\Trusted|nstaller Start REG_DWQORD
> \REGISTRY\MACHINE\SYSTEM\Control5et001\services\Trusted|nstaller Start REG_DWQORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\A W ObjectName REG_SZ
> \REGISTRYA\MACHINE\SYSTEM\ControlSet001\; DisplayName REG_SZ
> \REGISTRYA\MACHINE\SYSTEM\ControlSet001\; ImagePath REG_EXPAND_SZ
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\AverSvc ErrerControl REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\AverSvc Start REG_DWORD
> \REGISTRY\MACHINE\SYSTEM\Control5et001\services\A 3 Type REG_DWQORD
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\A Ve
> \REGISTRY\MACHINE\SYSTEM\ControlSet001\services\AverSvc

Pucynok 18 — Toukm aBTo3anycka

lpumeyanmne

Moz To4Kamu dBT03anycka noapasymeBaroTca npoueccbl, aBTOMATUYECKHN 3anyCKaeMbl€ Ha areHTax

9
LJd

MNP BO3HUKHOBEHUN TE€X WKW WHBIX yCﬂOBVIVI, Hanpumep, 3anyCck nporpammbl MpKU 3arpyske

OnepaLMoHHOM CUCTEMBI.

PAgoM ¢ Ha3BaHMeM TOYKM aBTO3amycka B TalJMLE HAXOAMTC KHOMKA PACKPbITUS AONONHUTE/IbHON
UH(OPMALLMK, CBA3AHHOM C 37O TOYKOM ~. Mpu Haxatum JIKM Ha KHOMKY OTKPLIBAETCH KapTouka COObITHA,

(BA3dHHadA C kKno4ami peectpa, C NOMOLLbI KOTOPbIX NpoL,eccom Co3aaBanincb T0O4KU aBTO3anyCKa.

PykoBoACTBO aHanuTka RT Protect EDR S

rotect
Bepcus 1.0.24 or 14 okra6ps 2024 127




Bxnagka «PacnpoctpaHeHHOCTb»

Bo Bknagke PacnpoctpaHeHHOCTb 0TOOpaxaercs MH(OPMaLMA O PACNPOCTPAHEHUU WMCMONHAEMOTO
MOZY/1Sl BbIOPAHHOTO NPOLLECCa B areHTCKOM CeTu.

[py 3TOM aHANMTUKY NOKA3bIBAETCH, KOrAa MoAY/b Obil BrepBble 3aperucTpupoBaH, Ha KAKOM arexte 310
MPOM30LWNO0 U MyTb A0 MCMOSHSEMOro (haina. Liudpbl B Ha3BaHWM BKNALKM NOKA3bIBAKOT, HA KAKOM KOAMYeCTse

dreHToB NpucyTcTeyet BbIGPAHHbIN MOAYAb.

Bxnagka «CobbiTHe crapra»

Bo Bknapke «CoOblTie CTapTa» nokasaHa KapTouka Co0bITis Ans CTapTa npouecca.

Kpome wHcpopmaumn co crpaHuubl flMpouecc aHanutMKy MOXET OblTb MHTEPeCHa [LOMOJHUTESbHAS
MHopMaLMs O COObITUM MM COObITMAX MHUMAEHTA. g ee npocMOTpa HEoOXOAMUMO BEPHYTLCA CO CTPAHMLDI
BbIOPAHHOr0 npouecca Ha crpannuy WHumaeHt. [lng 31010 aHa/AMTMKY AOCTaTOYHO HaXaTb KHOMKY BO3BpaTa Ha

npeablayLLyto CTpanuLly B Gpay3epe.

Bxnagka «lpasuna/MITRE»
Bo Bknagke Mpasuna/MITRE cogepxutcs nHtopmaums o cpabatbiBannax geictaytowux B EDR npasun, a

Takxe TexHuk MITRE ans BbIOpaHHOro npouecca (puc. 19).

CpaGambiearue npasun CpaBamueiganue MITRE

HassaHwe npasuna KonwuecTeo cpaGareiBaHMid MITRE KoAWYecTeo cpabartbliEaHMi

win_powershell_file_downlo

Pucynok 19 - lpasuna/MITRE

10.2.2. 3arpy3ka n npoBepka hansoB B XPAHHANLLE
Ha ctpaHuue MHUMAEHT aHa/MTUK MOXET OTKPbITb KApTOYKY COObITMS, CBSI3AHHOTO C WHLMAEHTOM W
MPOCMOTPETL AONOHUTENLHYH H(IOPMALLMIO 00 3TOM COOBITUM.

Y1061 NPOCMOTPETb KAapPTOUKY COBLITUS-00HAPYXEHUs HE0OX0AMMO HaxaTb Ha KHOMKY » (puc. 20).

La
va
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OBHapyxeHus (2)

MNpoece KpuTnuocts Aeiicrone

ansomware

Hb BAMHOCTH) COBBITHA

rE\iET 0822626873 27500e 3495391702 1 0feSe32 120448250723 19c0ciTT 50 exe

73275006549539170210ffe5e3a12 §072319codcrT78%.exe

PucyHok 20 — Kaprouka ¢ onucanmnem coObiTus

KapTqua CoGbITUi COAEpPXuT pa3inyHbie CBEAEHNA B 3aBUCMMOCTA OT TUMA U noatuna coObiThiA. Yacb

nonei, 0To6paxaeMblx B KapTouKe, ABAANTCS 0OLLUMMU 191 BCEX TUMOB W NOATUMOB COOBITHIA.

B none MonHoe uMs ucnonHsemMoro MoAyns npouecca COAEPXUTCS NyTb 40 UCNONHSEMOrO (haina.
AHaA/MTHK MOXET BbITPY3UTb (hain C KOHEUHOW TOUKM U 3arpy3uTh B pannoBoe xpaHunuwe cepsepa EDR ans nposepku
C nomoubto Tl-nnarchopmbl uau NPorpamMMbl NPOCMOTPA (hannos.

[inq 3arpy3kun BblGpaHHOro (haiina B (hannoBoe XpaHuauLe MOAYNA aAMUHUCTPUPOBAHUS HEOOXOANMO
HaxXaTb KHOMKY = (puc. 21).

TANYA-VMID

3arpy=uTk Qaiin e Gaiinoeoe
82fe52ad3d2919609¢32b526f34a685003 XpaHWUMLLEe
YDevice\Harddiskvolume2\Activators\faThe226e26e873275hd 549539702 10ffeS5e3al 294485280723 19chdcf778%9.exe ),

Pucynok 21 - OtnpaBka tpaiina Ha aHanus

[ns panbHeiwero aHanu3a Qaina crefyet nepeittu B pasgen XpaHuauwie (puc. 22) u ¢ nOMOLLbHO

MPeACTaB/eHHbIX HA CTPAHNULE (DMALTPOB HAWTH HYXHbIA (hail.
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Mocnensn uy
D
XpaHnauiwe
(n A P
MokassieaTs no Monssosarens Arent Vs garina
COBLITA
B Hee
0 Pnusens
SHA-256 MD5
AwtusHocT, BeeauTe xew # BeeavTe xew
[ NMpouecce: u mogyn
afs ] -
ATEHTH
Tpynna / Vwiz arenta Vims paiina Pazmep Bpemn zarpyzku Monszosatens Peaynurarei Aeiicrann
npoBepKn
> ® WORK / ArexT Souless firefox.exe &P 661.57 KB 4, 21 Pg @T\ [nRZae
ST IVES > ® WORK / DmitryPC setupexe (3 295 MB 17.10.2024, 14:33:33 anpg 9T D P C
el > ® WORK / DmitryPC backgrounddewnload.e.. (P 249.06 K8 17.16.2024, 14:33:23 2npg D P C
Tepuasian > ® WORK / DmitryPC sstupexe 275 MB 17.10.2024, 11:23:00 Roman [ D PO
Tpad
L2 Tpaguu > ® WORK / DmitryPC ukmiziwdnachasys (9 142K8 17.18.2024, 11:07:21 Roman o7 S P Q
> AreHt ROMAN-VM10 xozgdw.exe &P 196.42 KB BT\ D@ C
> test-Standard-PC-Q35-ICH9-2009  cat (9 4248 hikhi [ayZhe
AHANNTHKA > Aran group / VBVM-MSDC 8322411, 2% (P 290 KB aran @ 2

5 Wnankatopsi atax

PucyHok 22 — XpaHunuuie 3arpyXeHHbiX hainos

C 3arpyXeHHbIM B XpaHuniie (b&ﬁﬂOM BO3MOXHO BbINOAHUTL CIEAYHOLLME feiCTBUS ANS aHANU3a:

— NPOBEPUTL C NOMOLLbLH0 6a3bl AaHHbIX TI-nnatghopmbl (g Tl );

— NPOCMOTpETD (haita C NOMOLLLI0 NPOrpaMMbl NPOCMOTPA (hainNoB (KHOMKa e );

— YAAAUTb (haiin U3 XpaHuamwa (kHonka 0] ).

lpu HaxaTum KHOMKH o (6e3onacHblii haiin) B cTon0Le Pe3ynbTatbl NPOBEPKM NOSBASETC OKHO C

pesynbratamv aHanu3a ainna Tl-nnatdopmoii. KHonka o 3Ha4KOM QT 0603HayaeT BpeIOHOCHBIA (haitn. KHonka

C0 3HAYKOM 0603HayaeT npoao3puTeNbHbIi dain. KHonka Co 3Ha4KoM 9T 0003Ha4aet npoBepky thana

Ha Tl-nnatthopme B TeKyLLMIA MOMEHT BpeMeHu. B cnyyae 3arpy3ku (haitna, MH(opMaLma no KOTopomy 0TCYTCTBYET Ha

Tl-nnathopme, KHOMKa oTyeta (haiina oTo6paxaeTcs CO 3HAYKOM . Haxatne KHOMKK OTKPbIBAET OKHO C
KpaTKM 0TYETOM No apTedhaKTy, 4T06bl NOCMOTPETH NMOMHbIN 0TYET, HeoOXOAUMO HaxaTb KHOMKY MepeiTh K oTuety,

NOC/E Yero OTKPbIBAETCs CTpaHuLa noapobHoro otyeta Tl-nnatdopmbl 0 NPOBEpKE 3arpyXeHHoro daina (puc. 23).
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®ain (SHA-256): =3b2afb71e8772545a267 2803247376025 1444279232056 7be 35 Fc5897b [ Bpeaond
JanHele Tl-naatdopmel

A i

Auuanoers 3aKnioueHve aaTuTAA BpeAoOHOCHbIl 17.10.2024, 11:03:18

BEPAVIKT BIIEPBbIE OBHAPYKEH

Mpouecce w MoayAu

ATEHTBI Bepamir BpeaoHocHeil (BepankT ocHoear Ha owere VirusTotal)

Bnepatie o6HapyKeH 17.10.202¢, 11:03:18
Tern

Pasmep daiina
SHA-256 e3b0afb71e8772545226128b3a4f376925 14044 eT9e2arI0567 be3Scfc0S89b (P

SHA-1 31 1405¢130a8a (3

MDs

TLSH 6eb6d2a46dc08774bieb22a95bfc3d401dc68ThdE0 (P

Imphash

SSDEEP

3rypylseyag +sdjmixh

OBHapyxxeHHbIe HMeHa

Pucynok 23 — OkHo oT4eta npoBepeHHoro thaiina

Oryert TI-nnathopMbl TakxKe MOXHO nocMoTpeT B (hopmate JSON, Haxas KHOMKY | 150N)

B 3aBMCMMOCTY OT apTedhakTa CTpaHMLa 0TYETa MOXET COZepXaTb pasHyto MH(OPMaLMto, HO Bcerga Gyaer
copepxarb Bknaaky OcHoBHas MHdropMauus, rie Gyner otoGpaxatbes BepaukT. Ha cTpanuue otyeta mMoryt GbiTh
MOKa3aHbl CIEAYHOLLMe BKNIALKM:

1) BHELIHHE NCTOYHMKH,;

2) VirusTotal (Bknaaka genutcs Ha gge yactu: DETECTION ¢ Bepanktamm Bengopos i DETAILS ¢ nogpo6Hoi
nHopmaLmeit 00 aptedakte);

3) 3aKnroueHne aHANNTHKA;

4) YARA;

5) Public Tl v gpyrue (B 3aBUCUMOCTH OT MOZYNeN, NOAKHOYEHHbIX K Tl-nnatghopme).

Mocne u3yyeHns (hainnia aHaNUTUK MOXET NPUHATL PELUEHUE O AaNbHERLLUX JEACTBUAX: 3aKPbITh MHLMAEHT
W BHECTW (paitn B UCKIIOYEHUA, eCIM NPOU30LLAIO JIOXHONONOXUTENbHOE CpabaTbiBaHUe, H30MPOBATL areHTa, Ha
KOTOpOM (haitn Obln1 0GHApPYXeH, BOCMO/Ib30BATLCA TEPMUHANOM NS BO3BPATA 3aPaXeHHOA CUCTEMbI B COCTOSIHUE [0
3apaxeHus, NpooMKMTb PAccieoBaHue C NOMOLLbI (MAbTPaLMK COOLITUA Ha CTPaHMLLe AKTMBHOCTb 1 T 1.

Kpome 3arpy3ku (haitNioB € areHToB aHaMTUKY LOCTYNHA 3arpyka (hainos B XpaHuauLLe C KOMIbLOTEpa, C

KOTOPOrO OCYUIECTBAGH AOCTYN B MOAYAb AAMUHMCTPUPOBAHMA. [Lns 3arpysku U npocMmotpa Takux (aiinos
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HeoOX0ANMO NepeitTit Ha Bknaaky 3arpyska caunos. Kpome Takoi 3arpy3ku qaina B XpaHunuwe aHantmk
MOXET CKayaTb 3arpyXeHHblil paHee dain (He TOT, 4To GbIN 3arpyXeH C areHTa, a 10T, 4YTO 3arpyXeH Ha Cepeep

ynpaBaeHua ¢ KoMnbroTepa, C KOTOPOro ocCyLecTBieH foCTyn K cepBepy ynpaBﬂEHMﬂ), UCnosib3ya 3Ha4oK HOHV‘IMTI:

&b _ ~
CCbIIKY Ha cKaunBanue (). Mpu KonupoBaHMM CChbINKK B CTPOKY Opay3epa CkauuBaHue aiina npousoier

dBTOMATN4eCKu.

10.3 PaccnegoBarme ¢ «[aBHOH CTPAHNULbI HIH CTPAHNYbI «HHUHGEHTDIY

[NaBHas CTpaHML@ afMUHUCTPATUBHOTO MOAYNS YNpaB/ieHUs areHTaMu Ha CepBepe NpeAcTaBfieHa Ha
PUCYHKe 6. Ha CTpaHMLe aHaNMTMK MOXET MpOCMOTPETb CBOAHYIO MHGopMaumMto 0060 BCel MHPACTPYKTYpe,
NOAKYEHHON K MOAYIH0 YNPaBAEHNS:

— KOJIMYECTBO 3aLLMLLAEMbIX AreHTOB;

— KOIMYeCTBO COGLITHIA B 3aLLLMLLAEMON H(PACTPYKTYPe 3a nocneHue 15 MuHyT,

— 00L1ee KONMYECTBO MHLMAEHTOB;

— CNUCOK NOCNeaHNX 0GHAPYXEHHbIX MPOLLECCOB U MOAYAEN;

— 3Hay4eHue EPS (Event per Second), koTopoe NoKa3bIBaeT KOMMYECTBO NPUXOAALLMX OT areHTOB COObITHA B
CeKyHAy (MOKa3bIBAETCA TeKyliee 3HaueHne COBbITUA B CEKYHAY Ha BCEX areHTax, a Takke Ha O\HOM areHTe, Kpome
TOr0 B OTAENbHOM 061acTh 0TOOpaXaeTCs CPefHee KOMYECTBO COObITUIM HA BCEX AKTUBHbIX areHTax B CeKyHay 3a
HeAent);

— MH(opmaLms 06 MHLMAEHTaX (AMHAMUKa M pacnpeseneHue no KPUTUYHOCTH);

— MHOPMALLUS 0 CAMbIX YACTO BCTPEUAOLLMXCS B MHLMAEHTAX NpaBunax;

— MHOPMALLUS 0 CAMbIX YACTO BCTPEUALLMXCS B MHUMAEHTaX TexHukax MITRE;

— MHopmaLms 06 yA3BUMOCTSX.

B pa3nene I'naBHas CTpaHMLA aHANTUK TAKXE MOXET NPOCMOTPETb, CKONbKO MAaKeToB C COObITUSIMU
HAXOANTCA B OYepeay ANs OTNPaBKM Ha CepBep, 3T0 MOXET MOMOYb BbISIBUTL NMPOOSEMbI Ha CepBepe (Hanpumep,

04epefib MOXeT 00pa30BarTbCs, ECM XECTKMI IUCK CEPBEPA YAaCTUYHO BbILIEN U3 CTPOS).
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MepBoe, 4T0 XeNaTeNbHO CAENATb AHANMTUKY NP OGHAPYXEHUN WHLMAEHTA, €CAM MHUMAEHT He
SBNACTCA NOXHONONOXUTENbHBIM CPAaBaTbiBAHUEM — 3T0 NMEPETH Ha CTPAHULLY areHTa, Ha KOTOPOM

npounsowen UHUKWAEHT, N HACTPOUTb U30NALMI0 areHTa.

Ecm MPONU30LLIO  IOXHOMOJIOXUTEJIbHOE cpa6arb|BaHMe, T0  QHANNUTUKY Heo0X0AMMO  CO3/aTb
UCKNOYatoLLee npaBmno.
[nq petansHoro U3y4eHUA MHLNMAEHTA BO3MOXHO NEeperTi Ha CTPAHULY C MHLNAEHTAMM ABYMS cnocobamu:

1) Haxas 3HaueHue Konu4ecTBa MHLMAEHTOB B 06nacTn HHUMAeHTDI;

KpWTHYHEA - 2
2) Haxas B 06n1actn KpUTHYHOCTD MHLMAGHTOB N0 MKOHKAM ( - ) "

T.0o.);
Mpy BbINOAHEHUM NtOGOTO M3 AEHCTBUIA, ONMCAHHbIX Bbille, OTKPOETCs CTpaHuua MHumnAeHTbI (puc. 24).

AHanuTMK MOXET cpa3y nepeitn Ha cTpaHuLy MHWMAEHTbI, BbiOpaB OHOMMEHHbII Pa3fen Ha NaHeau ynpaBaeHus

Moaynst aamuHmcTpupoBarins ().

MHUMABHTBI POF.

COBLITA

Jaga—

AxusnocTs

Mpoueccs  Moayan

Bpems Kon-s0
A n s
perucTpaumK <OBLITHI

PucyHok 24 - OkHo cTpannubl <WHLMACHTBI»
B BepxHeit yacTu CTpaHuubl 0T0GpaxaeTcs rpauk, NOKa3biBAKOWMIA KOMYECTBO 3aperncTpUpOBaHHbIX

WHLMJIEHTOB B TeYEHMe BbIGPAHHOTO Nepuoaa (Mo YMONYaHUI 3a BCe BPEMS).

La
va
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N
OtkpbIBaetcs ¢ nomoLybto Khonku Mokasate rpadmkn () B CTpoke [INHaMMUKA MHUMAEHTOB. [ paduk
MOXHO NOMEHSTb C IMHEIHOr0 Ha CTONGYATbIA THR.

B none kHomkn BbIOOPA WMHUNAEHTOB COMEPXNTCS KHOMKA PACKPbITUS AONOJHUTENLHON MH(OpPMALMK O

COObITUSIX, BK/IHOYEHHbIX B MHUMAEHT (). Mlpu Haxatuu IKM Ha 3Hauok

CHU3Y OT CTPOKU WHUMAEHTA OTKPbIBAETCA
LONONHUTENbHAS MH(OPMALMOHHAA 001aCTb, B KOTOPOA NOJb30BATE/Ib MOXET NPOCMOTPETb BaXHble [iaHHble 00

HLMAEHTE (puc. 25).

Mpaeuna SOC_win_disk_disc R

Texruku MITRE T1120 Peripheral Devic

Wcnonnaembie gaiins \Device\HarddiskVolume3\Program Files\dotnet\dotnet.exe

KoMaHAHbIE CTPOKM "C:\Program Files\dotnet\dotnet.exe” "C:\Program Files\dotnet\sdk\8.@.201\MsBuild.d11" "C:\Users\alexa\AppData\local\Temp\Vipizys.proj”

“C:\Program Files\dotnet\dotnet.exe™ exec "C:\Program Files\dotnet\sdk\8.6.201\Roslyn\bincore\VBCSCompiler.d11” "-
pipename:WeMWaIPw8T2ccTccLxD4MpeExAYTP7_7qmeniiMcbRQ"

“C:\Program Files\dotnet\dotnet.exe” "C:\Program Files\dotnet\sdk\8.8.201\M5Build.d11" /nologo /nodemode:1 /nodeReuse:false flow:false

Mogyan \Device\Harddiskvolume3\Users\alexa\AppData\lLocal\JetBrains\Installations\Rider233\1ib\ReSharperHost\windows-x64\Rider .Backend.exe

\Device\Harddiskvolume3\Program Files\dotnet\dotnet.exe
Xewn SHA-256
Monuzoeatenn alexa

Homersl alex-pc

PucyHok 25 - [lononnutenbHas nHchopmaums 06 nHLMaeHTe

B none KpUTMYHOCTL OCHOBHOA TaGnuubl C MHUMAEHTAMM MOKA3bIBAETCA MH(OPMALMS O CTEneHu
KPUTMYHOCTM MHLMAEHTA. Bcero npeaycMoTpeHo natb ypoBHel KputnyHoctn: MHdhopmauma (HaumeHee KpUTMYHbIiA
ypoBeHb HumMaeHTa), Huskni, CpegHui, Boicokuni, KputnunbIi (Hanbonee KpUTHUHbIA YPOBEHD MHLNAEHTA).

B none Hasanme t1abnuupl MHLUMAEGHTBI HAXOAMTCA MMS, NPUCBOEHHOE WHUMAEHTY U €ro Homep.
WHUMAEHTbI, KOTOPbIE NONb30BATENM CO3AAOT BPYYHYIO, TOMEYATCA 3HAYKOM < . 3HAYOK 0TOOPaXaeTcs psaoM C
Ha3BaHueM. Mpu Haxatm JIKM Ha UMeHN MHLLMAEHTa NPOUCXOANT Nepexos Ha cTpanuly HHumaeHT.

[nf n3MeHeHus Ha3BaHuA MHLMAEHTa B none Ha3saHue CnpaBa OT UMEHW UHLMJIEHTA COIePXNTCA KHOMKA

Penamuponarb ( ) Knonka 6Yﬂ,eT 0T06pa)KaTbCFI TONbKO AN MHLMAEHTA, Y KOTOPOTO HA3HAYeH OTBETCTBEHHbIN

3a ero pelLeHne nob3oBareNb. lpn HaXaTuu KHOMKM OTKPbIBAETCS OKHO PeiakTMpoBaHne MHLMAEHTa (puc. 26).
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PeAaKTHPOBaHWE MHLMAEHTA

d3BaHME

PucyHok 26 — PegaktnposaHue HHUMAEHTa

[N U3MEHEHNA UMEHN MHLMAEHTA HEOOXOANMO BBECTH NPON3BOJILHOE UM B CTpoke Ha3Bauue, nocne
4ero Haxatb kHonky CoxpaHuTb [1s 3aBepluieHus onepauuu. locne 3aBeplueHns onepauun B HUXHER 4acTu
CTpaHuLLbI 0TOOPA3NTCA BCM/IbIBAKOLLEE OKHO C COOOLLEHMEM.

B none Bpems peructpanun 01o6paxaercs MHopMaLmMa 0 BPeMEeHU PerncTpaLum MHLMAEHT.

B none Bpems peicrBus 0100paxaercss MH(OPMALMS O BPEMEHH, B TEYEHUE KOTOPOro MpOMCXOAMN
VHLMIEHT. ITO BPEMSA PACCYMTLIBALTCSA, KaK Pa3HULA MEXAY BPEMEHEM, KOria Ha4yanocb nepBoe CoObITUE MHLMAEHTA,
W BpEMEHEM, KOT/,a 3aKOHYMI0Ch NoCNesiHee COBbITHE MHLMAEHTa.

B none AreHtbl 0T0OpPaXaercs MH(opMaLus 0 rpynne, B KOTOPYHO BXOANT areHt, A9 KOTOpOro CO3AaH
VHLLMAEHT 1 UMS arenTa. lpu HaxaTtuu Ha MMEHM TPYNMbI AN Ha3BaHUK areHTa NPOUCXOLUT NEPEXOA K CTPaHULAM
lpynna v Arenr.

B none Kon-Bo coBbITit 0100paxaetcs MHopMaLus 0 KoNMYeCTBe COObITUI, BXOASLMX B MHLMAEHT.

B none OTBeTCTBEHHbIA Hax0aMTCA KHOMKa WSMeHMTb (“ ), C MOMOLLBIO KOTOPOM MOXHO M3MEHMTb
N0Nb30BaTeNA, OTBETCTBEHHOr0 3@ PeLleHne nHumMaeHTa. Mpu Haxatun kHonku U3MeHUTb 0TKPbIBAETCS 0KHO Bbibop

OTBETCTBEHHOI0 N0 MHUMAEHTY (puc. 27).

Bwb0op OTBETCTEEHHOND MO WHLUWAEHTY

PucyHok 27 - Bbibop nonb3oBarens, 0TBETCTBEHHOTO 3a pelleHne MHUMAEHTa

La
va
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B cnyyae, eCiin 0TBETCTBEHHDIN 33 MHLMAEHT YXe Obin Ha3HaueH, T0 N5 BbiGopa HOBOro NOJb30BaTENS,
0TBETCTBEHHOT0 3a MHLIMAEHT, He0OX0AMMO B CTPOKe OTBETCTBEHHDIN Y1aNUTh TEKYILIEr0 N0/Ib30BATENS!, HAXAB B Heil
KHonky * . [lanee BbiGpaTb NONb30BATENS U3 CMUCKA, HaxaB JIKM Ha nycTyto cTpoky nonst OTBETCTBEHHBIM, Uiu
BBECTH B Heii C KNaBUaTypbl MMt HOBOTO N0/Ib30BATENSI, 0TBETCTBEHHOIO 33 MHLMAEHT.

[lnq 3aBeplieHns NpoLeaypbl Ha3HAYeHUs OTBETCTBEHHOrO MONb30BATENs CMELYET HaXaTb KHOMKY
B3 110071e vero B HHed YacTH CTpaHLbI 0T0GPASHTCS BCIBIBAIOLLEE OKHO C COOGLLEHHEM.

B none Craryc oto6paxaercst MHdopMaLma 0 TEKYLEM CTATyce UHLMAEHTA. B 3aBUCUMOCTH OT TEKYLLEro
(TaTyca MHUMAEHTa B none GymyT 0T0GpaxaTbCs Pa3NMYHbie KHOMKM, C MOMOLbK) KOTOPbIX MOXHO M3MEHUTb

HEKOTOpPbIe NapaMeTpbl MHLUMEHTA.

1) 3akpbITb MHLMAEHT — = (aKTnBHa npu cTatyce HasHaveH win HoBbli);

2) Ha3HaunTb UM OTKPbITb MHLMAEHT MOBTOPHO — n (aktuBHa npu cratyce HoBbli 1 3aKpbiT);

[Nl 3aKPbITUS MHLMAEHTA HEOOXOAMMO HAXaTb KHOMKY 3aKPbITh MHLMAEHT () U B OTKPbIBLUEMCS OKHE
3aKpbITHE MHUMACHTA HAXaTb KHOMKY COXPaHMTb. 3aKPbITb MHLMAEHT MOXHO AaXe B Cyyae, eC/n ANs Hero He
Ha3Ha4YeH OTBETCTBEHHbIN.

Mocne BbINOHEHUS ONEPALMM B HUKHEN YaCTH CTPaHULLbI NOSIBUTCS BCMAbIBAILLEE OKHO C COOOLLEHMEM.

Mo ymonyaHuio B OKHe 3aKpbiTMe MHUMAEHTA B none KommeHTapmi CTout 3anuch [3akpbitHe
WHUNAEHTA], €e MOXHO M3MEHUTb Ha MPOM3BOJbHLIA KOMMEHTapUiA WAM COXPAaHUTL CTAaTyC MHUMAEHTa 0e3
kommenTapus. llone Kommentapui npesycmatpusaet BO3MOXHOCTb Hanucanua fo 1000 cumBonos. UHdopmaunms,
yKa3aHHas N0Nb30BaTENEM B KOMMEHTapUK, 0T00pa3nTCa Ha cTpaHuLe MHUMAeHT.

[ns T0ro, 4T00bl HA3HAYNTL OTBETCTBEHHOIO NOJIb30BATENS N0 HOBOMY WHLMAEHTY, HE00X0IMMO HaxaTb

kHONKy HasHaunTb MHLMAECHT (ﬁ) W B OTKpbIBILEMCA OKHe Ha3Ha4yeHue MHUnAeHTOB B nose OTBETCTBEHHbINA
BbIOpaTh N0/b30BATENS, OTBETCTBEHHOTO 3a PELIEHUE MHLMAEHTA, NOCAE Yero Haxatb kHonky Coxpanutb. locne
3aBEpLUEHNS ONepaLLMi N0 Ha3HaYEHMK OTBETCTBEHHOTO 3a PELLEHNE MHLMAEHTA B HUKHEN YaCTH CTPAHULbI NOABUTCS
OKHO C CO00LLeHMeEM.

Kpome Ha3HaueHus OTBETCTBEHHOTO B OKHe HasHaueHMe MHLUMAEHTA NONb30BATENb MOXET BBECTH
NPOM3BO/bHbIA KOMMEHTaPKIA B NoNe KOMMEHTapHi, COXPaHUTb CTaTyC MHLMAEHTA 63 KOMMEHTapUa Wan 0CTaBUTh

KOMMEHTapHUii N0 yMoNYaHut. XenatenbHo, 4to6bl KOMMEHTapHil Obln MHGOPMATUBHBIM 1 OTPaXan CyTb TEKyLLEil
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CTagim paboTbl ¢ MHUMAEHTOM. UH(opMaLus, YKa3aHHas noab3oBatenem B none KommeHtapui, 0100pasuntcs Ha
crpannue MHumupeHr.

[lng NOBTOPHOrO OTKPLITUS WHUMAEHTA HEOOXOAMMO Haxatb KHOTKY Ha3HauuTb MHLMAEHT (O'I'Kpbl'l'b

NOBTOPHO) ("3q ), NoCAe Yero B 0TKpbIBLIEMCS OKHe Ha3HaueHne MHLIMAEHTOB HaxaTb KHOMKy COXpaHHTb, U3MEHUB
WO COXDAHMB TEKYLIEr0 MoSib30BaTeNs B KAuecTBe OTBETCTBEHHOTO 33 pellieHue WHuMAeHTa. Mpu noBTOpHOM
Ha3HAYeHUM MOXHO, KaK U npu NtoGoii Apyroi CMeHe cTatyca, 106aBUTb KOMMEHTAPHIA, KOTOPbIA 0TOBPA3NTCS Ha

crpannue MHumupeHr.

[ns uAbTPALUMM MHLUMAEHTOB MO TEM WM WHLIM NPU3HAKaM Ha CTpanuue WHUMAEHTBI COfepxarca
Cnegytowne uabTpbl:

1) Noka3biBarb No;

2) Tpynna;

3) Arenr;

4) Kputnunoctn;

5) O0TBETCTBEHHDI;

6) Co3parten,;

1) Nepunop perncrpaLium (CNUCOK MM KaNeHLaps)

8) Craryc;

9) NpaBuno (MoMCK N0 NpaBuaaM, Ha 0CHOBE KOTOPbIX CO3AAIOTCS 0OHAPYXEHNUS);

10) MITRE (nouck no TTP);

11) MonHoe nmsa ncnonHsemoro MOAyNs npouecca.

MpuHLMN PabOTLI C PUALTPAMM HE OTIMYALTCSA 0T PA0O0ThI C (PUILTPAMK B pa3iesie AKTUBHOCTD.

B nonsix unbtpos Mpasmno, MITRE, MonHoe uma ncnonHsemoro MoAyns npouecca noAfepXmBaercs
aBTONOACTaBNEH!e cumBooB wildcard () 49 hunbTpoB N0 arperupoBaHHbIM NOAAM.

[ns hounbTpaumn B none dunbipa Mpasuno, cnepyer nucatb Ha3BaHue npasuna 6e3 paclungpoBKu.

Mpumep:

MaliciousDomain B chrome.exe — npasuno ¢ pacmdposkoit (MaliciousDomain — npasuno, no kKoTopoOMy

OyAyT UALTPOBATLCS MHLMAEHTDI).
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Ounbtp Mepuop pernctpaumn B CpasHeHun ¢ (uabtpom Mepuop peructpauum (Ha cepsepe) Ha
CTpaHnLe AKTMBHOCTb COAEPXMT OAHO [JOMONHUTENbHOE 3HadyeHue Bcé Bpems, npu BbiGOpe KOTOPOro
MOKa3blBAKTCA BCe KOrAa-n6o 3apernctpupoBanHble B [IporpaMme MHLMAEHTbI.

B none dpunbtpa Cratyc BO3MOXHO BbIOPaTL CIEAYHOLLNE BAPUAHTbI CTATYCa MHLMAEHTA U3 BCMbIBAIOLLENO
CnucKa:

1) HoBbii;

2) Ha3Haues;

3) 3aKpbIT.

B none unbtpa OTBETCTBEHHDBIN 334aETCH (DUALTPALMS MHLMAEHTOB N0 N0/b30BATEN0, OTBETCTBEHHOMY

33 PeLUeRMe MHLMAEHTa. COPOC 3HAUEHHIE DUABTPOB OCYLLECTBASETCS € OMOLLBIO KHOMKM  —F oot = SHasTes

[ COPTMPOBKM MHUMIEHTOB B NOASX Tabnauupl ¢ uHuMpeHTamun Kputmunoctb, Ha3Banue, Bpems

pPerncrpauum Craryc NCNO/b3YHTCA KHOMKM CMELIAHHOW COPTUPOBKM , COPTUPOBKKU MO BO3PACTAHUIO Tn

COPTUPOBKM NO yObIBaHNO v
[lononnutensHas 061actb ¢ COObITUAMM MHLMAEHTA (PUC. 28) COBEPXNT CNeayHoLLMe NoKa3aTeu:
1) Bpemsi peructpauum co6bITS MHLMAEHTA;
2) KputnyHocTb nHumAaeHTa/leiicTBie, NpeANpUHATO. NPOrpaMMOoi;
3) Kparkas cBoaKa 00 MHLMAEHTE;
4) Tpouecc, pabota KOTOPOrO NPUBENA K CO3AAHMI0 MHLMAEHTA;
5) Upentudpnkatop Texunkn MITRE (onumnoHanbHo);

6) CBeneHus 0 npaBuie UM NCKNKOYEHUN, Ha OCHOBE KOTOPOTO CHOPMMPOBAH MHLMAEHT.

[WMrankarop] Joctyn k npoueccy CA\Users\1\Desktop\mkconfig.exe (2756) c npasamu |

T1055 penProcess.FromPsScript|
PROCESS_ALL_ACCESS, paspeiueHo s [ 1055 peenpres scrivt] g

5 3.=| 2 | Buicoxan /| 3

[Mrawnkarop] Joctyn k npoueccy C\Users\1\Desktop\mkconfig.exe (2756) c npagami

ell exe (4080)
PROCESS_ALL_ACCESS, paspeluieno exe (4080)

T1055 OpenProcess.FromPsScript
[MiravkaTop] JocTyn K HUTK 2760 npouecca ClUsers\1\Desktop\mkconfig.exe (2756) ¢

84.18.20821, 12:28:35 Ediconan) (%) npaeamu THREAD_ALL_ACCESS, pazpelteHo, HUTe=4588 (3 Moayns powershell.exe (4080) 20@BlockPowerShell
C\Windows\Microsoft. NET\Framework64\v4.0.2031McIr.dll)
[Mravkarop] Crapt npouecca komakaoi "PowerShell.exe” -noexit -command Set-Location -

©4.10.2021, 12:28:€3 EBricoxas / literalPath 'C:\Users\ 1\ Desktop’ uz C\Windows\explorer.exe (3972), HuTb=3152 (12 MoaynA powershell.exe (4080) 20@BlockPowershell
C\windows\explorer.exe)

Pucynok 28 - Monsa gononHnTenbHOM 061acTH HHUMAEHTA

Mone Bpemsa copepXut nHgopmaLuio 0 BpeMeHn 0GHapYXeH!s COObITUS, BKNKOUEHHOTO B MHLMAEHT.
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B none Kputnynocro/fleictBue otobpaxaercss MHGOPMALNA O CTENEHM KPUTUYHOCTM OBHAPYXEHHOMO
COObITUS MHLMAEHTA. [IpedyCMOTPEHO NATL CTeneHel KPUTUYHOCTM COObITHIA:

— WHdhopmaums;

— Hu3kas;

— CpepHss;

— Bbicokas;

— Kputnynas.

PS0M C KpUTUYHOCTBHO COObITUS 0TOOPAXALTCA 3HAYOK EHCTBUS, CBS3aHHOIO C CoObiTueM. B lporpamme
NPeayCMOTPEHO TPU BIAA AeACTBUA, NPeANPUHUMAEMbIX B OTBET HA BO3HUKHOBEHME KakOro-nbo coObITus:

1) BAOKMPOBATH (C yKa3aHueM NPUuMHbI GIOKMPOBAHUA U NPaBUNa, B COOTBETCTBUM C KOTOPbIM OHO Gbi0

BbINONHEHO) — 0003HaYAETCA 3HAUKOM =/ ;

2) [leTeKTMpOBaTb (C YKA3aHMEM NpUYMHbI OGHAPYXEHUS M MpaBUna, B COOTBETCTBUM C KOTOPbIM Gbino

[IeTeKTUPOBAHO COBbITHE) — 0603HAYaETCS 3HAYKOM | ):

3) Mpopgonxatb HabMoAeHne (B 3TOM Cayyae nose OYAeT nyCTbiM, 3T0 CBA3AHO C TEM, YT0 COObITHE He
noAnaaaer noj AeCTBIE KAKOro-1ubo peryampytoLLero npasuna).

B none ¢ Ha3BaHuem 0GHapyXeHWs Noka3aHa KpaTkas MH(OpMaLMs 0 CyT COObITUS, LETEKTUPOBAHHOIO
CMCTEMON KaK BPeOHOCHOE, 0nacHoe uan TpebytoLiee BHUMaHe Nonb30Batens.

B none c uMenem npowecca COAEPXMTCA CCbINKA B BIAE MMEHM Ha MOAY/Ib UCNONHAEMOTO (haitna mpovecca.
Ccbinka nossonsier GbicTpo nepedtn K crpaHuue MMpoueccbl u npu HEoOXOAMMOCTM 3aBEPLMTL MPOLECC Wau
paccnefoBatb 0C06EHHOCTI €ro BbINOAHEHUS (CM. nyHKT 10.2.1).

B none ¢ ugentngpukatopom MITRE otoOpaxaercs CCbika HA MAEHTU(MKATOP TEXHUKKM aTakn u3 6asbl
3Hanvit MITRE ATT&CK, Ha KoTOpYH0 yKa3biBaeT CoObITHE, BKIKOYEHHOE B MHLMAEHT. NH(hopmaLms B none fobasnsercs
ONLMOHASBHO.

B none c 0003HaueHeM UMEHN NPaBI/IA YKa3bIBALTCH MH(OPMaLKUA 0 NpaBune, B COOTBETCTBUN C KOTOPbIM
[lporpamma BbINONHUAA AeiCTBUE ANS COObITUS, LOOABNEHHOMO B MHLIMIEHT.

B HixHed yactn cTpanunubl MHUMAEHTBI COAEPXATCA KHOMKM 419 BbINOJHEHUS CIEAYHOLMX OnepaLui:

— HA3HAYMTb OTBETCTBEHHOI0 3@ PELUEHNE UHLMAEHTOB;

— 3aKPbITb BbIOPAHHbIE MHLMIEHTbI;
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— YAANUTb BbIOPAHHbIE MHLUUAEHTbI.

Y100bl HA3HAYUTb OTBETCTBEHHOTO, HEO6X0AMMO BblﬁpaTb OAUH UMK HECKONbKO MHLUWAEHTOB C NOMOLLbIO

KHOMKK BbiGopa, ovetus ux dnaxkamu (&), ganee Haxatb KHonky HasHaumTb BbIGpaHHbIE, MOCTE Yero B
0TKpbIBLLIEMCS! OKHEe Ha3HaueHne MHLMAEHTOB BbIOPaTh OTBETCTBEHHOTO U HaXaTb KHONKY COXpaHHTD.

Y700bI 3aKPbITb MHLMAEHTbI, HE0OX0AUMO BbIGPATb OMH UK HECKONbKO MHLMAEHTOB C MOMOLLbIO KHOMKK
BbIGOPa, OTMETUB WX (hnaXKaMu, Aiafiee HaxaTb KHOMKY 3aKpbiTb BbIGpaHHbIE, NOCIE Yero B OKHe 3aKpbiTHe
WHLYMAEHTOB BBECTU NPOM3BO/bHbIA KOMMEHTApHil ¥ HaxaTb KHonky OTnpaBuMTb. NPy HA3HAYEHUN XeNaTeNbHO
0CTaBUTb KOMMEHTAPUii, KOTOPbIA MOMOXET OTBETCTBEHHOMY 3a PELIEHME WHLMAEHTA COTPYAHWKY MPUCTYMUTb K
BbIMONHEHNIO CBOEA 3aJayd. 3aKpbiBaThb WHUMAEHTbI MOXHO JaXe TOrAa, KOTAd AN HUX HE HA3HAYeHbl
OTBETCTBEHHbIE.

N ypaneHns WHUMAEHTOB HE0OXOAMMO OTMETMTb (DMaXKaMu KHOMKKM BbIGOPA COOTBETCTBYHOLLMX
WHLMIEHTOB W HaXaTb KHOMKY Y AaNNTb BbIGPaHHbIE B HIKHETH YacTi cTpaHuiibl WHUmAeHTbI. [lanee Heobxoaumo
HaXaTb B OTKPbIBLIEMCS OKHE KHonky HauaTb yaaneHue, nocie Yero noATBEPAUTL ONEpaLinio.

Haunetcs ynanenue nHunaenTa. lMocne 3aBeplueHns onepaiuu Heo6XoLUMO HaxaTb KHOMKY 3aKpbiTb.

Mpouecc yaaneHus MHUMAEHTA BO3MOXHO NpepBath. [ns npepbiBaHus MHLMAEHTA TPEBYeTC HaxaTb no

UKOHKE I'IpepBaTb yaoajleHue. Ynanexue nHumuaeHTa MpepBeTcs Ha TOM UHUMIEHTE, KOTOPOMY ELLE HE OTNpaBACHA

KOMaH[a Ha YaneHue, U B CNUCKE YAANSEMbIX MHLMAEHTOB MHLMAEHT HE NOMEYEH

Mpouecc paccnefoBaHns MHUMAeHTa ¢ FnaBHOM CTPaHKLbI K 13 pasaena MHUMAGHTBI Noapa3yMeBaeT
NeACTBUA, ONncaHHble B nogpaszaene 10.2.

NS HarnAEHOCTM MOXHO paccMoTpeTb paboty ¢ MHTepdercom lporpaMmbl Ha NPUMEPE, OMUCHIBAIOLLEM
OnpefieNeHHbIR CLEeHapUi ¢ No3uLMA paboTbl aHANNTHKA.

CueHapuid. MOUCK MHUMAEHTOB CAMOM BbICOKOM KPUTMYHOCTW AN NPOU3BOJBLHOMO areHta Ha nepuof
PErucTpaLmMy MHLMAEHTa 3 MecsLa.

Nleicteuns:

1) Noctautb hunstp Kpurnanoctsb (Kputnynas);

2) Mocrautb (unbtp Mepuog perncrpaumm (3 Mecsua);

3) MoctaBuTb (hunbTp AreHT (NPOU3BONILHBIN areHT).
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10.3.1. Anann3 nHyngenra.
[ins Hayana aHanu3a uHLMAEHTa Heobxoaumo B ctonbue HasBanue crpanuibl WHUMAEHTBI HaxaTb 1EBOV
KHOMKOW MbILLK N0 HA3BAHMK0 MHTEPECYIOLLEro HUMAEHTA AN nepexoda Ha cTpaHuuy HHumaewr.
B okHe cTpanunubl MHUMAGHT ChefyeT NpocMOTPeTh 00LLY MHAOPMALMIO 00 HLLMAEHTE W ero COObITUSX.
KpaTko 03HakOMUTLCS C MHGOpMaLMei 0 COObITUN Man COOBITUAX, COCTABASOLLMX MHLMAEHT, MOXHO, HAXaB KHOMKY

» B CTPOYKE HANPOTUB UHTEPECYHOLLEro coBbITUs/MiA (puc. 29).

v @ Aran group / T /) CrapT npouecca KOMaHAo powershell.exe (5140)
2 VB_win10-test "C:\Windows\System32\WindowsPowerShell\w1.0\powershell.exe” & {if ({(Test-Path
V" ChAtomicRedTeam\atomicshT1001.002\bin\ T1001.002,jpg\"" )} {exat 1} else {
{exit 0}

I ows
\Device\HarddiskVolume2\Windows\System32\WindowsPowerShellyw1.0\powershell.exe
(3692), HUTe=3804 (M2 moaynA
\Device\HarddiskVolume2\Windows\System32\WindowsPowerShell\v1.0\powershell.exe)

Bpema perucTpaymm Ha cepeepe

Bpema pervcTpayim Ha areHTe

Twvn cobbiTa [Mpoueccel

MogTun cobuiTua /\ Crapr npouecca

KputhunocTs (ypoBeHs BaxHocTv) cobuiTia Huskas

WHumnaenr SOC_win_susp_Ink_access & powershell.exe

AreHT VB_win10-test

YHUKanbHbIA ngeHTUdMKaTOp areHTa 41ddceS1bcab57c4aad827d65a12392571

Mnardopma Windows ==

Monnoe uma ncnonnaemoro danna npoyecca \Device\HarddiskVolume2\Windows\System32\WindowsPowerShell\w1.0ypowershellexe 4,

WaentudnkaTtop npouyecca Ha areHTCKOW cucTeme 5140

WaeHTuduKaTOop poaUTENECKOrO NpoLIEcca Ha AareHTCKOI cucTeme 3692

YHukansHb1id ngeHTudMKaTop npoyecca 9021d76e-94c0-01da-1c06-000000000000

YHUKaNbHBIA MAeHTUDMKATOP FPYNNLI NPoLeccoR 34228bf5%-94be-01da-8503-000000000000

KomaHgHan cTpoka npouecca "CA\Windows\System32\WindowsPowerShell\w1.0\powershell.exe" & {if (I(Test-Path
\""Ch\AtomicRedTeam\atomics\T1001.002\bin\T1001.002.jpg\"")) {exit 1} else {
{exit 0}

PucyHok 29 - Bbi30B BCnabIBatoLLero okHa ¢ MHghopmavuen o cobbITHr

JlononHuTeNbHAA MH(OPMALLMSA 0 BbIOPAHHOM COOLITUN COAEPXUTCH HA CTPAHMLLE B BUAE KAPTOUKM COObITHS.
WH(hopmaLma B 0KHe 0 COObITUM MMEET Pa3NnyHOoe COAEPXaHuUe B 3aBUCUMOCTM OT TUNA M NOATMNA COObITUS. KapTouky
CoObITUS MOXHO NpocMoTpeThb B (hopmate JSON, utoObl Npu HEOBX0AUMOCTH COCTaBUTb NPABIIO ANS MHAMKALMMN aTak.
CBefieHnst 0 MeTafaHHbIX, 00HapyXuBaemblx [IporpaMmont U NpefoCTaBasSEMbIX aHANNTUKY B KApTOUKaX COOLITHA

copepxarcs B pasgene 9.
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Cnpasa 01 Ta6AuLLbI C JAHHBIMI HAXOAUTCA KHOMKA ="' . Jlto60 3neMeHT un GNIOK 31eMeHTOB B dhopmate

JSON MoXHO CKonMpoBaTh, HaxaB KHOMKY . Jlna Bo3Bpara K peynibTatam or4eta B opmare HTML veoBxoanmo

HaxaTb JIKM Ha 3Hauok ‘"
XU3HEHHbIM LMK KaXA0r0 MHLMAEHTA N0APA3yMeBALT NPOXOXAEHNUE TPeX CTafui:
— HOBbIN UHLLMAEHT;
— Ha3HayeHHbIi B paborty;

— 3aKPbITbIi HHLMAEHT.

ECAM MHLMAEHT He npeacTaBsier 00MbLLe LLEHHOCTH AN AanbHelLwed paboTbl, ero MOXHO YAANHTb.
[ns 31010 MCNONB3YETCH KHONKA Y Aanutb MHUMAeHT B 06nacTn MHdropmauma 06 unumuaente. lpu

3TOM BMeCTe C UHLMACHTOM YaanaoTca n Co0bITus, KOTOPbIE BXOAAT B 3TOT UHLMACHT.

B 3aBMCMMOCTH OT CTaTyCa MHUMAEHTA Y CTPaHMLbl MHLUMAEHT (DYHKLMOHANBHOCTD MOXET pa3nnyarbcs. g
HOBOTO M 3aKPbITOTO WHUMAEHTA HEAOCTYMHA (DYHKUMS PeAAKTUPOBAHMA MHUMAeHTa. YT00bl OTpefaKkTMpoBatb
WHUMAEHT, HEOOXOAMMO HA3HAuMTb NO/b30BATENs, OTBETCTBEHHOro 3a ero pelwexue. Crpanuua WHumpent
pasfeneHa Ha ciedytoue o6nactu:

1) WHumpaeHr,

2) KommeHTapuu;

3) llononHutenbHas HHchopmaums;

4) 06HapyxeHus.

B o6nactu VHUMAEHT nonb30BaTeNb MOXET HA3HAYUTL WHLMAEHT HA TOrO WM WHOTO aHANUTMKA ANS
fanbHedwen padoTbl UM BbINONHUTL APYrie fencTBus:

— PefaKTUPOBaTh MHLMAEHT;

— 3aKPbITb MHLMIEHT;

— OTKPbITb MHLMAEHT NOBTOPHO;

— YIANUTb UHUNAEHT;

PykoBogcrBo ananuuka RT Protect EDR T
Bepcus 1.0.24 or 14 okra6ps 2024

La
va

rotect 142




— COXPaHuTb 0TYeT 00 MHLMAEHTE B (haitn (hopmata pdf Ha KOMNbOTEP, C KOTOPOTO OCYLLECTBAEH AOCTYN B

MOZY/b aAMUHUCTPUPOBAHMS (KHOMKA o ).
B o0nactn MHUMAEGHT 0T06PaXaroTca CiesytoLme AaHHble:
— Ha3BaHMe NHUMAEHTa;
— KPUTMYHOCTb MHLMAEHTA;
— OTBETCTBEHHDIN 3@ PELUEHNE NHLMAEHTA;
— CTaTyC MHUMAEHTA;
— @reHT, Ha KOTOPOM NPOK30LLAYN COOBITUS MHLNEHTA;
— BPEMS PErucTpaLmun MHUMAEHTa;
— BPeMs LeHCTBUS MHLNAEHTA;
— OnucaHwue.
PeakTupoBaTh MOXHO CefytoLLMe napameTpbl:
— Ha3BaHue;
— OTBETCTBEHHbIN;
— KPUTUYHOCTD;

— OnuncaHme.

lpumeyanne
9

LJ Onepau,vwl pefakTupoBaHua UMEHW WHUWAEHTA, KPUTUYHOCTH, ONUCAHMUA, a TAKXE WCKIYEHKUE

COObITHI U3 MHLMAEHTA CTAHOBATCA JOCTYNHbIMK MOCNE HA3HAYEHNA OTBETCTBEHHOI0 3a UHLIMAEHT.

Mocne 3aBepLUeHst pefaKTUPOBaHUS HEOOX0AMMO HaxaTb KHOMKY CoXpaHNTL N3MEHEHUS.
B ob6nac KommeHTapuu nonb30BateNb MOXET YKa3aTb NPOU3BOJIbHbIA KOMMEHTApUA. Takxe
KOMMEHTapU# YKa3bIBAKOTCS aBTOMATUYECKM NPY NEPEBO/E MHLMAEHTA U3 OAHOTO CTaTyca B APyro, Hanpumep, npu

Ha3Ha4YeHUU U1K 3aKPbITUN MHUMAEHTA.

lpumeyanune
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Mone Kommentapuii, kak 1 none Onucanue, no3sonset 8eog Ao 1000 cumponos.

9
LJd

[na noGaBneHnst HOBOTO KOMMEHTapus cneflyet HaXdTb KHOMKY Co3patb KOMMEHTapHM, nocie yero

OTKpbIBaeTCs 0kHo Co3patb KoMmeHTapwii (puc. 30).

CozpaTb KOMMeEHTapMiA X

TekcT koMMeHTapuA *

PucyHok 30 — OKHO BBOAa KOMMEHTapHS

[ns no6aBneHns KOMMEHTAPNA K MHLMAEHTY Heo0X0AuMO BBECTH B OKHe HOBbIA KOMMeHTapMit TekCT
KOMMEHTaps 1 HaxaTb KHonKy OTApaBMTb, NOCAE YEro KOMMEHTapuii Noab30BaTens Oyaer f006aBAEH Ha CTpaHuLY
MHLMAEHTA.

[lns 0TMEHbI BBOZA KOMMEHTapus cnefyeT B okHe HoBblit KOMMEHTapHit Haxatb KHONKY OTMeHa wau
3aKpbITb OKHO ().

B o6nactn [lononHutenbHas MH(hopmaLmMs npeacTaBaeHa MHPOPMALNS NO MHLMAEHTY C YTOYHEHUEM
NapamMeTpoB, XapaKTepu3yHoLLMX MHLMAEHT, TaKUX KaK HanMeHOBaHMe NpaBna, Ha 0CHOBE KOTOPOro ChopMupoBaH
VHLLUZEHT, UMEHa UCNONHACMBIX (DaitI0B 1 KOMAHAHbIE CTPOKM, YHACTBYHOLLME B MHLMAEHTE, 3aTPOHYThIE MHLMAEHTOM
N0/1b30BATENM W LOMEHBI, YAANEHHbIE CETEBbIE TOUKM 1 IOKASIbHbIE KOHEYHDBIE TOUKM, XeLu, TexHukn MITRE u 1.4.

B o6nactn O6HapyxeHus B TabAnMyHOM Bufe NpefctaBaeHa MHGOPMaLMS 0 COBbITUAIX, KOTOPbIe Gbinu
BK/HOUEHbI B MHLLUAEHT NPK ero peructpauuu. lepexos no crpaHuLLam B TabauLe B Cyyae, ecin Co0bITHA B MHUUAEHTE
He YMELLAIOTCS Ha OAHOM CTPaHULLE, OCYLLECTBARETCS C NOMOLLbIO NaruHaTopa.

B BepxHeit yactu o6nactu O6HapyxeHus oto6paxaercs uHopmauma 06 o6Liem Koanyectse CoObITHI B
nHumMaeHTe u unbTp MokasbiBaTh MO (MOXHO 3a4aBatb Cedyrolme 3Havenuns: 10, 20, 50, 100).

B rabnuue ¢ 0GHapyXeHusiMu MHGOpPMALMS pacnpeieneHa no CreaytLWwuM noasm:

1) Perncrpauus Ha cepsepe;
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2) Pernctpaums Ha arenre;

3) Tpynna/Wms arenra;

4) Onucanme;

5) Mpouecc;

6) Undpopmaums.

Pernctpauyus Ha cepBepe — COAEPXMT MH(DOPMALMKO O rofe, MeCsle, OHE W TOYHOM BPEMEHH
peructpauyumn oGHapyxeHus Ha cepsepe no craxgapty UTC.

Perncrpauus Ha arente — CoepXMT MH(OPMALLUIO 0 TOAE, MECALIE, IHE W TOYHOM BPEMEHI PerucTpaLymu
00HapyXeHust Ha arexTte, 10 €CTb N0 TEKYLLEMY BPEMEHHU, KOTOPOE YCTaHOBEHO Ha MALLNHE C areHTOM.

Ipynna/Mma aredta — B noe 0100paxaroTcs rpynna, B KOTOPOI HAXOAMTCS areHT, N Ha3BaHUe areHTa,
UMEHa rpynMbl M areHTa CayxaT runepecbiikoi Ans NepexoAa K COOTBETCTBYIOLLMM CTPaHMLAM.

Onucanue - COAEPXHUT KpaTKOE OMUCaHKe Co0bITus, KOTOPOE CUCTEMO OnpefeneHo Kak 06Hapy)KEHMe unm

TeNeMeTpus, CoObITHe-00HAPYKEHUE NOMEYAETCS 3HAUKOM A\

Mpouecc — copepxut UM npowecca, AEHCTBUA KOTOPOro NpuBean K oGHapyxenuto MporpamMmon, ums
npouecca otoGpaxaercs B BUAE CCbUTKKM 4ns nepexofa k ctpanuue Mpouecco.

B none Wudpopmavus nokasaubl ciefytolLmue JaHHble N0 0GHAPYXEHUH:

— Kputnunocro/[leitcreue;

— MITRE;

— Mpasuno.

Kputnunoctb/[leicTBue — N0Ka3bIBAET YPOBEHD Yrpo3bl, KOTOPAs UCXOLUT OT 0GHAPYXEHHOro CoObliTuA
Ana 3awmwaemoin UT-uHAGPACTPYKTYpbI, 419 aBTOMATUYECKNX 0GHAPYXEHUI 3TO CPESHNI, BbICOKUA U KPUTUYECKUA
YPOBEHb, @ TAKXe B noJie 0T00paxaercs fedCTBue, NPeAnpPUHATOR B CBA3M C 0GHapyxeHuem cobbitus. liporpammoit
MpeayCMOTPEHbI TpU AeWCTBUS: 0/10KMPOBATD, AETEKTUPOBATL M NPOLOMXeHUe HabntaeHns. B nocnesHem cnyyae
noJie 0CTaHeTCs NyCTbIM.

MITRE - B none otoGpaxaetcs ngentngmkatop TexHuku atakn MITRE ATT&CK, kotopblit cootBeTCTBYET
CO0bITUHO, L00@BNEHHOMY B MHLMAEHT (MAEHTU(INKATOP HA3HAYAETCS OMLMOHANBHO).

MpaBuno — B none oto6paxaercs HaMMeHOBaHWe NPaBMA, B COOTBETCTBUN C KOTOPLIM COObITUE OblSIO

[,00aBNIEHO B MHLMAEHT.

La
va
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B none Uncpopmauus Takxe Haxoguics kHonka Jloxnoe cpabatbiBaHue (- ). HaxaB Ha KHOMKY,
N0Nb30BATENIb MOXET C03AaTb UCKNHUEHUE ANA (aina C NOMOLLbI MAcTepa UCKNHUYEHNI.

C037aTb UCKNIOYEHNE C MOMOLLbK) MACTEPA MOXHO HE /151 BCEX MHLIMAEHTOB.

006wt BUA OKHA NPYU CO3AaHMN UCKNKOYEHNS C MOMOLLbIO MacTepa UCKIOYeHHin Ans (haiina npeacTaBneH

Ha pucynke 31.

MacTep CO38aHNA UCKIKYEHMA x
TN KCKNHOUEHUA
Wcknrouenna gna dainos

Xew

cec44286bd28864b@9c962783053b6a2c3c7f4fdof41fFadedss5b22567d9

WMms daiina

\Device\HarddiskVolumel\Users\user\AppData‘\Local\Programs

\Opera\93.8.4585.37\opera.exe
#

Tvin CO24383EMOT0 MCKNKOUEHWA

Xew *

HaBop

Iskl_for_file (HE PEAAKTMPOBATb W HE YAANATE)

Pucynok 31- OKHO MacTepa co3gaHus UCKNIOYEHHI

B nanHom okHe nons Tun uckntouenns, Xew, Wmsa haiina ycraHaBAuBalOTCA aBTOMATUYECKU U3
BbIGPaHHOr0 06HApyXeHus, TpeByeTca onpeaenuTb TONbKO TUM CO3aBAEMOr0 MCKNKUEHNS: UCKIKOYEHUE N0 Xell-
CyMME WIK UCKIOUYEHHE N0 MEHN (haiina. Takxe MOXHO yka3aTb Habop, B KOTOPbIN CNejlyeT 100aBUTb UCKIIOUYEHHE.

na panbHeiero co3naHns UCKNYeHUs Tpedyetcs Haxatb kHonky [lanee, nocne yero npousoiaer

Nepexos K OKHy 106aBneHns Ucknoyenns (puc. 32).
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[obaBuTE UCKNOUEHWE x

TN Xel-CyMMb:

SHA-256

Hew-cymma * @

Aeifcteme

Pazpewnte

KommerTaphii

3

Pucynok 32 — OkHo fo6aBneHHs NCKNOYEHNA

Xew-cymma 3anonHaeTc aBTOMaTMYeCKU M3 npefblayliero okHa. YtoObl 3aBepwutb JoGaBneHue
MCKNKOYEHNS, TpebyeTcs T0bKO onpefenutb feicTue (Paspewumntb/bnoknpoBatb) u Haxatb o kHonke JlobaBuTb.
Mocne npocMoTpa MHopMaLMK 00 MHLMAEHTE aHANNTUK MOXET COXPaHMUTb OTYET 0 HeM B (haitn (hopmata

pdf Ha KOMMbIOTEP, C KOTOPOrO OCYLIECTBAEH AOCTYN B MOAYAb aiIMMHUCTPUPOBAHMS. [Ln 3TOT0 NpeaycMOTpeHa

KHOMKa B o6nacTH MHdropmauus 06 nHumaenTe.

Kpome chunbtpaunn CoObITMA ¥ MPOCMOTPA LOMOJIHUTENbHOA WH(OPMALMKM B pacciesoBaHUu
VHUMAEHTOB aHANMTMKY MOTYT NOMOYb fAaHHble kubeppa3ssenku (Threat Intelligence), kotopble

npegocrasastotca Tl-nnatghopmoit.

[lns npocMoTpa LONOJHUTENbHBIX AaHHbIX 00 apTehakTax, BbISBAEHHbIX B UHLMAEHTE MOXHO NPOCMOTPETb
oryet Tl-nnatcpopmbl. lnarpopma CONOCTaBASET U aHANU3UPYET AAHHbIE KOMMbIOTEPHBIX YrPO3 U3 HECKOJbKMX
UCTOYHMKOB B PEXNME PEanbHOr0 BpEMEHN A9 NOALEPXKM 3aLLMTHbIX AeicTBUi lTporpammbl. Ha fiaHHbIn MOMEHT

nNaTopmoii NPOBEPAKTCA CNeAYHoLLMe apTedaKTbl:
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1) Xew cpaitna;

2) TnobanbHbli IP-appec;

3) TnoGanbHoe uMs LOMEHa.

lpoBepKa BbIMOAHAETCA B HECKONbKNX MCTOYHMKAX, B 3aBUCUMOCTM OT TUMa apTedpakta Habop MCTOYHUKOB
MOXET OTANYATbCS:

1) BHewwHMe NCTOUHUKY;

2) VirusTotal;

3) 3aK0YeHne aHaNnTUKa;

4) YARA;

5) 10C;

6) Whois;

1) PublicTI.

lpumeyanne

9
LJd

Bepauktbl Tl-nnatchopmbl paBHO3HauHblI C aHanuTukoi cepeepa EDR. Hanpumep, ecnm Bepamkr
nAaTopMbI N0 ONPEAENEHHOMY XeLly CNONHAEMOTO (haitnia OyAeT 0TMeYeH Kak BPeLOHOCHbIR, a Ha
cepepe EDR 10T Xe xeww Gyaer oTMeyeH Kak 6e3onacHblit, T0 OYeT C034aH MHUMAEHT. TO Xe camoe
npou30iaet u B 06paTHOM Cniyyae, koraa cepsep EDR otmeuaer aptedpakt kak BPeAOHOCHbIH, a Tl-
nnatopma Kak GesonacHblii. B 10 Xe Bpems He0OXOZMMO y4MTbIBATb, YTO MEXAHU3M CETeBbIX
ncknoyeHun EDR no3sonsier nepeonpefenuts Bepaukt Tl-nnatdhopmbl ¢ BPEAOHOCHOTO Ha

0e30MacHbIN.

Tl-nnatcpopma MoXeT npefocTaBaATb APYrie aHaANMTUYECKNE JaHHble:

— WHAUKATOPbI aTak;
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— 3aKNHYEHUS AHANUTUK;

— WHANKATOPbI KOMNPOMETALMK;

— YARA-npaBuna;

— XypHano! Windows.

Ecm npasuna Tl-nnatchopmbl u npasuna cepsepa EDR Oyayr ny6nuposatb apyr Apyra, 10 B Ciy4ae
00HapyXeHust BPeLOHOCHbIX apTeakToB C034a4yTCA ABA HE3aBUCUMBIX MHLMAEHTA. CTpanuubl otyeta TI-nnatopMbl
OTKPbIBAKOTCA Ha BkNaake OCHOBHAA MHdIOPMaLMA, KOTOPAs COAEPXUT CBOAHbIE aHHbIE U3 BCEX AOCTYMHbIX ANS
BbIOPAHHOr0 apTedhakTa MCTOYHUKOB (CM. puc. 23).

B BepxHei yacTu CTpaHmMubl 0T4eTa 0T0GpaxaeTcs HaMMEHOBAHUE M 3HaYeHue apTediakta u Bepaukr Tl-
nnat(opmbl. Ha neBoit nanesn otyeta 0T06paxatoTcs BKNAKN C HAUMEHOBAHUSMMU MCTOYHUKOB [IaHHbIX, OT KOTOPBbIX
Obin NONYYeHbl CBEAEHNA NS BbIHECEHHOrO BepAMKTA. Ha npaBoi naxenn otyera 01o0paxaercss MHhopmauus o
BbIGpaHHOM apTedpakTe.

WHchopmaums npepcrasnena B 1abanyHom suge. Mons 1abanbl MOryT Cofepxath ClefytLne JaHHble:

1) BepamkT (6e30nacHblit/BpeSOHOCHbIA/NOA03PUTENbHDI/HEN3BECTHDINH/B NPOLECCE aHaN3a);

2) Bpems 0GHapyxeHus;

3) Pa3mep thaiina;

4) Xew, paccuntauHbli no anroputmy SHA-256;

5) Xew, paccuntanHblit no anroputmy SHA-1;

6) Xew, paccyutanHbli no anropurmy MD5;

1) Xeww, paccuntanHbli no anroputmy TLSH;

8) Xeww, paccuutanHblit no anroputmy Imphash;

9) Xew, paccuutanHblit no anroputmy SSDEEP;

10) OOHapyxeHHble nMeHa.

[N 3HaUEHMi XeLL-CyMM 1 00HAPYXEHHbIX UMeH SOCTYMHA (YHKLMSA KonupoBaHus B Gy(ep oOmeHa. Hto0bl
CKONMPOBATb HyXHble 3HaueHns B Gycdhep 06Mera, HeoGX0AUMO HaXaTb KHonky CkonupoBaTh B Gydhep obmena

B CTPOKE C BblﬁpaHHbIM 3Ha4€HUeM XeL-CyMMbl Uin OﬁHpr)KGHHbIMVI UMEHAMH.
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Cnpasa 01 Ta6AuLLbI C JAHHBIMI HAXOAUTCA KHOMKA ="' . Jlto60 3neMeHT un GNIOK 31eMeHTOB B dhopmate

JSON MoXHO CKonMpoBaTh, HaxaB KHOMKY . Jlna Bo3Bpara K peynibTatam or4eta B opmare HTML veoBxoanmo

Haxartb JIKM Ha 3navok .

10.3.2. lpuHynnsi paborsi Tl-nnarghopmel B RT Protect EDR

Tl-nnatthopma ocywiecTBnser aHanm3 xewein Gainnos, rnobanbHbix IP-agpecoB M [OMEHHbIX WUMeH
napasnenbHo ¢ 0CTasibHbIMK NPOBEPKaMK, MPeAYCMOTPEHHLIMI aHASIMTUYECKUM MHCTPyMeHTapuem EDR.

MpuHuun pa6otbl ¢ MHAMKaTopamu komnpomertatun B RT Protect EDR B unterpawmn ¢ RT Protect Tl Bbirnsgut
Cf1egyroLLmMm 00pasom:

1) Mpn oGHapyxeHnn ovepesHoOro aptedhakta areHToM (MOMbITKA 3anycka NpowLecca, YCTaHOoBEHUS
CETeBOr0 COEAMHEHUS U T.[1.) NPON3BOANTCS €r0 aHAAN3 N0 HABOPaM MHAMKATOPOB KOMNPOMETALLMM HA CAMOM areHTe;

2) Ecnn apredpakt npucytcieyer B HaGope, COOTBETCTBYHOLLEE AEHCTBUE OSIOKUPYETCS B CMHXPOHHOM
pexume (Hanpumep, He JoONYCKAeTCs 3anyck npouecca);

3) B uHom cnyyae nHdpopmaums 06 apTedpakte BMecTe € CoBbiTueM 0TnpaBAseTcs Ha cepsep EDR;

4) [lanee B pamKax MHTErpaLum ocyLecteasfetcs obpauieHue k TI-nnatdhopme Ans nony4eHunst BEPAUKTa no
apredpakty, B Ciy4ae NOAYYEHNA 3aK/0YeHns "BpefoOHOCHbIM", areHTy HanpaBifeTcs KOMaHAa, Hanpumep, Ha
3aBepLUeHue npovecca.

B nto6om u3 onucaHbIx ciyyaes B EDR reHepupyetcs MHUMAEHT.

Habopbl MHAMKATOPOB KOMNPOMETALMM /1 areHTOB MOTYT (DOPMUMPOBATLCS Kak BPYUHYH Ha cepaepe EDR,
TaK 1 nonyyatbes ¢ Tl-nnacopMmbl, Ha KOTOPOR, B CBOKD 04epesb, POpMUPOBATLCS AMHAMUYECKN (rafioyka "TeHeBON
Habop" B cooTBETCTBYIOLLEM pa3aene aHanutuku EDR B Be6-uHtepdheiice Tl-nnatdopmbl). IT0 NO3BOASET XPaHUTD Ha
areHTax OrpaHnyeHHbI, HO aKTyanbHbli HAOOP MHAMKATOPOB KOMNPOMETALLMK 41 CHHXPOHHOMO pearMpoBaHus Ha
YTpo3bl.

Takxe BaXHO, 410 MHTErpaumu (Hanpumep, VirusTotal) 3anyckaroTcs T0bKO NPU aHaNn3e COOTBETCTBYHOLLMX
CoObiTHi B BeO-uHTepdedce Tl-nnatdhopmbl (nepexos Ha CTpaHuuy oryera 06 aptedpakte). Takum o0pa3om, 310
M03BONSET UCMO/b30BaTh OrPaHUYEHHble KBOTbI TOAbKO AN WCCNeyeMblX apredhakioB, a ANs aHanm3a BCex

apTedpakToB Ha NOTOKe UCNONb30BaTh 033y AAHHLIX, (POPMUPYEMYIO HA OCHOBE MOAK/HOUEHHBIX (DUL0B.

La
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B pamkax uxterpaumu Tl-nnatopmbl ¢ pewweHnsmn knacca Sandbox BO3MOXHA 0TNpaBKa NOTEHLMANBHO
BPeOHOCHBIX painoB ¢ arexta B TI-nnathopmy U Lanee B NECOYHMLY (TakXKe AaHHbIA (DYHKLMOHAN JOCTYNEH U3 BEO-
unTepeinca Tl-nnatdopmbl). IT0 OCYLLECTBASIETCS MYTEM MCNONb30BaHNA KOMaHabl "GET" B koHCOMM areHTa C
napamerpom "/ti".

Ecn Tl BbIHOCKTCS BEPAMKT O TOM, YTO B CUCTEME OOHAPYXeHbl BPEAOHOCHDIH JOMeH, IP-agpec uim xew
MCNONHAEMOrO (haitna, aBTOMATUYECKM BLINOAHAKTCA CeAyoLLne onepaLmu:

1) B lTporpamme perucTpupyetcs MHUMAEHT;

2) Mpouecc BpeoOHOCHOr0 (paitna aBTOMATUYECKN 3aBEPLUALTCS;

3) O6palweHue k BpeAOHOCHOMY fOMeHy un IP-agpecy aBToMaTyecku 6aokupyetcs.

lpumeyanne
9

L_. Ha Tl-nnatchopme nposepAtoTCs rnobanbHble agpeca u fOMEHbI, MPOBEPKA JIOKANbHbIX afpPecoB v

JOMEHOB HE NMPEQYCMOTPEHA.

Mpun 0OHAPYXEHUN NOLO3PUTENLHOIO apTedakTa BbINOAHACTCA TONbKO AETEKTUPOBAHNE COObITUS, NPK ITOM
CO3/AETCS NHLMAEHT.
B HekoTopbIx cnyyasx BepaukT Tl-nnatdopmbl, NPUCBOEHHDIA apTedakTy npu NepBOHaYaNbHOM K HEMY

Oﬁpall.l,eHMM, MOXET OT/IM4aTbCA 0T HA3HAYEHHOr0 BNOCAEACTBUM. B 3T0M CUTyaLmu COObITUA C TAKNUMU apTE(baKTaMM B

pasfene AKTMUBHOCTb NOMEYATCA 3HAYKOM

BaxHoi dpynkumen Tl-nnatpopMmbl ABASIETCS LEHTPANU30BAHHOE XPAaHEHWE M PacmpocTpaHenue [0
oTAenbHbIX cepBepoB EDR aHanutmyeckux HabopoB W HAOOPOB C MCKMKOUEHUSMN. K aHANMTUYECKUM OTHOCATCS
WHAMKATOPbI aTaK, MHAMKaTOpbl KomMnpometaumn, YARA-npasuna u xypHanol Windows, K Habopam C MCKNHOYEHNAMM
OTHOCATCS UCKMOYEHNS AN MPOrPamMM, UCKNKOUYEHUS NS ailNioB, CETEBbIE UCKHOUYEHNS M UCKNKOYEHNS MHAMKATOPOB
atak.

[N npUMeHeHMst Ha areHTax Habopbl C mpaBufamu [OMKHbI ObiTb HA3HAYEHbI B COOTBETCTBYHOLMX
KOH(Mrypaumsx. 31a onepauus BbINONHAETCS HA CTpaHULAX AreHTbl (ANs Ha3HaueHus Ha G0/bLIOe KONNYeCTBO
areHToB WAM areHToB, CrpynnMPOBaHHLIX N0 ONpPefeneHHbIM npu3Hakam) unu AreHt. [locie Ha3HauyeHus W

npuMeHeHns HabopoBs Npasusa, COAEPXaLLMecs B HUX, OyayT paboTaTb Ha BbIOPAHHBIX areHTax.
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U3meHeHus HabOPOB M COXpaHEHNE HOBOI KOH(MrypaLmy Ha Tl-nnatdopme 415 Takux HaOOPOB NpuUBEET
K @BTOMATU4ECKOMY COXPAHEHMKO 1 IPUMEHEHUIO HOBOM KOH(DMTYPaLMM Ha areHTax.
AHanMTMK He MOXET n3MeHsTb Tl-Habopbl, HO NPK 3TOM MOXET NPOCMaTPMBaTh COAEPXUMOE HabopoB, a

TakKXe KOnnpoBatb U nepemellatb laHHbIe U3 H860POB.

10.4 [lpocmotp cncka nosb30Baresien Ha CIPAHALE «AGMHHHCTPHPOBAHME

B pasgene AAMMHMCTPUPOBAHME aHANNTUK MOXET NPOCMOTPETb MOAPOOHYH WMH(OpMaLMo 0
3a010KMPOBAHHbIX 1 JEACTBYHOLLMX NONL30BATENSIX.

Monb3oBatenn C ponbl0 AHAAMTMK MOTYT NPOCMATPUBATh MHOPMALMIO 00 YYeTHbIX 3anucsx,
3aperncTpupoBaHHbIx B llporpamMme, HO NPy 3T0M He 061a4at0T BO3MOXHOCTAMM PELAKTUPOBAHNS U 610KUPOBAHMS
npocunen, cOpoca napons u Apyrumu BOSMOXHOCTAMM, KOTOPbIE €CTb y NoNb30BaTeNed ¢ poibio ARMUHUCTpATOP.

Tabmua ¢ uHcopmaumen 0 noab30BaTeNsx, NpefcTaBNeHHan Ha CTpaHuLe ARMMHUCTPUPOBAHMe,
BK/IHOYAET B Ce05 CNefytoLLmue nons:

1) Ums nonb3oBartens;

2) MocnepHee BpeMs BX0AA;

3) Ums;

4) ®amnnus;

5) Email;

6) Ponb;

7) Craryc (kHonka 3abnokupoBarb/Pa36nokupoBatb NONb30BATENS MOKA3bIBAET, KakoW CTaTyC
N0/1b30BATENS B AAHHLIA MOMEHT).

C nomoLwbto NpeACTaBNeHHbIX HA CTPaHULE (UALTPOB aHAMUTUK MOXET (DUAbTPOBATb MH(OPMALMK 0
M0/1b30BATENIAX N0 CEAYHOLLMM NapamMeTpam:

— KO/IMYECTBO 3anuCei Ha CTpaHuLLe;

— UM$i N0/1b30BaTENS (NOTVH);

— UM$ (MMS NoNb30BaTENS, YKa3aHHOE NPy PerucTpaLmm);

— (hamunusg;
— email;
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— ponib NoNIb30BaTENS.
Ecnu Tpebyetcs OYMCTUTb CTPaHWLY OT 3HAYEHWA, MPUMEHEHHbIX B (IUALTPAX, AHANUTUK MOXET

BOCNO0/1b30BaTbCAA KHOMKOH COPOCHTD YMNBTPLI.

10.5 [poBepka pacnpoCTPaHeHHOCTH MPOrPAMMbI B AreHTCKOH ceTH
Ha cTpanuue Mpoweccbl M MORYAM N01b30BaATENL MOXET TPOCMOTPETb PACNPOCTPAHEHHOCTb MPOrPaMMbl
(Mogyns) B areHTckom CetM, a Takke Yy3Hatb Bepaukt Tl-nnat(hopmbl no 3tod nporpamme (puc. 33).

PacnpocTpaHEHHOCTb NPOrPaMMbl NOKa3bIBAET, Ha KaKuX areHTax noaBnancs dain C onpefeneHHoi Xew-CyMMOil.

R Amwmcrpuposame I'Ipoueccm W Moaynn [r——
R ! Maatrdopwm: A ay.
[  Npouecce n moaynn epro, peepe) O Cncox Kanemaap!
- 23 4 %
> j -,. 1,4 @ WORK / ArewT Souless o Microseft.SharePointexe 24;:;?220” 1 159%
> 2 18.10.2024, ® WORK / ArenT Souless - FileCoAuthexe rg;rr;s::;o“ 1 159%
> @ WORK / Arent Souless - OneDrive.exe »CA;:;Z:O” 1 159%
YazsuMocTH > ® WORK / Arewt Souless a FileSyncConfig.exe EA;:;::O” 1 159%
Ai“m;::mmpm » > @ WORK / ArenT Souless 2 OneDriveSetup.exe g::;::ou 1 1.59%
Pucyxok 33 - lpoueccbl  Mogynmn
Monb30BaTeNb MOXET UCKATb HYXHYH NPOrpaMMy C NOMOLLbHO (DMALTPOB:
1) Noka3biBatb no (10, 20, 50, 100 ctpok B Tabnunue);
2) Moanuco (unbpbl Bee, Henognucanubie, Kpome WMpoKo N3BECTHDIX);
3) Uma mopyns;
4) Mnathopma (Windows uam Linux);
5) Xew mopynsa (SHA-256);
6) Mepuog perncrpawum Ha cepepe.
FCIRT
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A BaxxHo

L Nouck no dunbrpy Xew mopyns (SHA-256) npou3soguTca T0NbkO NPU BBOAE BCEVt XELll-CyMMbl,

noaTomy ang (bVIﬂpraLl,VIVI Heo6x0aumo YKa3bIBATb XELL LLETMKOM.

Bepaukr Tl-nnarchopmbl OTKPbIBALTCS, €C/IM NONB30BATEND HAXMET NOJE C XEL-CYMMOW MCMOJHAEMOro
mogyns. lepBoHayanbHO OTKPLIBAETCA KpaTkuit 0TyeT. [ToNHbIA OTYeT JOCTYNeH, ecu HaxaTtb KHonky Mepeitn K
oTyery.

Monb30BaTENb MOXET NPOCMOTPETb ONOAHUTENLHYIO MHOPMALLMIO U3 KAPTOUKM COObITUS CTapTa NpoLecca
WK 3arpy3kn 00pasa, KOTopast OTKPLIBAETCS NMPU HAXATUN KHOMKN * .

B 1abnmue ¢ 0CHOBHOM MH(hOPMaLMelt 0 Mporpamme 0T00paxatTCca ClefytoLLue nons:

1) Bpems peructpauuu crapra npowecca Ha cepeepe;

2) Bpems pernctpauyu cTapTa npoLecca Ha areHre;

3) Ha kakom areHTe nporpamMma Gbina 06HapyXeHa Bnepable;

4) Xew nporpammbl;

5) Ums chaiina (uMs nporpammbl);

6) IneKTpOHHas NOANKCH;

7) Yncno areHToB, Ha KOTOPbIX Obina 0GHapyXeHa nporpamma;

8) PacnpoctpaHeHue nporpamMMbl B areHTCKOR CeT (B NPOLLEHTaX 0T OOLLEr0 YNCNa areHToB).

Mepexog Ha cTpaquuy Mpowecchl M MOAYAM MOXET MPOUCXOAMUTH C APYriX CTPaHML. HacTo MCNob3yeMbIM
Ha NpakTuke OyLeT nepexos co cTpaHuLbl MHLMAGHT, TAK Kak aHANUTUKY NPU 00HAPYXEHUN BPeLOHOCHOM NPOrpamMMmbl

Tpeﬁyech Mpexae BCEro BblABUTb BCE KOHEYHbIE TOYKU, HA KOTOPbIE OHA yX€ YCTaHOBWUAACH. Y100b1 370 Chenars,

AHaNUTUKY HEOOXOMMO HalTH B OGHAPYXEHNAX B KAPTOUKE COOBITUS KHOMKY (3 psnom XeLU-CyMMO# BPeAOHOCHOI
Nporpammbl.

Haxatue kHonku oTkpoet cTpanuuy Mpoweccol u Mogynu, nocne yero B Tabauue B none Yncno arexTos
CNelyeT HaxaTb YMCNI0BOE 3HAUYEHUE, KOTOPOE OTKPOET HOBYH) BKNAKY AreHTbl C YKa3aHUEM KOHEYHBIX TOYEK, Ha
KOTOPbIX BPe/OHOCHAS NPOrpaMMa yCTaHoB/EHaA.

U3yyeHune BpeOHOCE MOXHO MPOAONXMTb, HAXaB YMCNOBOE 3HayeHue B none CoBnageHus no DSL.

Otkpoetcs CTpaHuLa AKTMBHOCTb C npefycTaHoBaeHHbIM DSL-3anpocom, B KOTOpOM OYZeT yKa3aHa XeL-CyMMma
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BpenoHoCa. MH(bOpMaLI,MFI, noNy4yeHHasn no 3anpocy, nact BO3MOXHOCTb Y3HATb, KAK MHOT0 3MiH30/,0B C 06Hapy)K6HHOI7I

NPOrpamMMoi MPOUCXOAMNO0 Ha 3aPaXEHHON KOHEYHOM TOUKE, KaK JaBHO BPELOHOC HAXOLMUTCS B 3aPaXEHHOI CUCTEME.

= lpumeyanne
l. ‘l B HekoTOpbIX Cyyasx B npoLecce 0GHAapYXeHUst BCEX KOHEUHBIX TOYEK, Ha KOTOPbIX PacnpoCTpaHeHa
nmporpamma, MOXeT BO3HWKHYTb KOJINMU3UA: Ha CTPaHuLe AreHTbl ¥ Ha CTpaHunue "pOI.l,ECCbI n
MOAYNN omépasmcq pa3Ho€ KONU4YeCTBO KOHEYHbIX TOYeK. CBfA3aHO 310 C Tem, 410 CepBuc
ﬂpoueccu N MOAYJIH XPaHUT BCE UCTOPUYECKNE laHHbIE O BCTPEYEHHDBIX Nporpammax, d co0bITHS Ha
dreHTax XpaHATca B Te4eHue tpex Mmecaues. B pe3ynbTate, npu OﬁHapy)KeHVIVI MOJYNA Ha areHTe cpeaun

CTapbix cobbiTuit, KoTopble yxe yaanewsl 3 EDR, Takoit areHT 01o0paxarbCs B CMUCKE areHToB ¢

0GHapyXeHHOA NporpamMmoit He Oyzer.

10.6 Korghurypnposanne npasns 06HaPYXeHNs

[ns KOHUrypUpOBaHUS NPaBu 00HAPYXEHNA U aHANUTUKY HEOOXOANMO NepeidTin B pasfesibl NaHem
ynpaBeHns, 06befnHeHHble TePMUHOM AHQNMTHKA. 34eCh HAXOAATCA CeAYHOLLMe Pasfensl:

1) MHpmKaTopb atak;

2) UupmukaTopbl KOMNPOMETaLHH,

3) YARA-npaBuna (tpainbi);

4) YARA-npaBuna (namsit);

5) XypHanol Windows.

Pasgensl cogepxar Habopbl npaBun Ans 0OHAPYXeHUs BPELOHOCHOM AKTUBHOCTM B ABTOMATMYECKOM
pexume. B nporpamMme COXpaHeHbl aHaNMTUYECKUe HAbOPbI, KOTOpbIE MO3BONSIOT LETEKTUPOBATL M3BECTHbIE U
Heu3secTHble yrpo3bl. Cepsep EDR takxe nonyyaer aHanutnyeckue Habopol o1 Tl-nnatdpopmbl (TI-aaHHbIe).

B no0aBnexue K npepyCtaHOBAEHHOW 3KCNEPTU3e WAM IKCNepTu3e, nonyyaemoi o1 cepepa ¢ TI-
UH(OPMALLMER, AHASMTUK MOXET CO3/aBaTh U PefakTMpoBaTh COGCTBEHHbIE HA0OPLI MPaBu, YTO0bI I(h(eKTuBHEE

00HapyXMBaTb BPELOHOCHYIO WAM AHOMaNbHYK) AKTUBHOCTb B PaMKaX ONMPEAENEHHOM, XOPOWO eMy M3BECTHOI

UHPACTPYKTYPbI.
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B nporpamme npenycmMoTpeHo Co3fiaHne MHOXECTBEHHbIX HélﬁOpOB, TO €CTb aHAJINTUK MOXET Ha3Ha4yuTb

dreHTy Npou3B0oJibHOE KOJINYECTBO aHANUTUYECKNX HGﬁOpOB. To xe camoe Kacaercsi u H&ﬁOpOB C NCKNOYEHNAMMN.

= lpumeyanne
L_. Habopbl aHafnuTMYecKux NpaBuia M UCKNKYeHWd, nonyyaembie [porpammoit ot Tl-nnatghopmbl
(BHewwHwe HaBopbi), nomeyatoTcs 3HaukoM & 71 ecnin HaGopbl CHHXPOHU3MPYHOTCS, U 3HAUKOM

, €CIN CUHXPOHM3ALMN HeT. AHANMTMK MOXET YAaNsaTb HECUMHXPOHU3MpYeMble Habopbl. lpu 3ToM

CUHXPOHM3UPYEMDBIE Haoopb! YAanaAtTb U U3MEHATb aHA/UTUK HE MOXET. Ecnu cunxpoHn3aums

BHeLUHero Habopa 3aBepLumiach C OWMOKOM, TO TaKO HAOOP NOMEYALTCS 3HAUKOM o

K MHCTpymMeHTam aHanu3a cobbITHi OTHOCATCS:

1) Nuamkatopbl atak (MA);

2) Unaukatopbl Komnpometauum (MK);

3) YARA-npaBuna (819 hainos u namstu npowecca);

4) XypHanol Windows.

lepeyncienHble KOMNOHEHTbI NEePeaatoTc areHTy B BUAE OTAEAbHbIX KOH(UrYpaLMOHHbIX (hainos
paboTaloT B pexume peasbHoro BPeMeHu, Npu 3T0M MHAMKaTopsl komnpometawun i YARA-npaBuia 0TBevatoT 3a
CTaTUYECKM aHANU3 UCMONHAEMbIX (DaiiNOB, @ MHAMKATOPbI aTak 38 AMHAMUYECKNIA aHaN3, TO eCTb aHaNu3 BO BPEMS
BbINOSIHEHUS NPOrPaMM.

AHanuTMKa NoApa3yMeBaeT Ha3HAueHUe ABYX TMNOB AEHCTBUIA (B TEKYLLEN peanu3aumn, B Oyaywem 3107
Ccnncok Gyaet yBesnynBaThCs):

1) bnokuposarb;

2) [leteKTnpoBar.

B cnyyae ¢ xypranamu Windows npu 0GHapyXeHun OYAeT BbINOSHATLCA TONKO AETEKTUPYIOLLEe AeiCTBIe,
a ans YARA-npaBun 1016K0 G/10KMpyHoLLee.

Mo ymonyaHmto (haitnoBas aHaAMTUKA (NOSCHET XeLer, MaTYMHI UHAMKATOPOB U AP.) NPON3BOANTCA TONBKO
ANR UCNOAHSIEMbIX (DaiN0B W TONLKO NPYU UX 3aNyCKe UAK 3arpy3Ke, eCin UCNONHSEMbIA (hailil — 3TO AMHAMUYECKH

3arpyxaemas Ouonauoteka. Onuma npochuns GesonacHoCTM areHta Pacwmpenus (painoB ¢ noTeHUHanNbHO
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AKTMBHbIM CO@PXHUMbIM 1103B0/IAET JONONHUTENLHO YKa3aTb paclunpenus painos (MOMUMO UCMONHAEMBIX), ANs
KOTOPbIX TaKXe TpeOyetc BKMOUUTL (DANOBbIA aHANN3, KOTOPbIA OYLET NpOM3BOAUTLCA B PEXUME PeabHOro
BPEMEHM NpK JOCTYNE K 3TUM (hainam.

B Hekotopbix cyyaax npu GNOKMPOBAHMM (PAinoB MOXET BO3HUKHYTL KONNMM3US, KOTAa (hain Oymer
(hakTMyecku 3a0/10KMPOBaAH, HO MPH 3TOM OTKPbIBATLCSA HA MALLNHE C areHTOM. [IpOMCXOANT 3T0 BCIEACTBHE TOrO, YTO
HEKOTOpble MPOLEeCChl MOrYT Kewupoatb (hainbl, NPefoctaBass K 3TUM (hainam AOCTYN nocie CO34aHUS
ONIOKMPYHOLLEI QHANNTUKK, KOT @ onepawus yteHue panna CTaHoBUTCA HELOCTYNHA.

B kauectBe npumepa npuBesem Takoi Cyyait. Bo Bpems oTkpbITs npou3sosbHoro pdf-thaitna nporpamma-
npocmotpymk Windows glcnd.exe BbINOAHART €10 YTeHUe, NOC/E Yero (haitn Kewupyercs 3Tum xe npoteccom. [lanee
AHANNTUK CO3LAET MHAMKATOP KOMNPOMETaLMK, 6GNOKMPYIOLLMIA LOCTYN K yNnOMUHAeMOMY Bbiwe (aiiny. Bcepcraune
TOT0, YTO (haitn 3aKewmpoBaH npoweccom glcnd.exe, OH OTKPLIBAETCS, Tak KaK (DAKTUYECKM YTeHNs (haiina B TaKOM
C/ly4ae He BbIMOHACTCS, NPX 3TOM B CNUCKE WHLMAEHTOB Y HAC NOSBUTCA MHLUMAEHT O CPAbATbIBAHUN MHAMKATOPA
komnpometaumu. llocne 3aBepLueHns npouecca glcnd.exe paccmaTpuBaemas KOMU3NS UCHE3HET.

10.6.1. Hugnkaropsl arak

WHankaTopbl atak B 06WEM CMbiCNe — 3T0 NpaBuna, No3BOAANLNE UAECHTU(ULMPOBATL XapaKTepHble
MOTEHLMANLHO ONnacHble ¢ To4kM 3penns Wb noefeHyeckine natrepHbl Nporpamm, pabotatLmx Ha KOMNbOTEpPax
3alLMLLAEMOr0 KOHTYpa. B oTanune 0T MHAMKATOPOB KOMNPOMETALMW, KOTOpble SBAAKTCA apre(haktamim yxe
BepLumBLLeics kubepataku Ha UC, MHANKATOPBI aTaK XapakTepu3yrT onpeaeneHHy CTagnto NporpeccupytoLiei B
[LaHHbIA KOHKPETHbI MOMEHT Kubepataki. IT0 NPUHLUNNASBHOE OTNYME NO3BOAISIET AETEKTUPOBATb U pearnpoBatb
Ha kubeparaky (B TOM Yncnie aBTOMaTUYECKH) HENOCPEACTBEHHO B MOMEHT €€ Pa3BUTHS, B TOM YMC/IE HA CAMOM PaHHEM
JTane.

[N MAMOCTPaLMK CKA3aHHOTO MOXHO MPOBECTM aHaNormi C OaHkom u rpabutenem. MHAmMkatopsl
KOMNPOMETALMN B TAKOM C/ly4ae — 310 YAUKM, OCTaBEHHble rpabuTesiemM nocse COBEPLUEHNs UM npectyniexus. A
WHIMKATOPbI aTak — 3T0 XapaKTepHble NpU3HakK rpabutens, KOTOpbId OxpaHa GaHka pacnos3Haer yepes cuctemy
BUZEOHAONI0EHNS, KOTAa rPabuTesb T0NbKO NPUGAMXAETCS K OaHKy WN BXOLUT B HerO.

B EDR-pelwennsax nHaMKaTopbl atak peannsyroTcs 3a CYeT anropuTMOB, BbISBASOLLUX B NOTOKE COObITHI OT
nporpamm, paboTatoLLux Ha 3aLlMLLAEMbIX KOMMbIOTEPaX, ONpeeseHHbIe COObITUS UK X LLENOYKN, U BbIAENSIOLLMX

ux B popmy oGHapyxeHuii (detections) unu npegynpexaennit (alerts), HasHayasn UM yPoBEHb Yrpo3bl, PEaKLMIO 1 Ap.
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aTpuOyTbI, XapakTepu3yloLLMe NOTEHLMANbHYIO ataky. Hanpumep, «npouecc word.exe NopoxaaeT A04epHHiA npoLecc
powershell.exe», uau «npouecc svchost.exe yctaHaBnMBaeT CeTeBOe COEANHEHHME C X0CTOM malwarehost.com» u 1.0.
[ns Kaxzoro u3 NPUBELEHHbIX NPUMEPOB MOXHO HA3HAYMTL YPOBEHb Yrpo3bl, @ TAKXE Mpeanucatb Cxemy
pearupoBaHus, Hanpumep, 3anpeTuTb YKasaHHoe [encTBre. Takxe MOXHO (BA3aTh C MPAaBUAOM MAEHTU(UKATOPLI
TEXHUKM W TAKTUKM M3 LIMPOKO M3BECTHOrO knaccudpukatopa yrpo3 MITRE ATT&CK. MoxHo no6aButb Taru u/uin
(BAA3aTb NPABNAO C TOR K MHOM APT-rpynnupoBKoi.

lpouecc noucka B NOTOKE COOBITWIA ONpefeneHHol NoCeL0BaTeNbHOCTU COObITHI, YA0BNETBOPAIOLIMX
HEKOTOPOMY YC/IOBUHO, Ha3bIBAETCS KOPPEeNALMen COObITUR MAM MATYMHIOM HAZ NOTOKOM COObITMA. ITOT npoLecc
MOXET NPONCXOANTL B PEXMME PeanbHOr0 BpeMenu (Ha ctopoHe areHta EDR, B pamkax ero notoka coGbiTii) nam B
othhnanH-pexume Ha ctopoHe cepsepa EDR. MlepBblit BapuaHT no3B0AfeT BbINOAHUTL NPOTUBOAEACTBUE (€C/M
Tpe0yetcs) B peXxume peasbHoro BpeMeHM, He 4aBas aTake WaHca pa3BuTbCs, 0AHAKO OrpaHUyeH paMKamu COObITHA
TO/ILKO OZHOTO areHta. Bropoit BapuaHT He n03B0/AET BbINOAHUTL NPOTUBOJEACTBUE B PEXUME PEANIbHOTO BPEMEHH,
T.K. Tpebyercss Kakoe-10 Bpems, uTo0bl COObITUS, BO3HMKAOWME HA areHte, ObliM JOCTaBiEHbl O Cepeepa i
00paboTaHbl UM, nepes TeM Kak CepBep CMOXET BbIMOJHUTL Koppenauuio. lpu 3T0M BO3MOXHO MpoM3BeCT
KOPPeNALMK CPeAN HECKONbKUX areHToB M WCTOYHMKOB COObITMA (kak, Hanpumep, B SIEM-cuctemax).
ABTOMATU3NPOBAHHOE pearupoBaHue B TaKOM C/y4ae 3aKNtoyaeTcs B OTNPaBKe KOMaH/bl N0 HeATpanu3aLmmn ataku
0T cepBepa K areHty. Becb npowecc npu 3ToM, Kak npasuno, CTPEMUTCA BbINOJHUTLCA 38 HEKOTOPOE HOPMATUBHOE (HO
He rapaHTMPOBAHHOE) CPABHUTENBHO KOPOTKOE BpeMs, 4To0bl MPOrpecc ataku C MOMEHTa ee 06HapYXeHns Obin

MWHUMAJIbHbIM.

Onpegenenne nHgnkaropos arak B RT Protect EDR
WA B cucteme RT Protect EDR npepctasnsior co00i npasuna Koppensuuu cobbiTHii Ha CTOPOHE areHTa B
pexume peanbHoro BpemeHu. lpu onucannmn cemantukin NA Hike OyayT MCnob30BaTbCA TEPMUHBI MOAEN AAHHDIX

coObinit RT Protect EDR (cm. nyHkT Mons Mofenu AaHHbIX

NA umetoT Creytowme atpubyTol (nons):
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1. MWma. Kpatko OnuCbIBaeT CyTb BbIBASIEMO MHAMKATOPOM aKTUBHOCTW WAM Yrpo3bl (Hanpumep,
SuspiciousOfficeChildProcess u 1.1.). UMsi ABASIETCA YHUKANbHBIM W UCNONb3YETCH ANA MaeHTU(MKaumn HA B pasHbix
cuyaumsx. Ecnu WA cooTBeTCTBYET M3BECTHOMY SigMa-NpaBuay, TO <XOPOLKM TOHOM» BYET MCNONb30BAHUE UMEHM

3T0r0 Sigma-npaBuna B Ka4eCTBe UMEHN MHAMKATOpa (Hanpumep, proc_creation_win_powershell_download_patterns).

T Mpumeyanne
L_. Mpu cpabatbiBaHuM MHAMKaTOpa ero ums OyAer ykasaHo B nose rul creHepupoBaHHOrO COObITUA-
0GHapYXeHus U MOXET UCNONb30BATLCA MPU HANMUCAHWKM NPOTPAMMHOIO UCKIIOUEeHUs Ans 60pb0bl
NOXHONONOXMTENbHbIMK CpabaTbiBaHnaAMM MA B cuTyaLmMu, KOTa HENOCPEACTBEHHO YTOYHUTL IOTUKY

(ycnoBue cpabatbiBaHUs) MHAMKATOPA HE NPEACTAaBASETCA BOSMOXHBIM.

2. Twvn. Tun WA 0ZHO3HAYHO MAEHTU(MLMPYET TN COOITUS, BOSHUKHOBEHUE KOTOPOTO HA areHTe BCAKMil
pa3 OyzeT ABNATLCA NOBOAOM K MaTuMHry uHamukatopa. Hanpumep, ecan MA umeet tun «Crapt npoueccar, 10 Kaxablil
pas npu 3anycke npowuecca areHt OyAeT aHanu3upoBath 3T0 COObITME HA NPEAMET COOTBETCTBUA OLHOMY WM
Heckonbkum WA 3toro tuna, HasHaueHHblx emy. Mpu cpabatbiadun WA B MOTOK COOLITMA HAPSZY C MCXOAHBLIM
coObiTem Gyaet BCTaBAEHO COOTBETCTBYHOLLEE eMy COObITue-00HapyXeHue, B none Mpasuno (rul) kotoporo Gyner
yKa3aHo UMs MHAMKaTopa, a B nonax Kputmduocts (svrt), fleicreme (act) u MITRE (mitre) Oyayt nepeHeceHs
3HaYEeHNA COOTBETCTBYIOLLMX NONER MHAMKATOPA (CM. HUXe). MonHblin nepeyetb foctynHbix TMNoB WA B cucteme RT
Protect EDR npepcraBneH B nyHkTe THNbI NHANKATOPOB aTak

3. Ycnoswue. Ycnosue SBASIETCA IOTMYECKUM BbIPAXEHUEM B TEPMUHAX CXeMbl COObITHil RT Protect EDR
W onpepenser ycnosue cpabatbiBaHis MA npu BO3HUKHOBEHUM Ha arente COObITUS 3aZ4aHHOTO TMNa. CHHTAKCUC W
CEMAHTUKA YCNIOBHBIX BbIPaXEHUA OMUCbIBAETC B MyHKTe CHMHTAKCMC M CEMaHTHKA YCNOBHBIX BbIPAXEHWA
WHANKATOPOB aTaK.

4. Kputn4Hoctb. KputyHoCTb onpefensier COOTBETCTBYHOWMA aTpuOyT COObITUS-06HApYXeHus,
BO3HMKaKoLLero npu cpabarbizaHuy MA.

5. [Jlencteue. [leiCcTBie onpeienser aBTOMaTU3MPOBAHHYIO PEaKLyMIo Ha BOSHHUKLLEE COObITHE B Cy4ae

cpabatbiBaHus ans Hero MA. B kavectBe fedctBua npedycMaTpuBaeTcs BO3MOXHOCTb  0/I0KMPOBaHMUS
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COOTBETCTBYHOLEN UCXOLHOA AKTMUBHOCTM, MPUBEALWEH K CPabaTbiBaHUi0 MHANKATOPA. ANbTepHaTMBOR SIBAAETCH
reHepauuns cobbiTus-06HapyXeHus 6e3 pearupoBaius (1.e. TOIbKO AETEKTUPOBAHME).

6.  Pexum. Pexum pabotbl WA onpepensier MexaHuky reHepauun CoObITUSI-OGHAPYXEHUs npu
CpabaTbiBaHUN MHAKMKATOPA. [TpeaycMaTpUBAOTCA ClIEAYIOLLME PEXUMDI:

— 00bIYHbIN;

— 0e3 reHepaLmum co0bITHS-00HapyXeHns;

— C OJHOKPATHOM reHepauuent CoObITUA-00HAPYXEHNA (B ITOM pexume A9 KaXAOro npouecca
(npunoxenus), B koHtekcte kotoporo cpa6otan HA, cobbiTne-0GHapyXeHUe reHepupyeTcs TONbKO OfMH pas).

[Lnsi BCex peXuMOoB peakLus, eCu OHa NPeAnncaHa, BbINONHAETCA BCAKMI pa3 npyu cpabatbiBaqum WA,

1. Knaccucpukatop MITRE ATT&CK. Ccbinka Ha knaccudpukatop yrpo3 MITRE ATT&CK nossonser
Bs13aTb WA C M3BECTHOM BPEAOHOCHOA TEXHUKOM W TAKTUKOA, 41O BNOCAEACTBMM Npu cpabarbiBanmn WA u3-3a
BbIIBNIEHHOM aTaku Ha IC N03B0ASIET AHANMTUKY HArNAAHO BUAETb 3a,€HCTBOBAHHbIE ATAKYIOLLMMM TEXHUKI/TAKTUKM
¥ NOAYYMTb NO HUM CBOAHYHO CNPABOYHYHO MHOPMALMIO U3 KNaccuukaTopa.

8. Onucanme. KpaTkoe onucaHue akTuBHOCTH, Bbisissiemon UA.

9. Kommentapwuii. Pa3sepHyToe onncanne aktuBHoCTH, Bbisnsemoi HA.

Ecan png HekoToporo MCxoAHOro cobbiTns cpabatbiBaet 6oblue 04HOro MA, 10 pesynbTupytoLlee aeincTeune
(peakwms) B OTHOLIEHUN JAHHOTO COBbITUS ONpefensieTcs Kak «6noKupoBaThy, eCu XoTs Obl 0AMH M3 CPabOTaBLUMX

HA npeanncbiBaet COOTBETCTBYIOLLYIO PEAKLIUIO.

- BaxHo

L B pexume paboThi arenta «ronbKo fieTeKTupoBanue» Ans Bcex MA, HasHaueHHbIX eMy, ITHOpUpyeTCs

npeanucoiBaemoe WA Gnokupytowiee feicreue.

Tnnbi HHAHKATOPOB ATAK
B Mporpamme npezcrasneno 29 tunos UA, a UMeHHo:
1) YcraHoBka ncxopswero cetesoro coeunequs (CONNECT);
2) Mpuem Bxogsero ceteBoro coeguHenus (ACCEPT);

3) UnnupnupoBanme 3awmwenHoro SSL-coeguntenns (coobenme SSLHELLO);
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4) OTkpbITHE NOKANLHOIO NOPTa HA NPUEM BXOAALLMX coefuHeHui (LISTEN);

5) Monyyenue oteeta cepsuca DNS (DNS RESPONSE);

6) Co3nanue Hogoro (haina (CREATE NEW);

1) Nepenmenosaue (aina (RENAME);

8) YnaneHue chaina (DELETE);

9) Npsamoit goctyn k gucky (Tomy) Ha utenue (DISK READ);

10) Npsmoit goctyn K gucky (tomy) Ha 3anuce (DISK WRITE);

11) Co3anue umeHoBaHHoro kaxana (CREATE NAMED PIPE);

12) Nogkntouexue k umeHoBanHoMy Kanany (CONNECT NAMED PIPE);

13) Loctyn k chainy (ACCESS);

14) Co3panme anbTepHaTMBHOrO NoToka Ans haitna (CREATE ALTERNATE DATA STREAM)
15) Co3pnanue kntoua peectpa (CREATE KEY);

16) Ypanenue kntoya peectpa (DELETE KEY);

17) U3menenne 3Hauenns peectpa (SET VALUE);

18) YpnaneHo 3xayenne knoua (DELETE VALUE);

19) Nepeumenosanme Kntoya peectpa (RENAME KEY);

20) CoObite xypHana cuctembl (EVENT LOG) (Ha faHHbIA MOMEHT MHAMKATOP aTak He NOAAEPXMBAETCS);
21) 3arpy3ka gpaitsepa (LOAD DRIVER);

22) Co3panue npouecca (CREATE PROCESS);

23) 3aBepuenne npouecca (STOP PROCESS);

24) 3arpy3ka o6pa3a (LOAD IMAGE);

25) Noctyn k ctoponHemy npoueccy (OPEN PROCESS);

26) Co3naHue HUTH (NOTOKA) B CTOPOHHEM npouecce (CREATE REMOTE THREAD);
27) Loctyn k HutH cTopoHHero npouecca (OPEN THREAD);

28) 3arpy3ka 06pa3a B cTopoHHuit npovecc (LOAD REMOTE IMAGE);

29) 3arpy3ka c6opku .NET (LOAD ASSEMBLY).

BaxHo
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[ins HEKOTOPbIX WHAMKATOPOB aTtak MOXHO 3ajaBaTb TOMbKO [ETEKTUpYHLLEe [edcTBUe, 3T0
[] OTHOCHMTCS K TaKUM TUNAaM WHAMKATOPOB, Kak 3aBepluieHne npouecca, OTKpbITME NOKaNbHOrO
nopta Ha npueM (LISTEN), Co6biTe xypHana n 3arpy3ka .NET-cOopku.
Co3paHue nnamnkatopo atak CoObitne XypHana 1 3arpy3ka .NET-cOOpKu B aHHbIi MOMEHT He

nopaepxuBaerca.

CHHTAKCHC H CEMAHTHKA YC/I0BHbIX Bblpa)I(EHMﬁ HHAHKATOPOB araK
B cucteme RT Protect EDR ycioBHbIe BbIpaXeHUs MIHAMKATOPOB aTak ABAAOTCA NOTUYECKUMMU (T.€. pe3ynbTar

BbIP@XEHUA — 310 «NCTUHA» UNU «HO)Kb») u uMeroT Cu-no100HbIA CUHTAKCHUC.

Tunsi onepaxgos
Onepanzamu ycnoBHbIX Bbipaxenuit WA B [IporpamMme ABAAKOTCA 3HAYEHUS NOJEN COObITHA, agpecyemble B

BbIPAXEHNM N0 UMEHAM NOJIe, COrNACHO MOJEU faHHbIX COObITU.

- BaxHo

LJ Ina kaxporo tmna WA MPU  HAMNUCaHWU €ro YCI0BHOrO BbIpaXEHUA AOCTYMHbI TOJbKO M0AA

COOTBETCTBYHLLEr0 My TUMa COObITHS, @ TaKKe AOMOJHUTESIbHO N0AA 00LLEeR YacTh COObITUI.

B ycnoBHbIX Bbipaxenusix MA (kak v B MOZEN AaHHBIX COObITHI) ONepaHzbl MOTYT UMETb ClefyoLLMe TUNbI:
— bool (true/false);

— uint (LenouncnenHbIn 6e33HaKoBbIM Pa3PSAHOCTLIO 64 OuTa);

— string (ctpokoBblit);

— exclusion_flags (ogHoumeHHas CTpykTypa 6uToBbIX (hNaros);

— runtime_flags0 (ogHOMMeHHas CTpyKTypa OMTOBbLIX (hAaroB);

— runtime_flags1 (o4HOMMEHHaS CTPYKTYpa OUTOBLIX (hNaroB);

— load_image_flags (ogHouMeHHas CTpyKTypa OMTOBbLIX (hNaros);

— create_remote_thread_flags (ogHoMMeHHas cTpyKTypa GUTOBbLIX (hNaros);

— time (Bpems, BpeMeHHot LwTamn).
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lpumeyanne
9

I. _. PaclumdpoBka u Cincok foctynHbix B Mporpamme (hnaro npuseneHsbl B pasgene 9.11.

Cocras oneparopos
HaGop onepatopos, AOCTYNHbIX B yCnoBHbIX BbipaxeHusix MA RT Protect EDR fgoctatoyHo tunmyeH
BK/IOYAeT B Ce0S NOruyeckune, apudmernyeckue, CTpOKOBbIE, OMTOBbIE M CMELMANbHbIE ONepaTopbl, a Takxe

onepaTtopbl CpaBHEHUA.

Jlornyeckne oneparopbl
I (not) — nornyeckoe otpuuaxue (nornyeckoe «HE»);
&& (and) — KoHbIOHKLMS (noruyeckoe «hy);

Il (or) — au3broHKLMA (noruyeckoe «MNU»).

Oneparopbl CPaBHEHHS
== (bool, uncno, cTpoka);
I= (bool, uncno, ctpoka);
> (4ncno);
< (4mcno);
>= (yncno);
<= (4ucno);

iequals (cTpoka) — cpaBHeHue 63 yyeTa perucrpa.

CrpokoBbie oneparopbl

matches — COOTBETCTBME CTPOKM NATTEPHY C Y4ETOM PErUCTPa, ONPEAeNSIeMoMY PEryAsPHbIM BbIpaXEHUEM
C NCNO/Ib30BAHNEM CUMBONIOB * 1 ?;

startswith — npoBepka npedimkca CTPOKM C Y4eTOM Perucrpa;

istartswith — npoBepka npedukca CTpoku 0e3 yyera perucrpa;
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endswith — npoBepka cyqukca CTpoKM C y4eTOM Perucrpa;

iendswith — npoepka cyth(hukca CTpoku 6e3 yyeta perucrpa;

contains — npoBepKa BXOXAEHUS NOACTPOKM C Y4ETOM PErucTpa;

icontains — npoBepKa BXOXAEH!S MOACTPOKM 0e3 yyeta perucrpa.
Apughbmernyeckmne oneparopsl

+ (B T.4. YHAPHBIM) — CIOXEHUE MM YHAPHDIA <MUHYCY;

- (B T.4. YHAPHDbIA) — BbIYUTAHNE UAN YHAPHDIR «MAKCY;

* — YMHOXEHME;

[ — neneuue;

% — 0CTATOK OT JIeNEHNS;

<< — NIOTUYECKMI CABMT BEBO;

>> — OrMYeCKUil CAABUT BNPaBo.

burosbie oneparopsi
N — no6utosoe ncknroyatowee «MNn»;
& — no6utoBoe «h»;
| — no6utoBoe «N/N»;

” —nooutosoe «HE».

CneymnanbHble oneparopsi

. (onepatop pa3biMeHoBaHus);

(- oTKpbIBaOLLAN CKOOKa;

) — 3aKPbIBALOLLAN CKOOKA.

[ns goctyna K othenbHbiM ¢hnaram cTpyktyp tmna exclusion_flags, runtime_flags0, runtime_flagsl,
load_image_flags n create_remote_thread_flags npegHasHayeH onepatop pasbIMEHOBaHMA. [lna nonyyeHus

LLENOYMCNIEHHOTO 3HAUEHUA CTPYKTYPbI C hnarammu MCNONb3yeTCst KOHCTPYKLMS .value.

lMpumeyanne
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OnepaTop pa3bIMEHOBAHWUA MO3BONAET OﬁpaLI.l,aTbCFI K OTAE/bHbIM MONSIM 3HAYEHUA BPEMEHHbIX

9

'--. TMNOB, @ uMeHHo: Year, Month, DayOfWeek, Day, Hour, Minute, Second, Milliseconds, Hanpumep:
time.Year == 2022 && time.Month == 12.

Takxe onepatop pa3bIMEHOBAHMA MOXET WCMOAb30BATbCS MPUMEHUTENbHO K CTPOKOBbIM THMaM B
CNeAYHoLLMX CyYasX:

— ANS NepeBoAa CTPOKM B HUXHHIn pernctp (.lower) (npumep: cmdl.lower matches "*something™");

— NonyyeHns umenn aitna (.name) uam nyw (.path), ecnn CTpoka CCbINAGTCS Ha NOAHBIA NYTb C UMEHEM
(haitna (npumep: app.name iequals "myapp.exe" unn app.path iendswith "\\windows\\system32\\");

— NoNy4YeHuns AAnHbI CTPOKY (.length) (npumep: cmdl.length > 32).

ons mogenn panHbix

MozZenb faHHbIX SYSMON YaCTUYHO NMOAJEPXMBAETCA B (POpPMe HAabopa CHHOHUMOB HAJ MHEMOHMKAMU
HatusHo Mogenu RT Protect EDR. B coGbiTusiX akTUBHOCTH, NOSYAEMbIX OT areHTOB, N0A MOLEIM AAHHbIX SySmon
OTCYTCTBYHOT — OHU CYLLECTBYIOT TONbKO BUPTYaNbHO B YCIOBHbIX BbIpaxeHusax MA.

MonHbIi NepeyeHb CUHOHUMOB Sysmon, a Takxe ux cootsetcTeue Tunam WA u nonam HaTMBHOR Modesu

JlaHHbIX COObITHIA ONMCaHbI B TabanLe 55.

Tabnuua 55 — Mogenb faHHbIX Sysmon

NUma Tun nons Tun A HatuBHOE UM
UtcTime time no6oit time
Processld, SourceProcessld uint NtoGoit pid
ParentProcessld uint Nito00ii ppid
Image, Sourcelmage string Nto6oil app
TerminalSessionld uint nto6oii sess
User string n06oi sid
CommandLine string no6oit ¢mdl
CallTrace string no6oi trace
SourceThreadld uint No6oii whotid
Protocol uint CONNECT proto
ACCEPT
LISTEN
SSLHELLO
DNS RESPONSE
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Ums Tun nong Tun HA HatuBHoe ums
QueryName string DNS RESPONSE dnsq_h
QueryStatus uint DNS RESPONSE dnsq_s
QueryResults string DNS RESPONSE dnsq_r
Sourcelslpv6, Destinationlsipvg | Dool CONNECT ipv6
ACCEPT
SourceHostname string ACCEPT *
DestinationHostName string CONNECT *
Sourcelp string CONNECT *
ACCEPT
SourcePort uint CONNECT *
ACCEPT
Destinationlp string CONNECT *
ACCEPT
DestinationPort uint CONNECT *
ACCEPT
Initiated bool CONNECT *
ACCEPT
ParentCommandLine string CREATE PROCESS cmdlp
CurrentD]rectory string CREATE PROCESS wdir
Parentlmage string CREATE PROCESS cpath
FileVersion string CREATE PROCESS fver
LOAD IMAGE
LOAD DRIVER
LOAD REMOTE IMAGE
LOAD ASSEMBLY
Description string CREATE PROCESS fdecs
LOAD IMAGE
LOAD DRIVER
LOAD REMOTE IMAGE
LOAD ASSEMBLY
Company string CREATE PROCESS fcomp
LOAD IMAGE
LOAD DRIVER
LOAD REMOTE IMAGE
LOAD ASSEMBLY
Product string CREATE PROCESS forod
LOAD IMAGE
LOAD DRIVER
LOAD REMOTE IMAGE
LOAD ASSEMBLY
OriginalFileName string CREATE PROCESS ofn
LOAD IMAGE
LOAD DRIVER
PykoBopcTeo aHanutuka RT Protect EDR CIRT e
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Tun nons

Tun A

HatuBHOE UM$

LOAD REMOTE IMAGE
LOAD ASSEMBLY

Signature

string

CREATE PROCESS
LOAD IMAGE

LOAD DRIVER

LOAD REMOTE IMAGE
LOAD ASSEMBLY

sgnr

SignatureStatus

uint

CREATE PROCESS
LOAD IMAGE

LOAD DRIVER

LOAD REMOTE IMAGE
LOAD ASSEMBLY

sgnr_s

Signed

bool

CREATE PROCESS
LOAD IMAGE

LOAD DRIVER

LOAD REMOTE IMAGE
LOAD ASSEMBLY

Hashes

string

CREATE PROCESS
LOAD IMAGE

LOAD DRIVER

LOAD REMOTE IMAGE
LOAD ASSEMBLY

ImageLoaded

string

LOAD IMAGE

LOAD DRIVER

LOAD REMOTE IMAGE
LOAD ASSEMBLY

path

TargetProcessld

uint

OPEN PROCESS

OPEN THREAD

CREATE REMOTE THREAD
LOAD REMOTE IMAGE

tpid

Targetlmage

string

OPEN PROCESS
CREATE REMOTE THREAD
LOAD REMOTE IMAGE

tpath

NewThreadld

uint

CREATE REMOTE THREAD
OPEN THREAD

tid

StartAddress

uint

CREATE REMOTE THREAD

taddr

GrantedAccess

uint

OPEN PROCESS
OPEN THREAD

grnt

TargetFilename, Device

string

CREATE NEW
RENAME
DELETE
ACCESS

name

Archived

bool

DELETE
RENAME

Save

TargetObject

string

SET VALUE
RENAME KEY
DELETE KEY

PykoBozCTBO aHanutuka RT Protect EDR

Bepcus 1.0.24 or 14 okra6ps 2024

La
va

rotect

167




NUmsa Tun nons Tun A HatuBHOE UM$
CREATE KEY
Details string SET VALUE *
NewName string RENAME KEY new

* nons ABASIOTCA BUPTYaNbHbIMM (COOTBETCTBYIOLLME NOAMS HATUBHOM MOAENM [LAHHBIX COOLITHA
OTCYTCTBYHOT).

Mone Image He COBCEM B TOYHOCTH COOTBETCTBYET NOMKO app, Tak Kak B MepBOM C/y4ae 3anucb 3HayeHus
nons HauuHaercs C Oykebl paucka, Hanpumep C:\*, @ BO BTOPOM (lyyae 3HAYeHUe HAuMHAeTCs ¢
Device\HarddiskVolume™ ¢ yka3anuem HOMepa Aucka, no3ToMy, ecin Tpelyetcs ykasatb UMEHHO OYKBY LUCKa,
cnenyet ynotpe0nath nose Image.

HatusHble nonq Mporpammbl 4151 HANUCAHWS MHANKATOPOB aTak OnucaHbl B Tabauue 56.

Tabnuua 56 — Mons ans HanuCaHNA MHANKATOPOB atak

HaumeHoBanue nons PacwudpoBka Tun HA
act [leficTBie, CBA3aHHOE C COObITHEM no6oit
time Bpems peructpaliun cobbitus no6oit
pid WneHTndmkatop npouecca Ha  areHtckod | noGoi
cucreme
ppid UneHTndimkaTop pOAMTENLCKOrO mpouecca Ha | noboi
areHTCKoi cucteme
app MonHoe UMA ucnonHsemoro aina npouecca | noboi
emdl KomaHaHas cTpoka npouecca n060il
sess Homep ceccuu, B KoTOpoit paboTaer npoLecc Ha | 6o
areHTCKoi cucreme
10 loBefeHyeckne npu3Haku npouecca (nepsas | no6oi
rpynna)
if1 loBefeHyeckne npusHaku npouecca (sropas | no6o
rpynna)
exclf ®nary ucnonusemoro daina npowecca N1000i
sid SID nonb3oBarend, co3jaBLuero npouecc no6oit
app_sgnr W3patenb 3l ucnonxsiemoro aina npouecca | noboi
agent_build_number Homep cOopku arexTa Nto0oi
history Wctopua cpaboTaBLLIMX HANKATOPOB aTaK Nto00#
proto Mpotokon Cetb: Mcxopswee nogkntoyenme
Cetb: Bxogsee nogkntoyenme
Cetb: OTKpbITME NIOKANBHOTO MOPTA Ha
npuem (LISTEN)
Cerb: SSLHELLO
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HaumeHoBanue nons PacwudpoBka Tun UA

Cetb: DNS-oTBeET

ipv6 Mpu3Hak pabotbl no IPv6 Cetb: Ucxopduee nogkntoueHue

Cetb: Bxopsiuiee nogknoueHue

Cetb: OTKpbITME NOKANBHOTO MOPTA Ha
npuem (LISTEN)

Cetb: SSL HELLO

Cetb: DNS-otBET

out Otnpaska (1) unn npuem (0) Cetb: Ucxopsiuiee noaKkOYEHHe

Cetb: Bxogsiwee nogkntoyenme

Cetb: OTKpbITME NOKANbHOTO MOPTA Ha
npuem (LISTEN)

Cetb: SSLHELLO

Cetb: DNS-oTBET

size Pa3mep nonestbix AanHbix (payload) ceteoro | Cetb: Ucxopdee nogkntouenme
nakera Cetb: Bxopsiuee noaknoyenme
Cetb: OTKpbITME NOKANBLHOTO MOPTa Ha
npuem (LISTEN)

Cetb: SSL HELLO
Cetb: DNS-oTBeT

host Wma xocta, cootsercraytowiee yaanenHomy [P | Cetb: Ucxogsuiee noaktouetne

Cetb: Bxopsuiee noakniouenme

Cetb: OTKpbITME NOKANbHOTO MOPTA Ha
npuem (LISTEN)

Cerb: SSLHELLO

Cetb: DNS-oTBet

ssl_h Uma xocra (server_name) u3 cooGujerns SSL | Cerb: SSL HELLO
Client Hello
dnsq_h WUms xocta u3 DNS-3anpoca CeTb: DNS-oTBET
dnsq_t Tun DNS-3anpoca Cetb: DNS-otBeT
dnsq_s Cratyc DNS-3anpoca Cetb: DNS-otBer
dnsq_r Pesynbtar DNS-3anpoca CeTb: DNS-oTBET
rp YaanexHbIi nopt Cetb: Ncxopsiiee noakntyeHne

CeTb: BxopgLee nogkntoyenme
Cetb: SSL HELLO
Cetb: DNS-oTBeT

ip Ynaneuoii IP-agpec Cetb: Ucxopsiuee noakntoueHue
Cetb: Bxopsiuiee noaknoueHne
Cetb: SSL HELLO

Cetb: DNS-oTBeT

Lp JlokanbHblit nopt Cetb: Ucxopsiuiee noakntoueHue

Cetb: Bxopsuiee nogkntouenme

Cetb: OTKpbITME NOKANbHOrO MOpTA Ha
npuem (LISTEN)

Cetb: SSL HELLO

Cetb: DNS-oTBeT
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HaumeHoBanue nons PacwudpoBka Tun UA

LLip NokanbHbiit IP-appec Cerb: Ucxopsuiee noakntouene

Cetb: BxopasLiee nogknoueHme

Cetb: OTKpbITME NOKANbHOrO NOpTa Ha
npuem (LISTEN)

Cetb: SSLHELLO

Cetb: DNS-oTBeT

who MonHoe wums  ucnonHsemoro  Moayns— | ®ainbi: Co3ga HOBBIA thaitn
MHULMATOPa Onepavim Oaitnbl: Gaitn nepeMMeHoBaH

Oainbl: Yaaned daiin

®ainbl: paMoit OCTYN K AMCKY (TOMY) Ha
yTeHue

®ainbl: paMoit OCTyN K AMCKY (TOMY) Ha
3anuncp

Oaitnbl: Co3AaH IMEHOBAHHbIN KaHan
Oaitnbl: logknioyenne Kk MMEHOBAHHOMY
KaHany

Oainbl: floctyn K (haitny

Oaitnbl: Co3haH anbTepHaTUBHLIA NOTOK
ans daina

Peectp: Co3aH HOBBII KNHOY

Peectp: YnaneH kntoy

Peectp: B 3HaueHne Kitoua 3anucaHbl
flaHHble

Peectp: YaaneHo 3xauenue knoya
Peectp: Kntou nepenmeHoBaH

Mpoweccol: 3arpy3ka apaisepa
Mpouecchi: Ctapt npouecca

lpouecchl: 3aBepluenue npowecca
Mpoweccol: 3arpy3ka 06pasa

Mpoweccol: foctyn k npoueccy

Mpouecchl: Co3aaHNE HUTH B CTOPOHHEM
npouecce

Mpoweccol: octyn K HUTH NpoLecca
Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA

npouecc
whof Onarv  ucnonHsemoro Mogyna—-unuumatopa | Gainbl: Co3aaH HOBbIN ailn
onepawyu Oaiinbl: Oaitn NnepenmMeHoBaH

Oaiinbl: Yaanex caiin

Oaitnbl: MpsAMoit OCTYN K AUCKY (TOMY) Ha
yTeHue

Oaitnbl; MpsAMoit OCTYN K AUCKY (TOMY) Ha
3anncb

Oaiinbl: Co3aaH MMEHOBAHHbIA KaHan
Oainbl: NogkntoyeHne K UMEHOBAHHOMY
KaHany

Oaiinbl: loctyn K haitny

Oaitnbl: Co3haH anbTepHaTUBHBIA NOTOK
ans daina
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HaumeHoBanue nons PacwudpoBka Tun UA

Peectp: Co3aH HOBbIA KNHOY

Peectp: YaaneH kntoy

Peectp: B 3HaueHMe Kkmoya 3anucaHbl
[laHHble

Peectp: YaaneHo 3xaueHue knwoya
Peectp: Kntou nepenmeHoBaH

Mpoweccol: 3arpy3ka apaisepa
Mpouecchi: Ctapt npouecca

Mpoweccol: 3aBepLiexne npowecca
Mpoweccol: 3arpy3ka 06pa3a

Mpouecchi: foctyn K npoueccy

Mpoueccbl: Co3paHue HUTUH B CTOPOHHEM
npouecce

Mpoueccbl: loctyn K HUTH Npoecca
Mpoweccol: 3arpy3ka 06pa3a B CTOPOHHMI
npovecc

Cetb: Ucxoasiwee noaknoyeHmne

Cetb: Bxogsiwee nogkntouenme

Cetb: OTKpbITME NOKANbHOTrO MOPTA Ha
npuem (LISTEN)

Cetb: SSLHELLO

Cetb: DNS-oTBET

whotid WaenTnchkatop HuTM—nrnunatopa onepauun | Gaitnbl: Co3aaH HOBbIR (aitn

Oaitnbl: Oaitn nepenmMeHoBan

Oaiinbl: Yaaneu dain

Oaitnbl: MpsAMoRt ZOCTYN K AUCKY (TOMY) Ha
yTeHue

Oaitnbl: MpsAMoRt ZOCTYN K AUCKY (TOMy) Ha
3anucp

®aiinbl: Co3aH MMEHOBAHHbIA KaHan
Oaitnbl: logknyeHne K MMEHOBAHHOMY
KaHany

Oainbl: floctyn K (haitny

Oaitnbl: Co3iaH anbTepHaTUBHbIA NOTOK
BNs aina

Peecrp: Co3aaH HOBBIN KNtOY

Peectp: YaaneH kntoy

Peectp: B 3HaueHue Kntoua 3anucaHbl
[laHHble

Peectp: YaaneHo 3HaueHune knwoya
Peectp: Kntou nepeumeHoBan

Mpoweccol: 3arpy3ka apaisepa
Mpoueccol: Crapt npouecca

Mpoueccobl: 3aBepluenue npoecca
lpoueccbl: 3arpy3ka o6pasa

Mpouecchl: foctyn K npoueccy

Mpoueccol: Co3aaHne HUTH B CTOPOHHEM
npovecce
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HaumeHoBanue nons PacwudpoBka Tun UA

Mpoweccol: octyn K HUTH NpoLecca
Mpouecchl: 3arpyska 06pasa B CTOPOHHMIA
npouecc

Cetb: Ucxopduee nogkntoueHue

Cetb: BxopasLiee nogknoueHme

Cetb: OTKpbITME NOKANbHOrO NOpTa Ha
npuem (LISTEN)

Cetb: SSL HELLO

Cetb: DNS-otBET

whoaddr Craprosblit ~ appec  Huu—unuuuatopa | ®ainbi: Co3paH HOBbIA (aiin

onepauuu Oaiinbl: Gaiin nepenmMeHoBaH

Oainbl: Yaanex aiin

Oaitnbl: MpsAMoRt ZOCTYN K AUCKY (TOMY) Ha
yTeHue

Oaitnbl: MpsAMoRt ZOCTYN K AUCKY (TOMy) Ha
3anucp

Oaitnbl: Co3AaH IMEHOBAHHbIN KaHan
Oaiinbl: MogknYeHne K UMEHOBAHHOMY
KaHany

Oaitnbl: foctyn k dainy

Oaiinbl: Co3aaH anbTepHaTUBHBIA MOTOK
ans daina

Peectp: Co3aH HOBbIA KNHOY

Peectp: YnaneH Koy

Peectp: B 3HaueHMe Kwua 3amucaHbl
flaHHble

Peectp: YaaneHo 3xauenue knoya
Peectp: Kntou nepenmeHoBaH

Mpoweccol: 3arpy3ka apaisepa
Mpouecchr: Crapt npouecca

lpouecchl: 3aBepluenue npowecca
Mpoweccol: 3arpy3ka 06pa3sa

Mpouecchl: foctyn K npoueccy

Mpoueccol: Co3aaHne HUTH B CTOPOHHEM
npovecce

Mpoweccol: octyn K HUTH NpoLecca
Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Cetb: UcxopduLee nogknoueHue

Cetb: BxopsLee nogkoueHme

Cetb: OTKpbITME NIOKANLHOTO MOpTA Ha
npuem (LISTEN)

Cetb: SSLHELLO

Cetb: DNS-oTBET

trace Crex BbI30BOB OnepaLuu ®aitnbi: Co3MaH HOBbIA (hain
Oaitnbl: Gaitn nepeMMeHoBaH
Oaiinbl: Yaanex caiin
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HaumeHoBanue nons PacwudpoBka Tun UA

Oaitnbl: MpsAMoRt ZOCTYN K AUCKY (TOMY) Ha
YyTeHue

®ainbl: paMoit OCTyN K AUCKY (TOMY) Ha
3anuch

®aiinbl: Co34aH MMEHOBAHHDIA KaHan
Qaiinbl: MogknYeHne K UMEHOBAHHOMY
KaHany

Oainbl: floctyn K (haitny

Oaitnbl: Co3iaH anbTepHaTUBHbIA NOTOK
ans (haina

Peectp: Co3aH HOBbIA KNHOY

Peectp: YaaneH kntoy

Peectp: B 3HaueHMe Kkmoya 3anucaHbl
[laHHble

Peectp: YaaneHo 3HaueHue knoya
Peectp: Kntou nepenmeHoBaH

Mpoweccol: 3arpy3ka apaisepa
Mpouecchi: Ctapt npouecca

Mpoweccol: 3aBepLuexne npowecca
Mpoueccol: 3arpy3ka 06pa3a

Mpouecchi: foctyn K npoueccy

Mpoueccbl: Co3paHue HUTUH B CTOPOHHEM
npouecce

Mpoueccobl: loctyn K HUTH Npolecca
Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Cetb: Ucxoasiwee noaknoyeHmne

Cetb: Bxogsiwee nogkntouenme

Cetb: OTKpbITME NOKANbHOrO MOPTA Ha
npuem (LISTEN)

Cetb: SSLHELLO

Cetb: DNS-oTBET

wir PaGouuit katanor npovecca Mpoueccbl: Crapt npotecca
cmdlp Komanpnas ctpoka pogutenbckoro npotecca | lpoueccet: Crapr npovecca
cmdlg Komanpnas ctpoka npapoputena (grand | Mpoueccoi: Crapr npouecca
parent)
when Bpems co3panms npouecca Mpoueccbi: Crapt npouecca
cpath MonHoe uma npolecca-uHnumatopa onepaunn | Mpoueccol: Ctapt npouecca
prot YposeHb 3awuTbl npovecca Mpoueccbi: Crapt npouecca
base basosbiit afipec 06pasa Mpoueccbl: Crapt npotecca

Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pa3a

lpouecchl: 3arpy3ka 06pasa B CTOPOHHMIA
npowecc

isize Pa3mep o6pasa Mpouecchr: Ctapt npouecca
Mpoweccol: 3arpy3ka apaisepa
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HaumeHoBanue nons

PacwudpoBka

Tun UA

Mpoweccol: 3arpy3ka 06pa3a
Mpouecchl: 3arpyska 06pasa B CTOPOHHMIA
npovecc

crtime

Bpems co3nanus (haina

Mpouecchi: Ctapt npouecca

Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oainbl: floctyn K hainy

chtime

Bpems nocnenHero n3ameHexus (aina

Mpouecchl: Ctapt npouecca

Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oaitnbl: foctyn k dainy

fsize

Pasmep (haitna

Mpouecchi: Ctapt npouecca

Mpoueccsbl: 3arpy3ka apaisepa
Mpoueccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oaitnbl: foctyn k dainy

ftype

Tun dpaitna

Mpouecchi: Ctapt npouecca

Mpoueccobl: 3arpy3ka apaisepa
Mpoueccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oaitnbl: foctyn k dainy

attr

Arpu6yTel haitna

Mpoueccobl: Crapt npouecca

Mpoueccobl: 3arpy3ka apaiepa
Mpoweccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oaitnbl: foctyn k dainy

Oaiinbl: Co3aaH HOBbIA (haiin

shal

SHA-1 dhaiina

Mpoueccobl: Crapt npouecca

Mpoueccobl: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMI
npouecc

Oaitnbl: foctyn K dainy

mdb

MD5 cpaitna

Mpoueccol: Ctapt npouecca

Mpouecchl: 3arpy3ka apaiisepa
Mpoweccol: 3arpy3ka 06pa3sa

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oaitnbl: foctyn k dainy
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HaumeHoBanue nons

PacwudpoBka

Tun UA

sha256

SHA-256 dhaiina

Mpoueccol: Crapt npouecca

Mpouecchl: 3arpy3ka apaiisepa
Mpouecchl: 3arpyska o6pa3a

lpouecchl: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oainbl: floctyn K taitny

sgnr

INeKTPOHHaA noanuch thaitna

Mpouecchi: Ctapt npouecca

Mpouecchl: 3arpy3ka apaiisepa
Mpouecchl: 3arpy3ka o6pa3a

lpouecchl: 3arpyska 06pasa B CTOPOHHMIA
npovecc

Oainbl: floctyn K taitny

sgnr_s

Cratyc aneKTpoHHOA NoANMCK (haitna

Mpouecchi: Ctapt npouecca

Mpouecchl: 3arpyska apaiisepa
Mpoweccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oaitnbl: foctyn k dainy

pack

Tun ynakoBlLmka (haitna

Npouecchi: Crapt npouecca

Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pasa

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oaitnbl: foctyn k dainy

ofn

OpuruHanbHoe ums thaitna

Mpouecchr: Crapt npouecca

Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pasa

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oaitnbl: foctyn k dainy

fcomp

Komnaxus-usgarens (aina

Mpouecchr: Crapt npouecca

Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMI
npouecc

Oaitnbl: foctyn k dainy

fver

Bepcus daitna

Mpouecchr: Crapt npouecca

Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pa3sa

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Oaitnbl: foctyn K dainy

fdesc

Onucanue thaiina

Mpouecchr: Ctapt npouecca
Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pa3a
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HaumeHoBanue nons PacwudpoBka Tun UA

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npouecc
Oainbl: floctyn K taitny

fprod [poAyKT, K KOTOPOMY OTHOCHTCS (haiin Mpoueccoi: Crapt npoecca

Mpoueccobl: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npouecc

Oainbl: floctyn K taitny

path MonHoe ums daina obpasa Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMUIA
npouecc

imgf ®Onaru o6pasa Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pa3a

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npouecc

Idf Onarv onepauuy 3arpy3ku o6pasa Mpoweccol: 3arpy3ka apaisepa
Mpoweccol: 3arpy3ka 06pasa

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npowecc

tpath MonHoe MM LeneBoro npolecca Mpoueccbl: 3arpy3ka 06pa3a B CTOPOHHMIA
npouecc

Mpowecco!: foctyn k npoueccy

Mpoueccobl: loctyn K HUTH Npolecca
Mpouecchl: Co3aaHNe HUTH B CTOPOHHEM
npouecce

tpid UneHTndhnkaTop Lenesoro npouecca Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMI
npovecc

Mpowecco!: foctyn k npoueccy

Mpoweccol: focTtyn K HUTH NpoLecca
Mpoueccol: Co3aaHne HUTH B CTOPOHHEM
npouecce

targf ®naru 00pasa LeneBoro npouecca Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Mpoweccol: foctyn k npoueccy

Mpovweccol: foctyn K HUTH NpoLecca
Mpoueccobl: Co3aaHne HUTH B CTOPOHHEM

npovecce
trf0 MoBefeHuYecKne Npu3Haki Lenesoro npouecca | Mpoueccol: 3arpy3ka 00pasa B CTOPOHHMIA
(nepsas rpynna) npouecc

Mpoueccsl: Jloctyn K npoeccy

Mpoveccor: octyn K HUTH NpoLiecca
Mpoueccol: Co3panne HUTH B CTOPOHHEM
npovecce
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HaumeHoBanue nons

PacwudpoBka

Tun UA

trf1

MoBeieHuECKMe NPU3HAKY LLENEBOro npoLiecca

(BTOpas rpynna)

Mpoweccol: 3arpy3ka 06pasa B CTOPOHHMIA
npovecc

Mpouecchl: foctyn K npoueccy

Mpoueccbl: loctyn K HUTH Npoecca
Mpoueccbl: Co3paHue HUTUH B CTOPOHHEM
npouecce

tid

UaenTudpukaTop LEeNeBoi HUTH

Mpoueccbl: LoCTyn K HUTH NpoLecca
Mpouecchl: Co3gaHue HUTH B CTOPOHHEM
npouecce

taddr

CrapToBblit anpec LeNeBoi HITH

Mpouecchl: Co3naHue HATH B CTOPOHHEM
npouecce

tf

®naru HutH

I'Ipou,eccu: Co3panue Hun B CTOPOHHEM
npouecce

dsrd

3anpalmBaemble npasa

Mpouecchi: foctyn K npoueccy
Mpoueccbl: loctyn K HUTH npovecca

grnt

lpesocTaBneHHble npaBa

Mpowecco!: foctyn k npoueccy

asep

Kntou/3HaueHne  OTHOCKTCS
dBT03anycka

Peectp: Co3aH HOBBII KNHOY

Peectp: YnaneH kntoy

Peectp: B 3HaueHue Kntoua 3anucabl
AaHHblE

Peectp: YaaneHo 3HaueHue knwoya
Peectp: Kntou nepenmeHoBaH

key

MyTb KNKOYa

Peectp: Co3aH HOBBII KNHOY

Peectp: YnaneH kntoy

Peectp: B 3HaueHue Kntoua 3anucabl
AaHHblE

Peectp: YaaneHo 3HaueHune knwoya
Peectp: Kntou nepenmeHoBaH

val_n

WM 3Hayenns

Peectp: B 3HaueHue Kntoua 3anucaHbl
flaHHble
Peectp: YaaneHo 3HaueHune knwoya

val_t

Tun faHHbIX 3HaYEHMS

Peectp: B 3HaueHue Kntoua 3anucabl
flaHHble

val_s

Pa3mep faHHbIX 3HAYEHNS

Peectp: B 3HaueHue Kntoua 3anucaHbl
flaHHble

val_d

JlaHHble 3HaueHus

Peectp: B 3HaueHue Kntoua 3anucaHbl
flaHHble

new

HoBoe nms kntoya

Peectp: Kntou nepeumeHoBaH

name

lonHoe ums daina

Oaiinbl: Co3aaH HOBbIA (haiin

Oaitnbl: Oaitn nepenmMeHoBan

Oaitnbl: Yaaned caiin

Oaitnbl: MpsAMoRt ZOCTYN K AUCKY (TOMY) Ha
yTeHue

Oaitnbl: MpsAMoil OCTYN K AUCKY (TOMY) Ha
3anncb
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HaumeHoBanue nons PacwudpoBka Tun UA
®aitnbl: Co3aH MMEHOBAHHbIA KaHan
®aitnbl: lloaknoYeHMe K UMEHOBAHHOMY
Kaxany
Oainbl: floctyn K taitny
®aitnbl: Co3paH anbTepHaTUBHbIA NOTOK
ans Qaina
fnew Hosoe umsa haitna ®aitnbl: Gaitn nepeMmMeHoBaH
delete [loctyn Ha ynanexue ®aitnbl: floctyn K hainy
read Jloctyn Ha ytenme ®aitnbl: floctyn K thainy
modify Jloctyn Ha MOANCUKALMIO Qaitnbl: loctyn K thainy
save [lns thaitna Obina co3aana pesepsHas konua | Maiinbl: Yaanen (ain
ads Onepavua coBepLIAETCA Haf abTepHaTMBHLIM | Daiinbl: YaaneH dain
MOTOKOM [aHHbIX (haitna Oaitnbl: Oaitn nepenmMeHoBaH
Oaiinbl: Co3aaH HOBbIA thaiin
Oainbl: floctyn K (aitny
arun ®aitn pacnonoxeH B upekTopun aBto3anycka | ®ainbi: Gaitn nepenmMeHoBaH
Oaiinbl: Co3aaH HOBbIA (haiin
owrt ®aiin Obin 3aMeHeH Oaiinbl: Gaitn nepenmMeHoBaH

AHaNMTUK MOXeET C03LaBaTh MHUANKATOPbI aTak, UCNONbL3Ys TONbKO NpeAcTaBieHHble B Tabanuax 55 u 56
nons, CNoAb30BaHue APYruX NoeR U3 MOAENN faHHbIX, KoTopble 06HapyxuBatoTcs EDR M npepcTaBneHbl B COBbITUSX
AKTUBHOCTH, He NpuBEAeT K CpabaTblBaHMKO MHAMKATOPA aTaku. [Tpu 3TOM Npu CO3LAHMK TAKOTO MHAMKATOpa

Hporpamma YKaXET Ha HE00X0AMMOCTb N3MEHEeHMS yCNOBMA, HO AaCT BOSMOXHOCTb TAKO UHAMKATOP COXPAHMTD.

B pamkax otaenbHoro npouecca B mopenu fAaHHbix RT Protect EDR poctynHo co3paHue
NOCNEA0BATENbHBIX LLENOYEK UHANKALMN, KOTAA OLUH UHLMKATOP aTakM CCbINaeTcs Ha cpabaTbiBaHue
Pyroro WHAMKaTOpa, AN 3T0T0 B YCNOBMM MCMOAb3yetcs noje history u COOTBETCTBYHOLME

onepatopbl, Ccbinatowmecs Ha Ha3BaHWe MHAMKATOpa atakW, Hanpumep, history contains

"RT_win_fake_lsass".
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Co3gaHne nHANKATOPA ATAK C MOMOLYbIO HHTEPGhEHCa MOZY NS GAMHHHCTPHPOBAHHSA

B rpadpuueckom untepchence RT Protect EDR npasuna nxamkauum atak npeactaBaeHbl B BUfe TabuLbl o
CrpynnupoBaHHbIMK HaGOPaMM MHAMKATOPOB.

Ta6nuua HaboPOB MHAMKATOPOB UMEET CneaytoLme cTonbupl (puc. 34):

1) Ha3BaHue Habopa;

2) Konnuecrso 3anucei (npasun B Habope);

3) MpuBsA3aHO areHToB (KONNYECTBO areHToB, KOTOPbIM Ha3HaueH AaHHbIi Habop npasun);

4) YnpaBneHue, B n0/1e COAEPXATCH CNEAYIOLLME KHOMKM:
— KHOMKa PeAaKTMpOBaHNs Ha3BaHus Habopa - ;
— KHOMKA yAaneHus Habopa -~ ;

— KHOMNKA NPUMEHEHNUA NpaBu Haﬁopa

AHATHTHKA or_test(peeco) @

F  VinguaTopu arak

PucyHok 34 - Habopbl MHAMKATOPOB aTak

Ha ctpanuue WHAMKATOpbI atak WMEETCs BO3MOXHOCTb A00aBNEHMS/PELAKTUPOBAHUS KaK CaMoro
Habopa, TaK 1 npaBu, BXOASLLMX B HA0OP, @ Takxe KONMPOBAHME MHANKATOPA U3 0HOr0 Habopa B Apyroi. Mpasuna
B HabOpe NpefcTaB/eHbl B BUAE Ta0NMLbI CO Cefytoumumu cronbuamu (puc. 35):

1) Knonka BbiGopa (4ek6oKc);
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2) Uma uHamkaropa;

3) Tun nnamkatopa (yka3sbiBaet Ha TN CoObITHS);

4) Kputnynoct/[leiicTBUe, Ha3HAYEHHbIE MHAMKATOPY;
5) Upentndmkatop TexHnkn Matpuubl atak MITRE;

6) [lata co3paHus/ABTOp MHANKATOPA;

1) NocnegHee n3mexenne/lonb30BareNb, BHECLIMA NOCTEAHEE M3MEHEHNE B MHAMKATOP;

8) YnpaBneHue (CoAepXUT KHONMKN aKTUBALMM/LeaKTUBALLMM MHANKATOPA ©/ , @ TaKKe KHOMKM

PepaKTupoBatb it Yaanutb m ).

Habopb! nHAnKaTOpOB atak

COBbITHA Hazsanve naGopa Konuuectso sanuceit Mpyenzaro arentos Ynpasaenue

£ Wnumaene ssl_hello_block P |
PM|_Test @T| 0 0

AxvsHocTe

testlrina2 8 0 )

[ Npoueccs: u mogynu

ATEHTBI

= Arenm

e @T1 0
% Tpynne
1 0 ]
St Kougurypaumm
PMI_Test IOA @ TI 270 0
Bepnwkauns
for_test(npoueccui_nenogaeps) § TI 1 0
Tepumnan
for_test(npoueccs) @ TI 8 0
test_set 5 8 0 ]
for_test(yprans_wenoaaepsx)) @ Tl 1 0
test_set 4 0 0 ]
AHARMTIA for_test(peecrp) @TI 5 0
& Muaukaropu arac
P

PucyHok 35 — CtpaHnua ¢ npaBuAaMn MHANKALMKM aTak, BXOASALMMY B Habop

PA0M C KHONKOW BbIOOPA COAEPXMTCH 3HAYOK PACKPLITUS LOMOSHUTENbHON MH(OPMALLMKM 00 MHAMKATOpe
*1, KoTOpas cofepxur cepytowue nons (puc. 36):
1) YcnoBwue,;
2) Onucanne;

3) KommeHTapHil.
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v RT_win_renamed_binary CrapT npouecca @ T1036 18.10.2823, 13:43:22
T1036\003 aran

Ycnosue (originalFileMame == "EXPLORER.EXE" or
“FodHelper.EXE" or
"ATTRIB.EXE" or
"iCACLS.EXE" or

“scC.exe” or

OriginalFileMame
OriginalFileMame
OriginalFileName
OriginalFileMame
OriginalFileMame "wuauclt.exe” or
OriginalFileName "reg.exe" or
OriginalFileMame “esentutl.exe” or
OriginalFileMame "makecab.exe” or
OriginalFileName "extrac32.exe" or
OriginalFileMame “regedt32.exe” or
"Bash.exe" or
"AT.EXE" or

“cscript.exe” or

OriginalFileMame
OriginalFileName
originalFileMame

OriginalFileName

"wscript.exe” or

Pucynok 36 — [lononHutenbHas nHpopmauma 06 nHankaTope atak

[inst no6aBNEHUS HOBOTO MHANKATOPA aTakn HEOOXOAUMO HaxaTb KHOMKY Jlo6aBNTL MHANKATOP B HIXHEN
4acTh CTPaHMLbI.

[l06aBUTb MHAMKATOP MOXHO ABYMSA cnocobamu (pucyHok 37):

1) Co3patb HOBbIN MHANKATOP;

2) UMnopTupoBaTh MHANKATOP M3 SigMa-npaBua.

HoBbI nHAMKaTOp

MmnopT u3 sigma-npasuna
[lob6aBuTb MHAMKaTOP ™

Pucynok 37 - OkHo BbiGopa cnoco6a pob6aBneHns MHAMKATOPA aTaku

Mpu BbIGOpe cnoco6a HoBblit MHAMKATOP 0TKPOETCS 0KHO JloGaBUTb MHANKATOP.
B otkpbiBweMmcs okHe Jlo6aBuTb MHAMKaTOP (puc. 38) Cnepyer NPonNMCaTh YCAOBMS, HA OCHOBAHMK

KoTOpbIX OyAeT cpabaTbiBaTb NPaBuo.
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Ao6aBuTL MHAMKATOP x

Vins vHavkaTopa * Tun wHavkaTopa * Kprmuusocrs

Lo e
Pucynok 38 - [lo6aBneHue uipmuKaTopa
B okte Jl0GaBMTb MHAMKATOP UMEOTCA NOAA, OTMEYEHHbIE CHMBONOM * . 3TOT CUMBO 03HAYAET, YTO NpU
[06aBAeHNN MHAMKATOPA NOAS He MOryT BbiTb MycTbIMK. [TpU NONbITKe LOBABAEHNS MHAMKATOPA C HE3AMONHEHHBIMM

nonAMuU MHAMKATOP He ByaeT fo6aBeH, @ He3anonHeHHble nons 6yayT BblieneHbl KDacHOi pamKoii (puc. 39).

=3

PucyHok 39 - Bup okHa npu fo6aBneHnn MHANKATOPA C HE3aNOAHEHHBIMU NOASMHU

BaxHo

9

L J Mpu co3panum uHaukatopa ataku B 0C Windows ans Bcex TMNOB MHAMKATOPOB, Kpome Tuna Crapr

npowecca, BO3MOXHO Hanucatb Takoit UHAMKATOp, Npu cpabaTbiBaHui KOTOPOro Oy et 6N0KNUPOBATHCS
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KPUTUYECKMI CUCTEMHDII MPOLLECC, YTO KpaiiHe ONacHO 1 MOXET NPUBECTH K 6NOKMPOBKE BCeil paboTh
nycraHoBke 0C B coctosiHume «CuHero skpaHar.

Mpu ycranoske ranoukn B none MopTBepxpaeHMe GNOKMPOBKM B KOHTEKCTE KPUTMUHECKOTO
CMCTEMHOTO NPOLECCa aHAMMTUK JOMKEH 0CO3HABATb, YTO OH COTMALIAETCS C TEM, YTO OMUCAHHOE
BbILLE COCTOSHME AOMYCTUMO U MOXET NPOU30ATH Ha XOCTE, IS KOTOPOr0 OYAET NPUMEHSITHCS AaHHbIil

UHAKUKATOP.

[ns OC Windows KpUTHYECKUMI CUCTEMHBIMM CYMTAOTCS CEAYIOLLMe NPOLLECChI:

1) Mpouecc System (aapo 0C);

2) Npouecc ¢ HeHyneBbIM ypoBHeM 3auTbl (PPL, Windows 8.1+);

3) Trustlet-npouecc Windows 10+ (nhttps:/learn.microsoft.com/en-us/windows/win32/procthread/isolated-
user-mode--ium--processes)

4) Tlpoueccol: Csrss.exe, Smss.exe, Isass.exe, services.exe, wininit.exe, winlogon.exe, logonui.exe,
ISm.exe, SppsvC.exe (MAEHTU(ULMPYIOTCS NO NOAHOMY NyTH);

5) bubaunoteka Ism.dll (naeHTMGMLMPYETCS NO NOAHOMY NYTH) BHYTPU XOCT-NpoLecca (svchost.exe).

3anonxenue nons YcnoBmue MOXHO BbINOAHUTD ABYMS CNOCOOAMM:

— PY4HO¥ BBOZ, yCNOBUS,;

— BBOJ, YCN0BUS C NOMOLLbK) KOHCTPYKTOPA.

lepeknoyenne Mexay cnocobamn oCyLLecTBASETCA C NOMOLLbI0 KHOMoK Py4Hon BBOA v KoHCTpyKTOp (

S0 BERETEATEE ) BpIOpaHHbIil CNOCO6 HanucaHus yCI0BUS MOACBEYMBALTCS CUHUM LBETOM. Bug okHa npu

HanuCcaHuM yCIoBus B pexume PyuHoil BBOA npefcTaBneH Ha pucynke 40.

Yenoswe * Pyunoii esag  Kowerpykrop

1

PucyHok 40 — Hanucanne ycnoBus ¢ NOMOLLbIO Py4HOro BBOAA

B OKHa npu HanucaHuu YCNOBNS C NOMOLLbHO MHCTPyMeHTa KOHCTPYKTOp npeacTaBieH Ha pucyHke 41.

La
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https://learn.microsoft.com/en-us/windows/win32/procthread/isolated-user-mode--ium--processes
https://learn.microsoft.com/en-us/windows/win32/procthread/isolated-user-mode--ium--processes

Yenosue * Pysnoii szoa_ Koncpyxrop OToBpaats pesynsTat

Pucynok 41 - Hanucanne ycnoBus ¢ noMOLLbIO KOHCTPYKTOPa

[l yno6CTBa NpU HANMCAHAM YCNOBUS MOXHO MCMIONb30BATh KHOMKY @ orospaxare pesynurar .

[py BKMOYEHUN KHOMKM YC/OBHE 0TOGPAXAETCS B HIKHEN YaCTH KOHCTPYKTOPA. ITO MO3BONSIET aHANUTUKY 1€Ta/bHO
PAacCMOTPETb MPUOPUTETHI B YCIOBUM, MOCE YETO CKOPPEKTUPOBATL €10, EC/M 3TO HEOOX0AMMO.

B KOHCTPYKTOPE BO3MOXHO C031aBaTb MPaBMAa C UCMONb30BAHNEM MOLENM AiaHHbIX Sysmon. Mons coBbITHil
MOAENM aHHbIX Sysmon BbIGUPAIOTCS B OKHE, NPEACTABAEHHOM Ha pUCyHKe 42. Bce BO3MOXHbIE NOAS ONUCAHbI B

Tabnuue 55.

Yonoswe *  Pywnoiison Koncpyerop (D) OtoSpaxcare peaynerar

PucyHok 42 - lone BBOAa MOAENM AaHHbIX COOBLITHIA

Onepatopbl BbIGMPAKOTCA B OKHe, NpefcTaBAeHHOM Ha pucykke 43. TIoNHbIA CMUCOK ONepaTopoB

npefcTasnex B pasaene Cocras onepatopos
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YenoBne *  Pyunoli sson  Kowcrpyxrop (DCJTC@WH.,peaym,TaT

PucyHok 43 - lone BBOA@ ONepaTopoB nosei coobITHH

lone ans BBOAA 3HAYEHMIA NO3BONSIET BBOAUTL NPON3BOJIbHBIE 3HAYEHUS AN1S COObITUI U3 CXEMbI lAHHbIX

Sysmon. lone npeACTaBAeHo Ha pucyHke 44.

Pucynok 44 - lNone pns BBOAQ 3HAYCHHH

Mone BbIGOPa 3HAYEHNUS IOTUYECKOr0 ONepaTopa NPeACTaBAeH0 Ha pUCYHKe 45.

PucyHok 45 - lone BbiGopa 3HaYEHHUS IOTMYECKOro oneparopa

B aHHOM none MoXHO BbIGPaTh U3 ABYX 3HaueHui AND (1), OR (/W)
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— KHOMKa Ans f00aBNEHNA CTPOYKM NPaBINa.

© — KHOMKA AN [100aBAEHNA OTPULLAHUA TPYNMbI.
“19T — KHOMKA A J100@BAEHUS TPyNMbl NPaBUA B YCOBHUM.

Mpumep YCNI0BUS, HANMCAHHOTO C MOMOLLbIO KOHCTPYKTOPA, NPEACTaBNEH Ha pUCyHKe 46.

Ycnoeue *  Pyusoii EBos  KoseTpyktop OOchPEKa'b pezyabTar
AND v [ e
mage iendswith "\taskkill.exe" [i
CommandLine icontains "hitp" il
CommandLine icontains "vkdjbin.exe ﬂ

Image iendswith "\\taskkill.exe" and CommandLine icontains "http" and CommandLine icontains "vkdjbin.exe"

PucyHok 46 - Mpumep yCnoBMSA, HANMCAHHOTO C NOMOLLbIO KOHCTPYKTOpa

Mpu BbiGope cnocoGa AoGaBnenus uHaukatopa MMnopr M3 sigma-npaBmma, 0TKPbIBAETCS OKHO,

MpeACTaBNeHHO. Ha pUCyHke 47.

Mmnopr sigma-npasmaa

> Manoprwposan. npansno

PucyHok 47 - OkHo po6aBneHMs MHAMKATOPA C MOMOLLLIO UMNOPTA M3 Sigma-npaBuna
Sigma-npaBuo, Ha OCHOBaHMM KOTOPOro OYAer CO34aH MHAMKATOP aTak, MOXeT GbiTb f00aBAeHO B

(hopmarte (haina, 0o B hopmare CTPOKM.
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Ana  Co3jaHMA  MHAMKATOpa HAa  OCHOBe  Sigma-npaBuna  Cnepyer  nepedt  Ha  CalT

https://github.com/SigmaHQ/sigma/blob/master/rules/windows u, BbiGpaB OAHO M3 NpaBMA, HaxaTb MO WUKOHKe

o)

Mmnopt sigma-npasuna %

3arpyzka B opmarte daninz
@ Wmnoptupoeats daiin npaeuna

3arpyzka B QOpMaTe CTPOKU

»

title: CMD Shell OQutput Redirect
id: 4fdeaadf-5ad4-410c-adbe-bc6132b0175a
related:
- id: 8e@bb26@-dab2-4fff-bb8d-3782118e6892
type: similar
status: experimental
description: Detects the use of the redirection character ">" to redicrect information in commandline
references:
- https://ss64.com/nt/syntax-redirection.html
author: frackl1l3
date: 2022/01/22
modified: 2023/@3/07
tags:
- attack.discovery
- attack.tles2

logsource:
f WmnoptMpoBats npasuno

PezyneTaT KOHEEPTALMMN

PucyHok 48 — UmMnopt Sigma-npaBuna ¢ NOMOLLbIO 3arpy3Ku B hopmare CTPOKH ANs CO3AAHNA MHANKATOPA

dTaku

Mpu ynauHoit KOHBEpTaUWMM npasuna B none PesynbTaT KOHBEpTALMM NOSBUTCS 3anucb YcnelwHas
KOHBepTaums.

[lanee anq pefakTupoBaHud WHAWKATOPA Ha OCHOBE sigma-npanma cnepyetr Haxatb N0 MKOHKe

[NepeiT K NapaMeTpaM WHAWKATOPA aTak

Otkpoetcs okHo Jlo6aBUTb MHAMKATOP C MH(OPMALWMEN U3 TOrO Sigma-npaBuia, Ha OCHOBAHUN KOTOPOTO
CO3/aH MHANKATOP.
[lanbHeiwne fedcTBUS N0 PeaKTUPOBAHMIO W COXPAHEHMIO MHAMKATOPA aTak aHaNOrMyHbl LEHCTBUSM,

OMNCaHHbIM B 3TOM pa3fiene Bbillie.
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https://github.com/SigmaHQ/sigma/blob/master/rules/windows

Kpome onucaHHoit Bbile NpoLieiypbl MOXHO BOCMIONb30BATHCS MMNOpTOM yml-chaiina ¢ npaBuoM, Ckayas

ero no CCbUike C sigma-npaBunamu U 3arpysuB B (popMate (paitna C  NOMOLbK  KHOMKM

[poBepka ycnoBns HHANKATOPA ATAKN
YCnoBus MHAMKaTOPa NPOBEPSIOTCS C NoMoLLbH yTunuThl MpoBepka cunTakcuca. 06acTb ¢ MHdopmaLmeii

110 NpoBepke ycnosus 0TOOPAXAETCA B HUKHEN YACTU OKHA 00ABNEHNS UM PefaKTUPOBaHUA MHAMKaTOPa. [TpoBepka

{

YCNOBUS 3aNyCKAeTcs nepes A00aBMeHNeM MHAMKATOPA WAM MOCNe Haxatns kHomku . B cnyyae Hanucauus
HEKOPPEKTHOro ycnoBus MHAMkatopa ataku B o6nacu lpoBepka cuHTakcuca 01o6pasuTca MHGopmaumus 06

owwnoKe. Ecnn ycnoue He copepxuT ownBOK, T0 B cTpoke MpoBepka cHHTaKcuca 0To6pasuTcs 3anuc KoppekTHo.

Pe,an THPOBAHHE H YAANICHHE HHANKATOPA ATAKH

[nsl pefakTMpoOBaHNA MHAMKATOPA HE0OX0AMMO HaxaTb KHOMKY PeiakTHpOBaTh - B CTPOKE BbIGPAHHOIO
NHOMKATOPA aTaki 1 B OTKPbIBLLEMCS OKHE PelaKTUpOBaTh HHAMKATOP BHECTH HEOOXOAUMbIE U3MEHEHNS.

NS COXpaHEHNs BHECEHHbIX U3MEHEHNI HE0OX0AMMO HaXaTb KHOMKY COXPaHMTb, NOC/E YEro B HIKHEN
4acTi CTPaHMLbl NOSIBUTCS COOOLLEHME 00 M3MEHEHUN MHAMKATOpa. PefakTMpoBaTb MHANKATOP MOXHO TONbKO B

PYYHOM peXUMe, NpH NEPEKNIOYEHIM Ha PEXUM KOHCTPYKTOPA YCIIOBUE MHAMKATOPA BYET NONHOCTb) M3MEHEHO.

[ng ypanenna uHZMKatopa atakum HeoOGX04MMO BbiGPaThb €ro C MOMOLLLI0 KHOMKM BbIOOpa, YCTAHOBUB
(hnaxok, nocne yYero Haxatb KHOMKY YAanutb BbiOpaHHble. [Ing 3aBeplieHus onepauun ee HeoOX0AMMO

MOATBEPANTb B OTKPbIBLUEMCA OKHE HOATBep)KﬂeHMe AeACTBHA.

10.6.2. Hugnkaropsl KOMApOMeTaLHH
UHamkatopbl komnpometaumu (I0C) — 310 apTed)akTbl M3BECTHON BPELOHOCHOA aKTUBHOCTH.
AptedpakTbl pasaeneHbl no Tunam:

— M4 aitna;
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— XelW-CyMMbl, paccuntanHble no anroputmam SHA-256 (SHA-1 u MD5 Oyayr oGHapyxuBatbCsl, ecau
BK/IHO4EHA COOTBETCTBYIOLLAS HACTPOKa B Npothuie 6e30NacHOCTH arexTa);

— IP-agpec;

— LOMEHHOe UMS;

— URL (Ha panHblit MomenT nog URL nogpa3ymeBaetcs JOMEHHOE UMs 1 nopT);

— CeTeBas CUrHatypa.

C KaxapIM MHAMKATOPOM (BAA3AHO [EWCTBUE, KOTOPOE HEeOOXOANUMO NMPEANPUHSTL B OTHOLIEHUA HEro —
«[letekTpoBatb» WAn «bnokupoBatby. JleTeKTMpOBaHME NOAPA3yMEBAET reHepauuo Co0biTUS, B KOTOPOM
yka3blBaeTcs CpaboTaBLLNit UHAMKATOP KOMNPOMETALMM.

Pa6oTa CO CMUCKOM MHAMKATOPOB KOMMPOMETaLMu 00ecneynBaerca NocpeactBoM KOH(UrypaLUOHHOro
(haitna, LOCTYNHOrO 151 MPOCMOTPA U PEAAKTUPOBAHNA U3 TPaIMyecKoro MHTepdenca.

B rpachuyeckom uHTepdhence MHAMKATOPLI KOMNPOMETALMN NPeACTaBNeHbl B BUAE TabauLbl ¢ Habopamu.

Ta6nmnua HaboPOB MHAMKATOPOB UMEET CieaytoLLne CTonbLbI:

— HasBaHue Habopa;

— KonnyectBo 3anucei (npasun B Habope);

— [puBsi3aHO areHToB (KONMYECTBO areHTOB, KOTOPbIM Ha3Ha4eH faHHbIi Habop npasun);

- Ynpasnenue.

UmeeTcs BO3MOXHOCTb A00aBAEHNA/PeaKTUPOBAHNA Kak CaMoro Habopa, Tak W npaBun, BXOAALLMX B
Habop, a Takke KONUPOBaHUE MHAMKATOPA U3 OZHOTO HAbOPa B APYroM, COXPAHEHNE NPaBM MHANKALMK (3KCnopT)
NOCNEAYHOLUM UMNOPTOM.

lpaBuna B Habope npefcTaBaeHbl B BUAE Ta0AULbI CO CIEAYHOLMMM CTONOLAMM:

— Wms unpukaropa;

— Tun apredpakra;

— Apredpar;

— DlelicTBue;

— KommeHTapui;

- Jlara co3panus/ABTop;

— MocnepHee uameHenue/llonb3oBatenb;
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— Ynpasnenue.
B ra0nuue Habopos uMeeTcs HabOP C MHAMKATOPAMK, YCTAHOBJIEHHBIMM 10 YMONYAHMIO.

Mpumep TabauLbl 0HOrO U3 HAGOPOB MHAUKATOPOB KOMMPOMETALMN NPE/CTABAEH Ha PUCYHKe 49.

MHavkaTopbl kKoMNpomMeTaLum Nokazsizars no

Vs HiauKatopa Tn apredakTa Apreqakr Reiicroine KommerTapuii Rara cospannn / ABTOD
[-omnpona ] [ o]
e 6 b

PucyHok 49 - Unaukatopbl KoMnpomertaumm
WHaukaTopbl KomMnpometauuu, oGpalatbiBaemble [porpammol, NOAPA3AENsioTcs Ha CeTeBble U
(hainosble. 0cO6EHHOCTLIO PabOThI C DaioBbLIMU MHAMKATOPAMU SBASETCS TO, YTO BCE (Dainibl, HAXOASLMECS Ha
KOHEYHBIX TOYKaX C YCTAHOB/IEHHBIM Ha HIX areHTOM, IPOBEPSIOTCS N0 UMEHM (haina uav no Xelam, eC/iv BbINOAHEHS

YyCNoBKA, OMNCAHHbIE HUXE.

9 BaxHo
L)  Waukatopbl no xew-cymme (aitna pagotator T0bKO ANA (AilNI0B C aKTUBHLIM COAEPXMMbIM. K
(bainam C aKTMBHbIM COAEPXMMbIM B TEKYLEW Peanu3awuu OTHOCATCS MCMOAHSEMble (haifbl
(onpepenstotcs no dopmaty unu pacwmpenmno EXE, DLL, SYS, COM, OCX, SCR, CPL), a Takxe Tak
Ha3blBaeMble «MHTEpecHbie» (ainbl ¢ pacwupeHusmn PDF, PST, PSM1 u 1.4. CootBertciBytowume

paclinpeHnsa «MHTEPECHbIX» (baﬁnos [OXHbI ObITb YKa3aHbl B npocbvme 0e30MacHOCTH arexta.

Mpu oOpalieHun K ainy, Xew-cymma KOTOPOro COBMAAaeT C Xew-CyMMOW, YKa3aHHOW B MHAMKATOpe
KomnpoMmetaumn, obpaieHne GNOKUPYeTcs, a B MOayne aAMUHUCTPUPOBAHUS (hopMupyeTca (MM JONONHAETCS)
VHUMEHT, 00beANHAIOWMIA B Ce0e BCe COObITUA, COOTBETCTBYIOLLME UHAMKATOPY. ITH COBLITUS: MOTYT UMETb Pa3Hblil
TUN B 3aBUCUMOCTI OT BbIMOJIHAEMOW ONEpaLLMK: OTKPbITHE (hailna, uTeHne, YaaneHue, a Takxe MOTYT OTHOCHTLCS K
Pa3HbIM NpoLEeccam B cucteme. bnokupyrotcs Bce onepawyn ¢ (hainnom, n3oanpys ero "no Mecry", 6e3 nepemeLeHus

B KapaHTUH. 3anyck ucnonHsemoro (aiina, Xew KOToporo NpUCyTCTBYeT B NepeyHe UHANKATOPOB KOMMpOMETaLuy,

La
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Gynet 61oKMpOBATLCA MOHUTOPOM (haiiNIoBOI CUCTEMbI HA CAMOM PaHHEM 3Tane 3amycka, KOrfa CUCTEMHbIA 0GbEKT

NPOLECC 15 HEro ellle He ChOPMUPOBaH.

BaxHo

9
LJd

Ecm B npocbwne 0e30nacHOCTH arexTa YCTAHOBJIEH PEXUM «TOJIbKO AETEKTUPOBAHMEY», TO Leicteue
<<6ﬂ0KVIp0BaTb» png UHAUKATOPOB  KOMNpPOMETALMKM, MPUMEHAEMbIX HA dreHte, 6yneT

nepeonpeeneHo Ha eiCTBIe «1eTEKTUPOBATHY.

Ha cipanuue Hab6opbl uHpukatopoB komnpometauun (puc. 50) B pasgene Mupmkaropbl
KOMNpOMeTauun Cofepxutca MHdopmaumns o6 o0bektax (anm aptedhakrax), KOTOpble SBASIOTCA UCTOYHUKOM
KOMMPOMETALLMM.

06HapyXeHune COObITUA, CBS3aHHbIX C ONUCAHHBIMKM B HAGopax KOMNpOMeTaLyMn apTedhakrami, BbI3bIBAET
onpefieNeHHoe [edcTBue, 3a(uKCMpoBaHHOe B Habope. Takum [AedcTBUEM MOXET GbiTb 0M0KMpPOBaAHME WMAW

NIETEKTUPOBAHUE BbI3bIBAEMOT0 apTed)akToM NpoLecca.

Habope! MHAVKaTOpOB KOMMpOMeTaLMn

Hazeanue nabopa Konmuecteo sanuceii Mpussnzano arenton Yrpagnenue

@e @1 0 0
@20 @ 0 0
100 @TI 0 0
set_for_edr @ TI 0 0
w1111 5 0 ]
test_edr @7 5 0
Lns_vecta @I 0 0
AHANATUKA
Testirina B 3 i [S
5 Vinauatope atak
123123 @ TI 0 0
£ Vnavkatopsi komnpometaumn
Ans_tecta @T| [] 0
[2)  YARA-npaenna ($aiinu)
test @TI 9 0
YARA-
VP_TEST_SET_LONG_NAME_NAME_NAME_NAME_NAME_NAME_NAME_NAME_NAME_NAME_NAME_NAME_ 0 0 i
NAME_NAME_NAME_NAME_NAME_NAME_NAME_NAME_NAME
OC-Test @ T o o
iocs_ga 20 0 i

Pucyrok 50 — Ha6opb! nHANKaTOPOB KOMNpPOMETALUK
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WH(hopmauns Ha CTpaHuue npepcTaBneHa B TabaumyHom Bupe. Ecnm mpucytcrByer xors Obl OAMH

HeCOXpPaHeHHbIM H660p WHONKATOPOB KOMMPOMETAUMKW, TO B BEpPXHel YacTu Ta0nuUpbl MOSABUTCA  3HAYOK

npeaynpexaexus

B wanke 1abaunubl npeACTaBneHbl CleayoLne nons:

— KHOMKa BbIGOpa (0TMEYEHa 3neMeHToM );

— HasBaHue Habopa;

— KonnyectBo 3anucei;

— MpuBsi3aHo arexHToB;

— Ynpasnenue.

Ha3BaHue Habopa — B no/ie 0T00paxaeTcs Ha3BaHne Habopa UHAMKATOPOB KOMNPOMETALLMM, NPU HAXATHK
JIKM Ha Ha3BaHuMe Habopa NPOMCXOAMT NEPEXOA Ha CTPAHMLY U3MEHeHus Habopa.

KonuyecrBo 3anucei — B nose 0106paxaeTcs KOANYECTBO MHANKATOPOB, COXPAHEHHDIX B HAGOpe.

MpuBsA3aHo areHToB — B N0/ie 0T00PaXaeTcs KOAMYECTBO NPUBS3AHHBIX K HAO0PY areHToB. lTpn HaxaTuu
JIKM Ha uyucno areHToB MpOMCXOAMT NEpexop K CTpaHuue AreHtbl, Ha KOTOpoW B Tabauue Gyayt nokasaHbl
NpuBSI3aHHble K HAGOPY areHTbl.

YnpaBnenune — B none 0106paxatoTcs KHOMKM onepaLuii ¢ HaGOpPOM WHAMKATOPOB KOMMPOMETALy:
PepaktupoBartb (- ), Ypanutb (" ) u (onpaumb(| ").

PEA&KTHpOBaTb — [P HAXaTUi KHOMKK OTKPbIBAETCA OKHO PeﬂaKTMPOBaTb |-|a60p. B none Uma

0106pa)KaeTcs1 Ha3BaHue Ha60pa, N1 €70 M3MEHEHNs He0OX0AUMO BBECTH B CTpoKe C UMeHeEM Haﬁopa HOBOE NMA U

HaXdTb KHONKY .

COXpaHMTb — KHOIMKa (=] 0T06pa)|<aeTcs| B nojne anaBneHue Mpu yCcnoBuu, 4to Ha60p WHINKATOPOB

KOMMpomeTaLnn He COXPaHEH B I'Iporpamme.

B HIKHER YacTv CTpaHMLLbl HAXOAATCS KHOMKK " . [ina pobaBnequs

HOBOrO HAbOpa WHAMKATOPOB KOMMpPOMeTaLun HeobXoAMMO Haxatb Kxonky JloGaButb Habop, nocie uero B
OTKpbIBLUIEMCS OKHe Jlo6aBuTb Habop B cTpoke MMs BBECTU HA3BaHUe HOBOTO Habopa.

Ecnn k HoBOMY HaGopy Tpebyetcq [00aBUTL MHAMKATOPbI U3 HAOOPOB, CO3AAHHBIX M COXPAHEHHBIX B
lporpamme paHee, 10 B none basoBbin Habop HE00X0AMMO BbIOPaATb U3 BbINAAAMOLLEr0 CNUCKA HA0OP, KOTOPbII

CTaHeT 0CHOBOI NS HOBOTO Habopa.
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flo6aBnenne 6a3080ro Habopa ABASETCS ONLMOHANbHBIM ycnoueM. Ecnm B okHe Jlo6aBuTb Habop He
BBECTI 3HAYEHNEe MEHN HOBOTO Habopa, T0 kHonka Jlo6aBuTb He Oyer akTUBHA.

[ins ynanenus OHOr0 MM HECKONMbKUX HabOPOB MHAMKATOPOB KOMNPOMETALMU HEOOXOAUMO OTMETHUTb
(hnaxkamm COOTBETCTBYHOLME UM KHOMKK BbiGopa &, nocne 4ero Haxatb KHONKY Y AanuTb BbIOpaHHbIe HAaGopbI.

Mepexog Ha cTpanuuy ¢ Tabanuein MHaMKaTopbl Komnpometauuu (puc. 51) npoucxogut npu Haxatuu JIKM

Ha Ha3BaHu1 Habopa B Tabnnue Habopbl NHANKATOPOB KOMNPOMETALMK.

WHavkaTopel komnpomeTauum )

nnnnnnnnn
M wnauxaropa Tun apregaxra Apregarr Aeiicrane Kommena puit dorop 1L vamenenme / Ynpasne
6T

PucyHok 51 - Unaukaropbi KoMmnpomeraumm
B o6nactn UHpmMKaTopbl KOMNPOMETALMM aHANUTUK MOXET:
— MpoCcMaTpuBaTh HGOPMaLMI0 00 MHAMKATOPAX, BXOASALLMX B BbIOPaHHDIA HAbOp;
— U3MEHSATb MHAMKATOPbI KOMIPOMETALMM, BXOAALLME B BbIOPAHHbIA HA0OP;
— 3KCNOPTMPOBATb MHANKATOPBI B (Dailfibl Pa3anyHbIX (HOPMATOB;
— UMMOPTMPOBATH aHHble U3 (hailfia B HAOOP MHAMKATOPOB;
— KONWpOBaTb MHAMKATOPbI BbIOpPaHHOro Habopa B Apyrie Habopbl MHAMKATOPOB KOMNPOMETALMY;
— COXPaHATb HA0OP C 00ABAEHHLIMI MHAMKATOPAMIU KOMIIPOMETALLK;
— YAanATb U3 Habopa BbIOPaHHbIE MHAMKATOPbI KOMNPOMETALMN.

- aKTVIBVIpOBaTb/,U,eaKTVIBVIDOBaTb BblﬁpaHHbIe WHOWNKATOPbI KOMIPOMETAL M.
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Mocne fo0aBNEHUS UAM U3MEHEHUS MHAMKATOPOB C/1EBA OT HA3BAHNA HAabOpa MOSBUTCH 3HAYOK C
npegynpexaaroLum coobiernem Habop e npumeneH. CooOLLeHne NoSBASETCA NPU HABEAEHUN KYPCOPA MbILLK Ha
npesynpexiatoLLuin 3HaUOK.

Llanka Tabnnupl C MHANKATOPAMI COLEPXHT CeSyIoLLMe NoNS:

1) KHonka BbIGopa (0TMeyeHa IneMeHToM ');

2) Ums nHpmukatopa;

3) Tun apredpakra;

4) NeictBMe;

5) KommeHTapui;

6) [lata co3gaHus/ABTop;

1) NocnepHee uamenenne/Monb3oBatenb;

8) AKTUBHOCTD;

9) YnpaBnenue.

Wmsa nHankaropa — nose cogepXut npou3B0/bHOE Ha3BaHUE MHAMKATOPA, 3aaHHOE N0JIb30BATE/IEM.

Tun apredrakra — nosie COLEPXMT TUN 00BEKTA, ABAAOLLEr0CH UHANKATOPOM KOMNpOMeTaLmn. Kaxabli
WHAMKATOP KOMMPOMETALMN OCHOBBIBAETCA HA ONMpefeNeHHOM Tune aprehakra. Tun apredpakta 3afaercs npu
CO3LAHWM WAM M3MEHEHWM WMHLMKATOpAa KomnpoMetauuu. B [lporpamme npesycMOTPEHO HECKONbKO TUMOB
apredpakTos:

1) Uma dhaitna — B kauecTBe MHANKATOPa KOMNpomertaLyn B none Aprecpakr Gyfer BbIOpaHo ums thaiina,
npu 0GHapyxeHun Kotoporo lTporpamMma CO34aCT MHLLUAEHT U BbIMOJHUT NPELYCMOTPEHHOE AeiCTBHe;

2) SHA-256 - B KayecTBe MHAMKATOPa KOMNpoMeTaLmuu B none Aptedakr Oyzer BbIOpaHO 3HAYEHME XeLua,
PACcCYMTaHHOro no anroputMy sha-256, anq o6bekta, npu 06HapyXeHnr KoToporo Mporpamma CO3AacT MHLMAEHT U
BbINOIHUT NPeAyCMOTPEHHOE AENCTBHE;

3) SHA-1 — B kayecTBe MHAMKaTopa komnpometauuu B nose Apredakr Gyner BbIOPAHO 3HaYEHHe XeLa,
PacCyMTaHHOro no anroputmy sha-1, ans o0bekta, npu oGHapyXeHun Kotoporo lporpamma Co34acT MHLUMAEHT ¢

BbINOJIHMT NPeAYyCMOTPEHHOE LefcTBueE;
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4) MD5 - B kauecTBe UHAMKaTOpa KOoMnpoMmetaLmuu B none Aptedhakt Oyaer BbIGpaHO 3HAYEHMe Xewa,
paccuutantoro no anroputMmy MD5, nnq oGvekra, npu oGHapyxeHun kotoporo lporpaMma CO34acCT UHLMAEHT U
BbINOHUT NPEeAyCMOTPEHHOE AENCTBHE;

5) IP-agpec — B KayecTBe MHAMKatopa komnpometauun B none Aptedpakr Oyner BbiOpaH IP-agpec
CeTeBOr0 COeJMHEHUs, NpU B3aUMOLEWCTBMM C KOTOPbIM [lporpamma €034acT WHUMAEHT WM BbINOJHUT
NpeayCMOTPEHHOE AeiCTBIUE,;

6) loMeHHOe UMS — B KayeCTBe MHAMKATOpa Komnpometauun B none Aptedpakt Gyaer BbIGPAHO UMS

[IOMEHa, Npu B3aUMOAEACTBIM C KOTOPbIM [Tporpamma co3aact MHLNAEHT W BbINONHUT npesycMoTpeHHoe JeicTBue;

9 BaxHo

l. J [lomeH n IP-agpec moryT GbITb HanMCaHbl B MHAMKATOPE BMECTe ¢ nopToM (<IP/gomen>:<nopr>)

7) URL - B ka4eCTBe HANKATOPa KOMNPOMETaLMK OyaeT BbiGPaH YHU(NLMPOBAHHBIA YKa3aTeNb pecypca B

ceTnt MHTepHeT, Npyu B3auMoAeACTBIM C KOTOPbIM [porpamMa co31acT MHLMAEHT;

9 BaxHo

L)  Tunapredakta URL nogaepXusaetca He BCemu BEPCHAMM areHTa.

8) CeteBan cUrHaTypa — B KayeCTBe MHAMKATOpa komnpometauun B none Apredpakt Gyjer BbiGpaHa
CeTeBas CUrHaTypa, npu 06HapyXeHUn KOTOPOW CHCTEMA CO3AACT MHLMAEHT M BbINOAHUT NPEAYCMOTPEHHOE fieiCTBIE
(nog ceTeBOM CUrHATYpPO NOAPA3YMEBAIOTCSA CUTHATYPbI B (hopmare Snort).

Aptecbakt — B none otobpaxaercs HauMmeHoBaHue apre(hakta. Ha3saHue apredpakia [OMKHO
COOTBETCTBOBATH BbIGPAHHOMY THNY apTedhakTa, T0 eCTb, €C/U yKa3aTb TN apTedakTa JloMeHHOe UMSA, TO Ha3BaHMe
apredhakta [OMKHO COOTBETCTBOBATb NpaBUAaM HamucaHus AOMEHHbIX MMeH, K npumepy, example.com.
JlononHUTENbHO NOJE COAEPXMT INEMEHT =, NO3BOASIOLLLMA CKONUPOBATH B OY(hep 06MeHa UMs apTedakTa.

NleiicTBMe — B N0/IE 0TOOPAXaAETCA AeiCTBUe, KOTOPOE LO/DKHA 0CYLecTBUTb [IporpamMma npu 00HapyXeHun

CoObITUS, CBSI3AHHOTO C BblﬁpaHHbIM UHANKATOPOM KOMNPOMETALINK.
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B kauectBe 0TBETAa Ha BPEAOHOCHY) WAM MOTEHLMANbHO BPELOHOCHYI aKTUBHOCTL B [lporpamme
NPeayCMOTPEHbI CeAYHoLLMe feRCTBHS:

1) — B 3TOM C/1y4ae aKTUBHOCTb GY/eT 3anpeLLeHa;

2) 'Aeresmapessie’ — g 3TOM C/ly4ae aKTMBHOCTb OyeT paspeLueHa, Ho [lporpamMma yBefOMHUT N0/b30BaTENS
006 06HapyXeHun AeTEKTUPYEMOro COObITUS, CO3AAB NHLMAEHT.

Kommentapuit — B none oto6paxaerca NpoM3BO/bHbIA KOMMEHTApUA K BbIOPaHHOMY WMHAMKATOPY
komnpometauun. lone KoMmeHTapuii 3anonHsieTcs npu HEOOXOAMMOCTM BO BpPeMS PeaKTMPOBAHUS WM
n06aBneHNs HOBOTO MHANKATOPA.

llata co3ganma/ABTop - B none oToOpaxaercs MMS N0Nb30BATENs, CO3AABIIETO WMHANKATOP
KOMMPOMETALMM, U BPEMS €50 CO3AaHMS.

NMocnepgHee nsmenenne/llonb3oBatenn — B none 0T06paxaetcs BPeMms NOCAELHET0 W3MEHEHMUS

UHAWKATOPA W M4 N0Jib30BaTe/if, BHECLIETr0 USMEHEHKE.

AKTMBHOCTb — B nosie 0TOGPAXaeTcss KHOMKa O, AKTUBMPOBATb/4€AKTUBNPOBATL MHAMKATOP
KOMNpOMeTaLuu.

YnpaBneHue - B nosie 0100paxatorcs khonkiu PegaktupoBatb -+ 1 Yaanutb © . [lnq pefakiupoBanusa
MHAMKATOPa KOMNPOMETaLMN Heo6X0ANMO HaxXaTb KHonky PepakTpoBarh.

B otkpbiBlemcs okHe PepakTpoBaTh MHAMKATOP HEOOX0AMMO U3MEHUTL OLHO WK HECKOJIbKO nosed,
TpeOYHOLLMX U3MEHEHNS N KOPPEKTUPOBKM, U HaxaTb KHonky Coxpanutb (puc. 52).

Mons hopmbl PegakTmpoBaTh MHANKATOP MAEHTUYHDI NONSM LWANKK Ta0ULbI MHAUKATOPOB, ONUCAHHBIM

BblILLIE.

PepakTtvpoBatb MHAKWKaTOP x

Pucynok 52 - OkHo «PepakTupoBath HHAMKATOP»
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[lnq ynanexus uHAMKaTOpa KOMNPOMETALMN He06X0ZUMO HaXaTb KHOMKY YAanuTb © .

B HUXHe# YacTh TabAuLLbl HAXOAATCA KHOMKY OnepaLuil C UHANKATOPaMK:

\

2) TMpumeHnTb Habop — ;

3) KonupoBatb BbiGpaHHble 31eMeHTbI B Apyroi Haop — = ;

4) Ikcnoptupoartb Habop B thain — @ ;

5) WMnopTupoBaTth aHHble U3 (haiina B HaGop (MoaaepXmMBaeMble (hopMmarbl: Csv, json) — & ;
6) AKTBUPOBATL BbIGPAHHDIM INEMEHT (Fpynny 3NEMEHTOB) — AR

7) NleakTBMPOBATH BbIGPAHHbIA 3neMeHT (rpynny 3nemenTos) — BN

[na noGaBnenus uHaMkatopa B 06nactu WHANKaTOPbI KOMNpOMeETaLMM HEOOXOAUMO HaXaTb KHOMKY

. [lanee B oTKpbIBlIEMCS OKHE [loOaBHTL MHANKATOP HEO0X0AMMO 3aN0NHUTL NPEACTABAEHHbIE

NoNS U HaXaTb KHOMKY (puc. 53).

DNobaeute WHAMKaTOP X

MM& nHAKKaTopa

Tun apTedakTa

A

He BrIBpaxo

ApTedakT
AelicTene

BrokupoBaTe s

KommeHTapwid

PucyHok 53 — OkHo «Jlo6aBnTb HHAKMKATOP»

[ins npumeHeHus No6oro n3MeHeHns B Habopax MHAMKATOPOB HEOOXOAMMO HaxXaTb KHOMKY MpuMeHuTb

Habop ( ). KHomka He Gyner 0To0paxarbCs Ha CTpaHULLE 0 BHECEHUS 04epeSHbIX U3MEHeHHil B Ha0op.
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[Inst KONMPOBAHNA UHAMKATOPOB U3 OLHOTO HAbopa B ApPyrod HE0OXOAUMO OTMETUTL (DIAXKAMU KHOMKK

BbIOOpA ANS MHAMKATOPA WM MHAMKATOPOB, KOTOPbIE HYXHO CKOmMpoBatb B Apyrod Haobop. [ocne BbiGopa

MHIMKATOPOB CNIEMlyeT HaXaTb KHonky KonMpoBaTh BbiGpaHHbIe 3neMeHTbI B Apyroi Habop = .
B otkpbiBwemcs okHe Bbibop Habopa Heobxoaumo B none Habop BbiOpaTh M3 BbiNafatoLlero Cnucka

Habop MHAMKATOPOB KOMMNpPOMeTauun. B 310T Habop OyAyT CKONMPOBAHbI BbIOPAHHbIE paHee MHAMKATOpbl. [na

3dBepLieHns onepaLln HyXHO HaXaTb KHOMKY . [ina 0TMeHbl onepawumn Heo0X0AMMO HaxaTb KHOMKY ===

NN KHOMKY 3aKPbITUS OKHA * .

[lns 3kcnopra HaGopa B (haitn CAefyeT Haxatb KHOMKY IkcnopTupoBath HaGop B thaitn = . [lanee B

OTKPbIBLUEMCS CMIUCKe (hopMaToB (haina HeobX0ZMMO BbIOPaTL (hopMar, B KOTOPOM OyAyT COXPaHEeHbl AaHHble U3
Habopa. locne Bbibopa (hopmata CO3AaHHbIA (ain B yka3aHHOM popmarte Gyaer COXpaHeH B Nanky, B KOTOPYH
HaCTpoeHa 3arpy3ka (haitfioB B ONEpaLoOHHON CUCTEME.

[lnq umnopTa JaHHbIX M3 (haina C MHAMKATOPaMU HEOOX0AMMO HaxaTb kHOMKy = (MMnopTHpoBaTh
AaHHble U3 haitna B Habop, nopaepxuBaemble hopmarbl: Csv, json). [loce HaxaTus KHOMKK OTKPbIBAETCA OKHO
NPOBOJHMKA, B KOTOPOM HEOBX0AUMO BbIOPATL UMMOPTUPYEMBIA hain, NOC/e Yero UMNOPTMPOBATH AdHHbIE U3 (haina
B BbIOpaHHbIA HA00p WMHAMKATOPOB KOMmnpometauuu. [locne 3aBepluieHns onepauuv MMNopTa MHAMKATOPbI
KOMNPOMETaLMN U3 UMNOPTUPYEMOro (aina 400aBATCS B BbIOPaHHbIA Ha00p.

Anq BpeMeHHow AKTUBALLMM/[LeaKTUBALMM OJHOTO UAM HECKONbKINX UHAWKATOPOB MOXHO BOCN01b30BATHCA

KHOMKaMHK /, NpesBapuTesIbHO OTMETUB INIEMEHT WAV TPYNNY INEMEHTOB (h1aroM.

MoABUTCA OKHO MOATBEPXAEHUS aKTUBALMM NGO feakTuBaLmuu. [ns NOATBEPXAEHUS LeHCTBUI CredyeT
HaxaTb KHONKY BbINOAHKTL. [10C/1e BbINOAHEHUS ONepaLyit NOSIBSTCS BCMAbIBAIOLLME OKHA, @ B TaGAULE MHANKATOPOB
B ctonbue MocnepHee nsmenenune/llonb3oBarenn Oyayt oto6paxarbCs fAara, BPEMS M UMS NOAb30BaTENS,

NPOU3BOAMBLLErO feNCTBHS.

10.6.3. YARA-npasnna (chainbi)
YARA-npaBuna 19 (haitfioB — 370 NPOrpamMMHbIE 3MEMEHTBI, NMO3BOAANLME ONPEAEANTb CUTHATYPbI
(hainos, kotopble [lporpamma B Ciyyae WX OOHApYXEHUS B 3alLMLLAEMON WMH(PACTPYKTYpe OTMETUT Kak

BPeNOHOCHbIE.
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YARA-npaBuna, Kak # MHAMKATOPbI KOMMPOMETALMN N0 Xewy, N0 YMOMYAHWO NPUMEHSIOTCH TOMbKO K
ucnonHsiembiM thainnam (PE), K Apyrum painam MOryT npuMEHSTLCS TONbKO nocne 4o6aBneHns COOTBETCTBYHOLMX
paclmpeHuit B npotune 0e3onacHocti areqta. Matuunr PE-thaitno no coxpaHeHHbim B [Iporpamme YARA-npaBunam
BO3MOXEH TO/IbKO NpH 3anycke Takux (hainnos. llog 3anyckom PE-(haitnoB nogpasymMeBaeTcs UCNONHEHUe NPporpamm,
3arpy3ka AuHamuyeckux 6ubanotex (W1 ApaiBepoB) ANA UCNONHEHUA UX KOJA. B cnyyae C Tak Ha3biBaeMbIMU
MHTEPECHbIMUY DainaMm C NOTEHLMAbHO aKTUBHBIM COLEPXUMbIM ((ainbl ¢ pacimpenusamu PDF, PS1, PSM1uT.4.)
aHanm3 no YARA-npasunam BbINONHAETC npu l0GOM OTKPBITMM JOKYMEHTOB WAM CKPUNTOB, TO €CTb KOrpAa
0CYLLeCTBASETCA JOCTYN K MX COfepXumomy. AHanu3 Gyaer npoBOAUTLCA ANA TakuX (DailfioB TONLKO B TOM Cyyae,

eC/v COOTBETCTBYHOLLME paciumpenns OYayT yka3aHbl B Npoghnne 0€30MacHOCTH arexTa.

A BaxHo

L_. OaitfioBbIM  MOHMTOPOM areHTa N0 YMOMYAHUK CKAHMPYHTCA TONbKO PE-(haitibl, npuyem
CKAHWPOBAHME MOXET HacTpauBaTbCsi B COOTBETCTBMM C HANMYMEM WAM OTCYTCTBMEM Y (haina

3/IEKTPOHHOA Nognucu. s 37070 UCNOAL3YHOTCS HACTPOIRKM Npohuns 6e30NaCHOCTH arexTa.

B Mporpamme npepycmotpensl YARA-npasuna B Habope no yMONYAHMIO, @ TAKXE MHCTPYMEHTapuin ans
Co3aaHus HoBbIX npasun. Tabauua ¢ Habopamu YARA-npasun (puc. 54) Bkntouaet B Ce0s CTPYKTYPHbIE INEMEHTbI,
UAEHTUYHbIE 3NeMeHTaM Tabauubl HAOOPOB MHAMKATOPOB KOoMnpoMmetauuu. loApolHyt0 MHOpMaLMo 00 3THX

3/1IeMeHTax 1 paboTe C HUIMU MOXHO y3HaTb B nyHKTe 10.6.2.

La
va
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ng name long name long name long name long name long name long name long name 0 0
long name long name long name long name long name long name long name

neooMn SeLYARATI @ TI s01
B9 Mpomnm zaupmmis aanmex test-set @T| 26 0

0 e 2 1 arerra VARA (dafine)-Test @ T|

Pucynok 54 - Ha6opb YARA-npaBun (chaitnbi)

Mpu HaxaTtuu JIKM Ha umenn Habopa otkpbiBaetcs cTpauua YARA-npaBuna ans BblOpaHHoro Habopa,

KOTOpas BK/IKOYAET B Ce0S KHOMKM Onepavyit, MAEHTHYHbIE ONUCaHHbIM B nognyHkTe 10.6.2:

JOBAEWTE NPIEMAC
1) _ (OTKprBa(ET OKHO, B KOTOPOM aHa/IUTUK MOXET noﬁame O04HO WKW HECKOJIbKO

MpaBui, Npu 3T0M Heo6xoaumo YUYUTbIBATD, YTO BCE UMEHA NPABUN JONIXHbI ObITb YHMKaﬂbeIMM);

2) NMpumennTb Habop — (kHonka otoGpaxaetcs, ecan B thaitne YARA Obiin u3MeHeHus);

3) Konuposars/nepemectutb BbiGpaHHble 3eMenTbl B Apyroit Habop (< ) — nepemewwiaer uam Konupyer
BbIOPaHHbIA (hain uam (aitabl ¢ npasunamin YARA u3 ogHoro Habopa B Apyroi;
4) Ikcnoptupoatb Habop B thaiin hopmara JSON- = ;

5) UMnopTupoBaTh JaHHble M3 dhaitna B Habop (noaaepxmBaemble hopmatbl: JSON) - & ;

6) Aktueuposatb YARA-npaBuso — (BCe npaBwna, yka3saHHble B haiine, OYAyT aKTUBUPOBAHDI);
1) leaktusuposatb YARA-npaBuno — © (BCe npaBuna, ykasaHHble B (haitne, OYayT AeaKTUBUPOBAHDI);
8) PepaktupoBartb () — OTKPbIBAET OKHO pefakTupoBanus YARA-npasun;

9) Ynanutb () — yaanser daiin ¢ YARA-npaBunamu.

Kpome yka3aHHbIX Bbile KHOMOK Ha ctpanuue YARA-npaBuna B CTPOKe C MMeHeM (hailnia npucyTcreyer

3HayoK npocmoTpa (=), KoTopbIil NO3BOASIET NPOYECTb YCOBHE, HE 3aX0AS B OKHO PeaKTUPOBAHUS NPaBiL.
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Mocne Haxatus kHonku [lo6aBuTb NpaBuna Heo6xofuMo BbiGpaTh, Gyaer n ain ¢ YARA-npaunamu
C03/aBaTbCs AHANMTUKOM UIN 3arpyXaTbCsl U3 paHee COXPaHeHHOro (haina. B cnyyae ¢ co3pannem HoBoro haina
oTkpoetcs okHo JlobaButb YARA-npaBuna, B KOTOPOM He0OGXOAMMO MpomUcatb OAHO WA HECKONbKO MpaBui,
KoTopble GyayT 00HaPYXNBATLCS NOUCKOBBIM ABUXKOM YARA.

Anq 3arpy3ku YARA-chaitna unm Heckonbkux YARA-haitnoB Ha cepsep C X0CTa aHafMTUKA HEOOXOAUMO
BbINOHUTL C/IEAYHOLLME ONepaLyn:

1) Haxatb kHonky Jlo6aBuTb npaBuAa 1 BbiGpaTh onepawuto 3arpysntb hannbl;

2) B otkpbiBwemcs okxe 3arpysutb ¢hainbl YARA Haxatb kHonky Bbibpatb chalabl # B OKHe
[poBOAHMKA BbIGPATL OAMH MK HECKONbKO YARA-thaiinoB ans 3arpy3ku (painbl ¢ paclumpeHnamm .yar);

3) llanee Haxatb KHONky 3arpy3utb thannbl Ha cepsep.

BaxHo

L)  YARA-npasunapaGoTaloT Ha areHTe TObKO B TOM Cyuae, eC/iu B Npochune 6e3onacHoCTH BbiGparHoro
areHTa yCTaHoB/EH pexum rnybokoro CkaHMpoBaHus, BKAtouatoLLmi B ce0s YARA-npasuna, 10 eCtb
BbIOpaHbl pexumbl YARA-npasuna unv MLu YARA-npaBuna. [pu 370M HE0OX0AMMO Y4UTBIBATb, YTO
PeXMM ry6oKOro CKaHMPOBAHUS LAeT NMOBbILIEHHYH HArpy3Ky Ha (PannoBbIn MOHUTOP, @ 3HAYMT, U

Ha lporpammy B Lenom.

B opHom chaitne moryT GbiTb COTHM, Thicsum npasun. 00513aTeNbHbIM YCIOBUEM ANS COXPaHeHus (haitna
SBIAETCA 3a/laHNe €ro UMeHU B COOTBETCTBYHOLLEH CTPOKe. [TpaBuna v nx nMeHa, CoxpaHsemble B (hai, LOMKHbI ObliTb
YHUKA/IbHBIMU, TO €CTb He UMeTb NOBTOpa B pamkax 0gHoro (aina. [ns YARA-mpasun B pamkax HabopoB 310

YTBEPXAEHNE He PacnpoCTpaHseTcs — B pasHbix Habopax MOryT cogepxatbcs oanHakosble YARA-npasuna.

BaxHo

PykoBogcrBo ananuuka RT Protect EDR T
Bepcus 1.0.24 or 14 okra6ps 2024

La
va

rotect 201




UmeHa YARA-npaBun yuuTbIBALOT PETUCTP ¥ HE ROXHbI NPEBbILATD ANUHY B 128 3HaK0B.

9
LJd

AHanUTUK MOXET BOCMO/Ib30BATLCA (DYHKLMEN 3arpy3KK (haiina dropmaTa .yar npyu co3/aHui HOBOTO (haiina

¢ YARA-npasunamu B okHe Jlo6aButb YARA-npaBuna. Y100bl 3arpy3utb (haiti C KOMNbIOTEPA aHANUTMKA,

HE0OX04MMO HaxaTb KHOMKY E noc/ie Yero BbIGpaTb COOTBETCTBYIOWMA (DailNl B OTKPBLIBLUEMCA OKHE M HaXarb
KHONKY OTKPbITb.

AHanMTMK MOXeT (uNbTPOBATL NPaBUAa M (hailibl HA CTPAHMLLE NO UMEHK (haitna ¢ umeHeM npasuna. Mpu
3TOM MONCK N0 UMEHN Npasuna Tpedyet BBOAA NOMHOTO UMEHN.

MogpoOHee 00 ycnosusix v cTpyktype YARA-npaBun MOXHO y3Hath B pasaene 7, nyHkTe 8.3 u B 0(huLnabHOM

nokymeHTaumum YARA.

10.6.4. YARA-npasuna (namsrp)

YARA-npaBuna anq namsitv — 310 NPOrpamMMHbIE 31EMEeHTbI, KOTOPbIE M03BO/IAKT ONPEeSeNuTb BPeLOHOCHbIE
CUTHATYpbI BHYTPY NAMSATH NPOLLECCa NyTeM ee CKaHUPOBaHMS.

HaGopol YARA-npaBun ns namstu (OpMMpyOTCA Takxe, kak M Habopbl YARA-npasun pna (haiinos.
Joctynubl CesyrolLue onepawui ¢ Habopamu:

1) lobaBneHue Habopa;

2) lpumeHeHKe Bcex HabOPOB (COXpaHEHUe M3MEHEeHMI, NPOU3BEAEHHbIX B HaGOpaX);

3) Ynanutb BbIOpaHHble HabopbI;

4) PenaknpoBatb OTZeNbHbIA HAGOP (M3MEHEHUe UMEHK Habopa);

5) Ynanutb oTaenbHbId Habop;

6) MpuMeHNTb OTAENbHBIA HA0OP.

[ns paboTbl BHYTPU OTAENbHOMO Habopa HEOOXOAMMO KAMKHYTL N0 MMeHn Habopa ¢ YARA-npasunamu.

Otkpoetca crpanuua YARA-npaBuna (namatb) (puc. 55).
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https://yara.readthedocs.io/en/stable/writingrules.html
https://yara.readthedocs.io/en/stable/writingrules.html

rRT B
[3Fe«EDR &
Uz sl Mocneas w
S Cu YDAt YARA-npasuna (namare) QT Mokassisas no:
[—
Vnas Gaiina Vs npasiana
Tepuusian BaeauTe un Beenume vmA npaguna
L2 Tpadwsm
- 2z 3 a4 Hafns=o: 501, noxazano: ¢ 1)
[ Xpammnuue
MocnegHee nzmeHeHUe
¢ Yassumocr Vimn Konmuecrso npasun Rara cosgannn / Astop A Ynpasnen
/ Nontsosarens
AHATMTMKA mobile_malware_indexyar © o 10.10.2024, 11:06:26 16.10.202¢, 11:06:25
(nonszosaTens yaane) (nonsz0saTens yaanEH)
5 Unaukatope atak
virustotalyar @ o 10.10.2004, 11105125 16.10.2002, 11:06:25
£ Mngmamops xomnpoueraum (nonssossTens yaanex) (nonszosarens yaane)
B YARA-npaswa (gaiine) antidebug_antivm.yar @ 55 02.10.2024, 11:09:08 92.10.202¢, 11:08:08
(nonssosarens yaanss) (ronssosarens yaans)
#  YARA-npaswna (nawsms)
capabilities.yar © 53 02.10.2024, 11:09:08 92.10.2024, 11:00:08
) (nensaossTens yaansk) (RonszomaTens yaane)
I XypHansw Windows
crypto_signatures yar @ 122 02.10.2024, 11:09:08 2.10.2024, 11:09:08

MCKAIOYERMA

> Wcxmouerus ans nporpamm

MckaioueHus Ann Garnos

CeTeBbIe NCKIOUEHIs

Vickniouesns WHanKaTOpOS arak

‘CVE-2010-0805.yar @

‘CVE-2010-0887.yar &

(nonkzosatens yaanex) (nonwz0BaTeNs YAANEH)

1 02.10.2024, 11:09:05 92.10.2026, 11:05:08
(nonzoearens yaane) (nonw30aTent yaanek)

1 02.10.2024, 11:09:08

2 92.10.2024, 11:09:08
(nons3osarens yaangw)

(nonb30saTens YAaNEH)

PucyHok 55 - YARA-npaBuna (namsrb)

Onepavyuu, KOTopble MOXHO BbINOJHUTb HA CTPAHNLIE, NPEJCTaBNEHbI B TabnuLe 57.

Ta6anua 57 - Onepaumu Ha ctpaHuue YARA-npaBuna (namsrb)

Onepauus Waru
Jlo6asutb YARA-npaBuno unu 1. Haxartb kHonky Jlo6aBuTb NpaBuna.
HeCKoMbKO  npasun B 2. BuiGpartb nynkT Hosbiid chaitn. Otkpoetcs okHo lo6asutb YARA-npaBuna.
(hopmare ogHoro haitna 3. BotkpbiBlemcs okHe BBECTH UMA (haiina.
4. Haxatb kHonky 3arpy3utb chain (B) 1 BbIGPATh .yar -(haiin 1 HaxaTb KHONKY OTKPbIT.
Tekcr npaswuna Gyget 3arpyxen B ok+o Jlo6aButb YARA-npaBuna.
5. Ecnm npaBuno(a) nponucIBaoTC BPYYHYH, TO 3anucaTb TEKCT OAHOTO WAK HECKONbKUX
npasun B okHe Jlo6aButb YARA-npaBuna.
6. Haxatb kHonky CoxpaHmTb.
Nlo6asutb YARA-npaBuno unu 1. Haxatb kHonky [lo6aBuTb NpaBuna.
HeCKoMbko  npasun B 2. BbiGpatb nyHkT 3arpy3utb thaitnbl. 0Tkpoetcs okHo 3arpy3ntb hainbl YARA.
(hopmare 3arpysku 3. Haxarb kronky Bbi6patb hainbl. B 0TKpbIBLIEMCS OKHE BbIGPATL OLUH MM HECKONBKO
HECKONbKHUX (hailfioB (haiinos B (hopmare .yar, NOCae Yero Haxatb KHOMKY OTKPbITL. [pK BLIGOPE HECKONbKMX
(haiinos HeobxoaMMmo 3axatb knasuiwy Ctrl uan Shift.
4. Haxatb kHOMKy 3arpy3uTb thaitnbl Ha cepsep.
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MpumennTb Habop (CoxpaHuTb
W NPUMEHUTb W3MEHEHUS B

YARA-npaBunax Ha6opa)

Haxatb kxonky MpumenuTb Habop ( ).

KonupoBartb unu nepemMectutb
BblﬁpaHHbIe JJIeMeHTbl B

Lpyroi Habop

0TmMeTHTb hnaxkom ( ) OIHO M HECKONbKO NPaBMJ.

Haxatb kHonky KonupoBarb/llepemectutb BbIOpaHHbIE 31€MeHTbI B APYroi Habop (

). Otkpoetcs okHo BbiGop HaGopa.
B ctpoke Habop BbiGpath Habop, B KOTOPbIA AOMKHbI 6bITb CKOMMPOBaHbI/MEPEMELLEHbI
npasuna. Ecnun Tpebyetcs nepemMecTuTb BbIOPaHHbIE 3NEMEHTBI C yAaNeHUeM U3 TEKYILEro
HaGopa, T0 cnepyer ycraHoButb naxok Mepemectutb M yaanutb BbiGpaHHbIE
3/IeMeHTbI U3 TeKyLero Habopa.

Haxatb Kronky Bbi6patb.

JkcnoptupoBatb  Habop €

npaBunamu B hain

. .
HaxaTb kHonky JkcnopTupoBaTh Habop B chaitn ( = ). ®aiin COXpaHUTCA B Manky

ABTOCOXPAHeHs (4aLue BCero 3arpysKm)

MMI'IOpTMpOBaTb JaHHble U3

thaina B Habop

Haxatb kHonky WMnoptupoBatb AaHHble M3 chaina B Habop, noaAepxuBaeMble
thopmarbi: JSON.

B 0TKpbIBLIEMCS OKHE BbIGPaTh haiin Ang UMNOPTa U HaXatb KHOMKY OTKPbITb.

ﬂ,eaKTMBVIPOBaTb OfUH  WUn
HECKO0/IbKO 3IEMEHTOB

(chaitno. ¢ YARA-npasunamm)

L4
BbIOpaTh OAMH MM HECKO/IbKO INEMEHTOB, YCTAHOBMB (DIAXOK ( (Bl );

Haxatb kHonky JleakTBMpOBaTb BbIGPAHHbBIE NEMEHTDI (). 0TKpoerca OKHO
MoarsepxpaeHne aencTBuA.

Haxartb kHonky MoATBEPAUTD.

AKTVIBVIpOBaTb OAMH WK
HEeCKOJIbKO 3JIeMEHTOB

(caitnos ¢ YARA-npaBunamm)

BbIGpaTh OANH MM HECKONIbKO 1€aKTUBUPOBAHHDBIX INEMEHTOB, YCTaHOBMB Ha HIX (NaXoK
( )
Haxatb KHonky AKTMBMpOBaTb BblGpaHHble 3neMeHTbl (M), OTKpOeTCs OKHO

MoarBepxnaeHue geicTBus.

Haxatb kronky MopTBEpANTD.

Yaanutb 0AuH UAK HECKONBKO
BblﬁpaHHbIX 3JIeMeHTOB

(caitnbl ¢ YARA-npasunamm)

o
BbiOpaTh OAMH KM HECKONBKO, YCTAHOBUB Ha HUX (hAAXOK ( [ );
Haxatb kHonky Y aanutb Bbi6panHbie. 0Tkpoetcs okHo MoaTBepXAeHNe feACTBHS.

Haxarb kHonky MogTBEPANTD.

[leakTuBupoBatb  haitn ¢

YARA-npasunamu

B ctpoke ¢ BbiGpaHHbIM (haitiom Haxatb kHonky [leaktuupoBatb YARA-npaBuna

(namarb) (O). Otkpoercs okHo MoaTBEpXACHNE REACTBHA.
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2. Haxarb kHonky MoaTBEepANTD.

PeqakmapoBath chain ¢ YARA- 1. B ctpoke ¢ BbiGpaHHbIM haiinom Haxatb kHonky PegaktupoBartb (< ). 0TKpoeTcs OKHO

npasuiamm Pepaktuposarb YARA-npasuna.

2. BoinonHuTb HeoOXxoauMble n3meHenns YARA-npaBun v Haxatb KHONKy COXpaHMTb.

Yaanuto  dhain ¢ YARA- 1. B ctpoke ¢ BbiGpaHHbIM (hailnoM Haxarb KHOMKy Ymamutb (- ).0TKpoerca OkHo

npasunamu ;
NMoaTeepxaenne aeicTBNs.

2. Haxartb kHonky MoaTBEpANTD.

®aiinbl 1 NPaBuAa Ha CTPAHULE MOXHO (DUABTPOBATL C NOMOLLIO ABYX (DMABTPOB:
1) Umsa taitna;

2) Ums npasuna.

- BaxHo

L J ﬂpM MOUCKe N0 UMEHW NpaBia Heo6Xx01UMO BBOANTL MOJHOE UMS MpaBuna.

10.6.5. Xypransi Windows

Bo MHOrUX Ciiyyasx N9 onpesesieHns aHoMasIbHORM aKTUBHOCTH B 3aLLMLLAEMOR MHPACTPYKTYPE aHANUTUKY
MOTYT MOHAZo0OMTLCA COObITUS, KOTOpbIEe OTHOCATCA K nopcucteme xypHanuposaxus Windows. B Mporpamme
npeaycMoTPeHa BOSMOXHOCTb 406aBAATL U OTCAEXMBATL NPOBaiAepbl Co6bITvit noacuctembl ETW.

Mocne yctaHoBKM Ha xocTe areHT peructpupyer ETW-nposaigep RT Protect EDR. B 310M XypHane aHanutuk
MOXET NMPOCMOTPETb COOBLLEHNA C OLUMOKAMM, NPEeAYNPEXAEHNAMM, MH(OpMaLmen 1 T.4. [lng npocMoTpa XypHana
Ha arexte HeoOxoaumo nepeittv B Manenb ynpasnenus/ApMunncrpupoBanue/lipocmMotp cobbitnin XXypHansl
npunoxenuit n cnyx6/RT Protect EDR.

[Inst IPOCMOTPa XypHana Ha cepBepe ynpas/eHns HeoOX0AMMO BbINOAHUTL (hunbTpaumto no DSL-3anpocy
winlog.provider_name:*RT* Ha cTpaHuLe AKTUBHOCTb.

lpoBaizepsl 400aBAATCA B HAOOPLI. YT00bI CO34aTh UK U3MEHUTL HA0OP C NPaBUIAMM 00HAPYXeH!A

COOBITMI NOACKCTEMDI XYPHANNPOBAHNA aHaNUTUKY Heobxoaumo nepeity B pasaen Xypranol Windows.

La
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Ha crpaunue Ha6opbl xypHanoB Windows cogepxarcs HaGopbl C npaBufamu [eTeKTUPOBaHUS
nogcucrembl Tpaccuposku cobbitnit gns Windows (ETW). CoGbitusi, reHepupyemble nogcuctemoin ETW, cobupatotcs
areHToM K JoCTaBnAKTCS Ha cepaep lporpammbi.

Ha ctpanuue Ha6opbi xypHanoB Windows nosib30Bateto JOCTYNHbI Te Xe OnepaLyu, YTo W Ha CTpaHuLe
Ha6opbl vHgMKaTOPOB KOMAPOMETaLK (cM. NyHKT 10.6.2):

1) lo6aBneHue HOBbIX HAGOPOB;

2) PenakTupoBaHue MeH Habopos;

3) YaaneHxue BblGpaHHbIX HaO0POB;

4) NpumeHerne U3MeHeHu.

Tabnuua ¢ Habopamu xypHanoB Windows (puc. 56) COpepXMT CTPYKTYpHblE 3NMEMEHTbI, MAEHTUYHbIE
CTPYKTYpHbIM 3n1emeHTam Tabauupl Habopbl iankaTopoB komnpometauuu. C noapo6HoI MH(opMaLmei 00 ITux

JINEeMeEHTax U pa60Te C HUIMN MOXHO 03HAKOMUTLCA B NOANMYHKTE 10.6.2.

Habopbl xypHanos Windows

Hasnauue HaGopa Konnuecrno 3 anwced MpuBasanc areuton Ynpasaeuue

PucyHok 56 — Habopbi xypHanos Windows

[ns nepexopa k ctpanunue Xypranol Windows Heo0Oxoaumo Haxarb JIKM Ha nmenn Habopa.
Ha ctpaxuue XypHanol Windows B 1a6in4HOM Bige 0100paxaercs MH(hopMaLms 0 KOHKPETHOM Habope

npasun gnst ETW-coObituit. (puc. 57).

PykoBogcrBo ananuuka RT Protect EDR T
Bepcus 1.0.24 or 14 okra6ps 2024

La
va

rotect 206




YAIEMMOCTH

AHANVTUKA
5 Mnaukatope arak
£ Vg

[@)  YARA-m

5 YARA-npaswna (namss

I8 XypHans Windows

MCKAIOYEHMA

KypHanbl Windows

Vs skyprana

Application Popup

Application

Application

Application Popup

[ oumeica ] 40 SID none3sosatens
[ Ousrcra) 02
Mpeaynpexpaenve 1-
2000,-900,-1000,
16500
[ Hdoprauuon

Mpeaynpexienve

PucyHok 57 - XypHano! Windows

Monb3oBatenb lporpaMMmbl, UCMOAb3Ys MHCTPYMEHTAPMI, OMMCaHHbIA paHee B myHkTe 10.6.2, Moxet

BbIMOJIHNTD Ha CTPAHKULE CneaytoLLne onepaLnin:

— 106aB1Tb HOBOE MPaBUI0 UNKU HECKONIbKO NpaBui;

— PeAaKTMPOBATb WK YIANMTb CYLECTBYHOLLEE NPABUIO/MPaBUNa;

— BbINOJHUTb 3KCNOPT/MMNOPT (haitna C Habopom;

— KONMPOBATb 3N1EMEHTbI 0JHOr0 HaBopa unK Bech Habop B ApYroi Habop;

— aKTBMPOBATH/NEAKTUBMPOBATL NPaBUNO B Habope.

B rabnuue Xypuanol Windows oto0paxatotcs cregytowue nons:

1) Mona kHonku BbiGopa (B );

2) Ums xypHana;

3) KnioueBble cnoBa (ntobbie);

4) KnoueBble cnoBa (Bce);

5) YpoBeHb;

6) ®unbTP KOAOB COOLITHA;

1) lononHuTenbHbIE NAapameTpbl;

8) llata co3panus/ABTop;
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9) NocnepHee nameHexune/lMonb3oBarens;

10) YnpaBneHwue.

MM npoBaiaepa — B nose oto6paxaercs ums nposaigepa cobbitnii nogcucrembl ETW.

KntoueBble cnosa (ntobbie) — B nosie 01o0paxaercs MHopMaLmus 0 Nio6bIX KNYEBbIX CI0BAX, HA OCHOBE
KoTopbIx OymyT oOHapyxmBatbca Cobbitua BblOpaHHoro ETW-nposaigepa. B [porpamme [AoCTynHa HacTpoitka
[ETEeKTUPOBAHMSA COOLITUI MO KKOYEBLIM CNOBAM AN OnpeesieHHbix nposangepos ETW, nosromy ans MHorux npasun
B nosie Gyer 0T00paxaTbCd HaANNCL Hezamaser

Kntoyesblie cnosa (Bce) — B nose oto6paxaercs MH(OPMALLUS O BCEX KIHOYEBLIX CNOBaX, Ha OCHOBE
KOTOPbIX OyayT 0GHapyXwBaThbCs Co6bITMs BbIOPaHHOro ETW-npoBaitgepa.

B MporpamMme goCTynHa HacTpoiKa AETEKTUPOBAHMS COOLITUA NO KNKOYEBBIM CNI0BAM AN ONPEeAeNeHHbIX
nposaigepos ETW, noatomy 415 MHOTMX npasui B nosie Gyaer 0T06paxarbCs HafNUCh Hesaaaser

YpoBeHb — B none otoGpaxaercs YpoBeHb O0GHapyXMBAeMOro CoObITU XypHana, 3afaHHbIi
nonb3osaresiem [llporpammbl.  JoctynHbl  cnepytowme  ypoBHu  coObiuid:  Moapo6Ho, HUHcpopmaums,
Mpeaynpexpaenne, Ownbka n Kputnueckas owmnbka.

®Ounbtp KOAOB COOLITMM — B NOJE NPONMCLIBAKOTCA KOAbl COOBITMM, COrNAacHO KOTOpbIM OyayT
(hunbTpoBaTbCs Co6bITA BbIGPAHHOTO NpoBainaepa. pasuna 3anucu KOL0B COObITUI 0TOOPaXaeTCs NPu HaBeAeHUu

Kypcopa Ha 3HauoK B okHe JJo6aBAeHNs XypHana (puc 58).

Beeaure koAbl COOLITWA WK
AMAN3Z0HbLI KOAOE, Pa3Aenan
WX ZaNATLIMI. J1nA

MOUTHYEHWUA YCIOBMA
EBBEAMTE 2HAK MUHYC.
Hanpumep: 1, 3, 40-45, -41.

PucyHok 58 — paBuna 3anucu KogoB coObITHIH

JlononuutenbHbie napameTpbl — B Nojie 0T00paXaeTcss MH(OPMALMS O JOMOJHUTEbHBIX NapameTpax
petektupoBanus ETW-coObituit. locTynHbl 4ns BbIGOPa CedyrolLue napamerpbl:
1) SID nonb3oBatens;

2) ID TepmMuHanbHOM ceccuu;
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3) Crek BbI30BOB;

4) Uckniouutb coObITHA € HyneBbiM 3Ha4eHnem KEYWORD;

5) MopsiakoBbIi HOMEP NpoLecca;

6) Kntou cobbiTus;

1) WckntoumTb Co6bITMS OT NPUBATHBIX NPOLLECCOB.

Y1061 106aBUTL HOBOTO NpOBaiiepa coObiTui nogcuctembl ETW, B COOTBETCTBIM C HACTPOKAMM KOTOPOTO
OyyT 0GHapyXmMBaTbCA COOLITUS HA areHTe, HeoGX0AMMO B HUKHER YaCTi CTPAHULLbI HAXaTb KHOMKY [ aosasms ypran |
Monb30Batento 4OCTYNHO ABa pexuma fobasnenns xyprana Windows:

- no GUID;

— 110 UMEHN KaHana.

fns pexuma GUID obs3atenbHbiMM K 3anonHennio seasitcs nons MWma nposamgepa u GUID
npoBangepa. [l1q pexuma MMs kaHana 00s3aTeNbHbIM A1 3an0HeHUs sBasietcs none Uma kaHana.

[nS KONUPOBAHNA MK NEPEMELLEHNS XYPHaNa U3 0fHOr0 Habopa B APYroi Heo6X04MMO BbIOPATb HyXHble

3N1eMeHTbI it Haxarb kHonky Konupoatb/llepeMectuTb BbIGpaHHbIe dN1eMeHTbI B Apyroii Habop (= ).
flanee BbIOpaTb Habop, B KOTOPbIA OyAeT KOMMPOBATbCS BbIOPAHHLIA 3neMeHt. Ecim Heobxoaumo
NepemMecTuTb 3NIEMeHT, T0 ClefyeT B OkHe Bbi6op Habopa yctaHoBuTb (raxok lepemectutb M yaanutb
BblOPaHHbIE 31eMEHTbI U3 TeKyLero Habopa. [11s 3aBepLueHns onepaw i Heo0X0AMMO HaxaTb KHonky BeiGpats.
[inst 3Kcnopta Habopa ¢ xypHanamu B hain cnefiyer Haxatb KHONKY IkcnopTupoBath Habop B haiin (
@), lanee BbiGpaTb (hopMar, B KOTOPOM By/eT IKCOPTUPOBATLCH HAGOP (csv wam json). Habop Gyaer coxpaHeH B
nanke 3arpyskm B BbIOpaHHOM (hopmare.

[ins umnopta XypHanos u3 (paina Tpebyercs Haxatb kHonky WmnoptupoBath AaHHble U3 chaina B

Habop, noppepxuBaembie cpopmatbl: CSV, JSON (m ). [llanee BbiGpatb Ha KoMMbtoTepe ain
COOTBETCTBYHOLLEr0 (hOpMaTa, COAEPXALLMIl HYXHbIE XYPHaNbI, U HAXaTb KHONKY OTKPBITD.

Y1066 aKTMBMPOBATL MM IEAKTUBUPOBATH XYPHabl U3 BbIOPAHHOTO Habopa, HEOOXOANMO HAXaTb KHOMKY

t’/ WM BbINOJHTL  AKTUBALMIO/ACAKTUBALMIO C MOMOLLbI  KHOMOK AKTHBHPOBaTb BblﬁpaHHbIe

anemeHTbl/[leakTHBnpoBaTh BbIOPAHHBIE INIEMEHTDI (- “ ).
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lns YAANEHUa XypHaioB K3 Ha60pa HE00X0IMMO OTMETHUTb d)ﬂa)KKaMVI XYpHaubl, KOTOPbIE TpEﬁyGTCFI
YAANNTb, U HAXdTb KHOMKY Ynanutb BblﬁpaHHbIe UIK yoanuTb XypHanbl N0 OTAENbHOCTN C MOMOLLbIO KHOMKU

Yaanuts (7).

10.7 [jobasnerme ghansioB nim nporpamMm B CIIHCOK HCKITHOHEHHH

UCKmoyeHust — 310 MpOrpamMMHbIE  3MIEMEHTbI, KOTOpbIE MO3BOAAKT NEpeonpesenut  JIOruKy
onpefeneHHoro cobbiTus, Hanpumep, cgenatb Tak, 4to0bl (haifi, KOTOPbIA M3HAYaANbHO CUCTEMA OMpefennna
BPELOHOCHLIM BOCNPUHUMANCS el fanee 6e3onacHbiM. Kpome T0ro, MCKNKOYEHUS NO3BONAKT OTpaHUumTL padoty
MPOrPaMMbl C NOMOLLLH NOMELLEHNS €€ B «4ePHbIA» CINCOK.

UckntoueHns He0OXOAMMbI B Cy4ae MosiIBEHUS NOXHbIX CPabaTbiBaHuit. JOXHbIe CpabaTbiBaHUs MOXHO
pasfenTb Ha ABa Tuna:

1) Cratnyeckne — cpabGaTbiBaHUsi, OCHOBAHHbIE HA aHanN3e COAEPXUMOr0o UCNOAHSEMbIX (ainnoB (uau
(haitn10B C NOTEHLMANLHO aKTUBHBIM COAEPXMMbIM, Hanpumep, PDF u ap.);

2) MoBefeHyeckmne — Takue cpabaTbiBaHNs BO3HUKAIOT B pe3y/ibTaTe aHain3a AeicTBui NpoLEeCCoB.

Y106b1 406aBUT NpOrpamMMmy uau hain B CNUCOK MCKNKOYEHNI (eCIM NPOM30LLIO NIOXHOE cpabaTbiBaHiue),
AHANUTUK MOXET BOCMO/b30BATLCA (DyHKLMOHANOM pa3nenos Uckntouenna pna channos v Uckniouenns ans
nporpamm.

Y106b1 400ABUTL UCKNKOUEHUE, HYXHO BbIOpaTh HAbOP C npasunamu U J06aBUTL (haita nan nporpammy B
UCKNKOYEHUS IO MMEHN MM XeLly, @ B Cy4ae C NporpaMMoi MOXHO AONOHUTENbHO 4006aBUTb €e N0 KOMaHAHOM

CTpOKe.

10.7.1. Mexann3m pa6otbi GhannIoBbIX HCKAKOYEHHH
MexaHu3m (haitfioBbIX UCKIOYEHNA NPEAHA3HAYEH ANS NepeonpeseneHns Norukn o0pabdoTku (hainos ¢
MOTEHLMANBHO aKTUBHBIM COAEPXUMbIM (fanee npocto «(haitabl») CO CTOPOHbI areHta EDR, Kotopas peanusyercs
nepes 3anyckom 3tux ainos. Cpean hainos ¢ aKTMBHLIM COAEPXMMbBIM MOXHO BbIAEANTb OTAENBbHYIO rpynny —
ucnonHsieMble bainbl, T.e. ainbl nporpamm (AuHamuyeckux 6ubanotek, apansepos). Mo TEPMUHOM «3aMyCK»
NoApa3yMeBaeTCs UCNONHEHUE NPOrpamm (MCNOAHAEMbIX (hainoB), 3arpy3ka AMHAMUYECKux GubanoTek (Maw

[ipaiiBepoB) s MCMONHeHUs MX koga, no6oe oTkpbitne PDF-LOKYMEHTOB MAM CKPUNTOB (ECAM NPUMEHEHDI
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COOTBETCTBYHOLLME HACTPOWKY B Npochune 6e30MacHOCTH arexTa), NoApasyMeBatoLLee A0CTYN K UX COAEPXUMOMY, 4TO
TPaKTYeTCs TOXE Kak NONbITka 3anycka.

B otcytcTBUM (haiinoBOro UCKNKOUEHNS NS 3a4aHHOTO (haiina areHT Npu NoMbiTKe 3anycka 310ro aina
nepes ero 3anyckoM CUHXPOHHO (T.€. B PEXUME PeasibHOro BpeMeH#) IPON3BOSMT ClefyHoLLMe AedCTBUS:

1) Mposepka ¢haiina no Habopy MHANKATOPOB KOMNPOMETALMK (Ha OCHOBE UMEHM (hailna U Xewwa 0T ero
COAEPXUMOr0), HA3HAYEHHOMY areHTy;

2) [ins ucnonHsieMbIx (haitnoB BbINOSHSETCA CTAaTHYECKIMIA aHaNU3 COAEPXMMOro (haitna C MCN0Nb30BaHUEM
MOZEANN MaLLMHHOrO 06y4eHns;

3) CkannpoBaHue copepxumoro thaina no Habopy YARA-npaBus, Ha3HAYEHHOMY areHTy.

A BaxHo

L)  KpoMe cuixpoHHo# NpoBePK MexaHu3M (haitnoBoro CkaHMPOBAHUS NPEAN0NAraet Takxe NpoBepKy

B OTNI0OXEHHOM peXume, Korja npoBepka NPoUCXoauT npu Co3aaHnn naun MOH,M(bMKaLI,MM (paﬂna.

Ecm no pesynbratam npoBepoK, NepeyucieHHbIX Bbiwe, 3anyck (haina He Gnokupyercs, 10 Anq
MCNOHAEMBIX (DainoB B NOTOKe COOLITUA NOABASETCA COObITUE O 3amycKe NPOrPaMMbl UK 3arpy3ke AMHAMUYECKON
6uGanoTeku (LpaiBepa), COAEPXALLEE B YN MPOYEro Xew ucnoaHsemoro (aina (sha-256 u, onunoxanbHo, sha-1
u mdb, 4to onpepgensercs HacTpokamu npotuns 6esonacHocti arenta). Korga aanHoe cobbiTe LOCTaBASETCA Ha
cepsep EDR, ox nponssoaut o6patuexue k Tl-nnatchopme anst npoBepki 370ro xewwa (sha-256). Bepaunkt nnaropmbl
NpefycMaTpuBaeT HeCKONbKO BAPUAHTOB AaNbHeAWero pa3sutus COObITMI COTNIACHO YPOBHK OMACHOCTY:
«06e30NacHbI», «MOLO3PUTESIbHbLIN» U «ONACHBIA». [07y4UB BEPAMKT B OTBET HA CBOI 3anpoc, cepep EDR cBA3bIBaeT
€ro C UCXOAHBIM COObITUEM M, eCIN BEPAMKT He «Ge30nacHblit», T0 perucrpupyer uumngeHt Ub. Mpu nonyyeHuu
«0OnacHoro» Bepaukta cepsep EDR gononHuTenbHo OTMpaBAfeT KOMAHAY HA MPUHYLUTENbHOE 3aBepLueHue
COOTBETCTBYHOLLEN NPOrpaMMbl HA areHte (ecnu npoBepka Obina MHULMMPOBAHA COBbITMEM 3amycka NPOrpammbl).
«[lof03puTe IbHbIN» BEPAUKT HE NOAPA3yMeBaeT LOMOJHUTESbHLIX AeHCTBUI CO CTOPOHBI cepBepa EDR, kpome Kak
perucTpauuto nHuuaenta ub.

Mpu Haamumn GannoBoro UCKNKOYEHNS ANs 3aaHHOTO (haitna (MAEHTUULIMPYETCA MO UMEHN WK XeLwy OT

CO,[l,ep)KVIMOFO) OMMCAHHAA BbILLe NIOTUKA U3MEHSETCSA COTNAaCcHO AeiCTBUI0, KOTOPOE NPeanuCbIBAETCA UCKTIOUYEHNEM.
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Ecv ykasano feicteue Paspewwmtb, 10 BCe NPOBEPKW, OMUCAHHbIE BbIWe, MPOMYCKAKTCA (B TOM yucne Ans
ucnonHsieMblx (hainos nponyckaetcs B3aumogenctaue ¢ Tl-nnatdopmoii). B faHHOM cyyae MCKNKoUeHne paboTaer B
KNMACCHYECKOM MOHAMAHMM — WCKNKOYAeT MOTEHLMANbHO NOXHble CpabatbiBaHMs MO COAEpXMMOMY (aina
(HenmpaBMAbHLIA MW HEpPEeNeBaHTHbI MHANKATOP KoMnpomeTauun, HetouHoe YARA-npaBuno, owuboyHas oLeHKa
MOZEeNM MaluHHOrO 00yyeHns u T1.40.). Ecm xe ykasaHo pfedcteue bBnokupoBatb, 10 3anyck aina
6e3anbTepHaTBHO GNOKUPYeTCS.

Mpu 3T0M BCe OMMCaHHbIE Bbille NMPOBEPKK ONSTb X He BbINOAHATCA. 04HaKo Takas 6NOKMpOBKa He
renepupyet nHumaeHt Ub — B notoke CoObITUI NMLWb NOSBASETCA COObITHE 0 CPabaTbIBAHUM UCKNKOYEHUS ANA (aina

C COOTBETCTBYHOLLMM NPEANPUHATLIM AEACTBUEM.

Takon pexum paboTbl C MCKAKOYEHUSIMI ANs (ainoB MOXET MCMONb30BaTbCA ANS Peanun3alum
NONMTUKK NPEeLOTBpaLLEHNS 3anycka HexenatenbHoro 0, KOTOpoe B TO Xe BPeMst He OTHOCHTCS K
BPEAOHOCHOMY B 00LLEM CMbICAe, W, COOTBETCTBEHHO, MOMbITKM 3anycka KOTOPOro He AOMKHbI

pacLeHnBaTbCs Kak nHumaeHt Ub.

Huxe npuBeeHbl npakTMYecKue npuMepbl MCNOAb30BAHMS (DatN0BbIX UCKNKOYEHUIA ANS PeLLeHns 3a4au no
o6ecneyennio Ub 1 cobntoseHunst pernamMmeHTos no MCnonb3oBanmio M0 B koMNaHmsx.

1. JloxHoe cpabatbiBanue ans 3arpyxaemon onoauotexkn msi.dll Ha nnarpopme Windows.

B peanbHOM KOHTYpe 3aMKCMPOBaH NOTOK MHLMAEHTOB Wb, BbI3BAHHBIX «NOA03PUTENLHBIMY BEPANKTOM TI-
nnatgopmsl finjf oubnnotekn msi.dll (sha256

h98aah78e5ef705e67a1f2ad79d1c66¢f7360e0beba843846e5ec402chd07c21) nnatthopmbl Windows (puc. 59).
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Undopmaums 06 MHUMAEHTE

[\ Hassanne

suehostere

£, Omercreenmbiii

He seibpan

£ Arenri

® Aran group / Arent ARANWIN11

7R peAEKTVIROEaHIAR TREGYETCR CTaTyC “HasHaver”

O6Hapyxenus (1)

. Perwctpauws  PerwcTpauWs | Tpyana/ Wws

#2508 Kommentapum (0)

[ Kpymiamocrs.

BhicoKaR

0, Cosparem

Craryc

e “

BpemMA PerncTpaLyM

e

= onucanne

) Bpema peiicrann

He onpegeneno

Comon s

Noksswezteno: 50 &

[ o aremte arena Onmcarme Npouecc rgopmaums
>0 @ Aran /1, 3arpyaea obpasa suchost.exe (20636}
aroup / \Device\Harddiskvolume3\Windows\System32\msi.all SuspiciousFile
Arer
ARANWINTT

PucyHok 59 — UHuupenTt ¢ 3arpyskoi o6pasa msi.dll

JaHHbiit BepaukT 06ycnoBaeH OWMOOYHbIM MHAMKATOPOM KOMMPOMETaLMM B NIEHTe, NPefoCTaBAfeMoil

nposaiaepom MalwareBazar (puc. 60).

OcHoBHanA uHbopMauma

BHewHWe ucTouHmKn

VirusTotal

3aknoueHue aHaNMTHKE BpeAOHOCHbIFI
BEPAWKT

YARA

0oC

PUBIiCTI CE RN

Bnepesie o6HapyxeH
3arpyxeH Ha cepeep
Pazmep daiina
SHA-256

SHA-1

MD5

TLSH

Imphash

SSDEEP

BpenonocHel i (MKQopMauus o Gaine coaepxUTCA B UCTOUHMKS AaHHEX "Abuse MalwareBazar®)
20.19.2021,

(HET AaHHEIX)

55 KB

3c2fe308c0a563e06263bbacf793bbedb2259d795fcc36b953793a7e499e 7171 (P

[] IE;rotect TI ®aiin (SHA-256): 3c2fe305800a563206263bbacF7930be0522594795Fc360953793a7245927¢71

AaHHble TI-nnatdpopmbl

20.10.2021, 10:58:38

BMNEPBLIE OBHAPYXEH

23873bf2670cf64c2440058130548d4eddad12dd (P

6983f7001de10f4d19fc2d794c3eb534 (P

07436¢163550c03ac41650754839c2b29b71b93116f6c587bfd81bbf5f322e9aa3a34a (P

4749670ac3d28d6761142b0dcbaf5076 (P

768:8hagmjaj/dkkqn5fkwgeBiwlrewfdwioztjacugiyqweB7cysshtrpj26:sfqq)/dmfvBiBreuwflacoaTcysir) (=

bUYQcSGeexe CXMLTGpexe QqGRHFsNh.exe USgpwfinexe luFevKullexe KSIRhVolexe sHwxHjub.exe IHSzfuUFexe AifPDgoa.exe

ZTveNWUZexe BFBQVsvS.exe ZLGHThno.exe CluTAxKg.exe ikRMACIS.exe rBXizSqllexe xnilqghCexe WKndaddD.exe VrhFLbmw.e

Pucynok 60 — Bepaukr Tl-nnarchopmbi
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lns pelueHus I'IpOﬁﬂeMbI €03/4aHo d)aVIJ'IOBOG UCKNo4enune Co ctatycom Pa3pemmb 19 YKa3aHHOr 0 Bbllle

xewa (puc. 61).

A0GIBUTE UCKIIOUYEHME

4

PucyHok 61 - JlobaBnexue hainnoBoro HCKNOUYEHNS

2. 3anpet ucnonb30Baxus Meana-npunoxennsa MediaGet B komnanum.
AamuHucTpatopom 6e30MacHoOCTH B NOTOKE COGbITUR 0GHApPYXEHO MCNONb30BaHKe npunoxexuns MediaGet

(M0 gnsa Windows) B KoMnaHuu, B T0 BPEMS, Kak Takoe UCN0/b30BaHNE HEXeNaTeNbHo (puc. 62).
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Pucynok 62 - Co6biTne crapta npoyecca mediaget.exe

AMUHKMCTPATOP MOXET 3a670KMPOBATH UCNONb30BAHNE KOHKPETHO Bepcuu nporpammbl MediaGet nytem

f00aBnenus B painoBble UCKNIOYEHNS XelLa ee ucnoaxsemoro aina ¢ geiicteuem bnokuposartb (puc. 63).
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JAobaBuTts UcKIOUEHME

PucyHok 63 - [lo6aBneHue 610KNPYIOLLEr0 HCKIHOUEHUS

Kpome T0ro, agMUHMCTpaTop MOXET 3a0/10KMPOBaTh 060K 3aMyCK NPOrpaMMbl 10 UMEHH €€ UCMONHIEMOr0
(haitna — mediaget.exe (puc. 64).

AoBaBuTe HCKAKDUEHWE

Pucynok 64 — Uckntouenne no umMenn hainna

B toM nau uHom cnydae nocnegyrowmin 3anyck N0 MediaGet nocne cospaHus uckntoueHus Oyger

HEBO3MOXEH, @ B Yucie COObITWIA NPU NONbITKE Takoro 3anycka OGyaer npucyTCTBOBaTh COObITUE O CPabdaTbiBAHMK
COOTBETCTBYHILLETO UCK/OYEHNA (puc. 65 1 puc. 66).
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@ Arenr ysegomnenwii RT Protect EDR

3a6nokupoBaH dainn
X \Device\HarddiskVolume4\Users

\A n
\MediaGet2\mediaget.exe
INpouecc: \Device\HarddiskVolumed\W

PucyHok 65 — CoobLieHne 0 HeBO3MOXHOCTH 3anycKa haifa Ha areHTe

[1faEDR

22.04.2024 22.04.2024 ® WORK / D /\ Cpabarsiganue ucknoueHus ans dalina \Device\HarddiskVolum
15:31:25 15:31:44 AMS_WORK2 Files\WindowsApps\Microsoft Windows.Photos_2024.11030.15001.0_x64,
&\PhotosApp.exe

TnaeHan cipanmua v PhotosApp.exe (9624)

ABMAHUCTPPOBaHIE

COBLITMA

Wrumaerme

D AxmerocTs
TpoLeccs 1 Moaynu

ATEHTBI

ArexTel

Tpynnsi

Bepuduxarun

Bpema perncTpaumm Ha cepeepe
Bpems perncTpauyy Ha arente

Tun coBbims

MoaTun cobbitna

KpUTUUHOCTS (ypoBeHs BaXHOCTH) coBhITHA
Arent

YHUKANLHBIA WACHTUGUKATOP arenTa
Maargopma

Monnoe uma ncnoaraemoro baina npouecca

WaenTudukatop Npolecca Ha areHTEKoM cucTeme

MaeHTUdIKaTOp POAUTENECKOTD NPOLLECCa Ha AreHTCKs

¥ i npeH

oW cucTeme

Daiinbi

I\ OBHapykeHue: cpaBaTLIBaHMUE CKMOUEHIR AR dalina
[ Viedopuanss

AMS_WORK2
a7339951c43c366e7de303843d5a783f93c4edb3Td
windows 58

D \HarddiskVolume3\Program
Files\WindowsApps\Microsoft Windows.Photos_2024.11030.15001.0_x64__8wekyb3d&bbwe\PhotosApp.exe 4,

9624
632
093cdae6-94b1-01da-6c72-000000000000

093cdae6-94b1-01da-6d72-000000000000

Tepwsian v i naen T

Komanaman cTpoka npouecca “CAProgram Files\WindowsApps\MicrosoftWindows.Photos_2024,11030.15001.0_x64_8wekyb3d8kbwe\PhotosApp.exe”

Tpadun ServerNameiApp. AppXrsrmiw2kafxgBas2 34ywwmEhkd4nw 24k mea
Bowmen (umn 1 npoyece AMSSTATION

XpaHuavuie
WM nonbzosaTens, sanycTvBwero npoLecc Ams
Homep ceccuy, B KoTOPOi paBOTAET NROUECE HA AreKTEKOI cHETeME 3

SID nonb3oBaTensn, cospaBWero npouecc $-1-5-21-3733523635-594932557-935553345-1001

[Beiictaue, canzannoe ¢ coBbitnen

Pucynok 66 — Cpab6atbiBaHne ucknioueHus ans daina

10.7.2. [Jo6aBneHmne HcKAtoHeHHH ANa ghanna

Uckntouenns ans hannoB LOMKHbI OCHOBBIBATLCA HA CTATUMECKUX NPOBEPKAX COAepXumoro (hainos. B
cucreme RT Protect EDR k cratuyeckum nposepkam COAEPXUMOTo (aitioB OTHOCHTCA:

— npoBepky Ha ocHoBe |0C-0B (ma aina, Xew o1 COAEPXUMOro (aitna);

— @HaNu3 C NOMOLLLI0 MOLENM MALUMHHOIO 00YYeHNs;

— CUTHATYPHbII NOUCK.

InemeHTbl Ha cTpaHuLe Hekntodenus pns hannos (puc. 67):

1) Ha3Banue Habopa;

2) 0T00paxeHune KoNMYeCTBa BbIOPaHHbIX INEMEHTOB;

PykoBoACTBO aHanuTka RT Protect EDR S

rotect
Bepcus 1.0.24 or 14 okra6ps 2024 217




3) KHonka BbiGopa 3neMeHToB Tabnuubl (&);

4) InemeHTbI HaBUraLMK 1 (UAbTPALIK;

5) None Kommentapnit;

6) Mone [lata co3panmns/Asrop;

1) None MocnepHee usmeHenue/lonb3oBarenn;

8) InemeHTbI akTUBaLMM/AeakTUBaLMM NpaBua B Habope (©/

9) InemenTbl nons Ynpasnenue ( );

|| <}

10) KHonku npuMeHeHnst KoHUrypaLuu npasua, KONUPOBaHKS, IKCNOPTA U UMNOPTA ( i | (o

AHAMTUKA

L Wnavxaro

[@  YARA-np:

£F  YARA. B1Aa (NaMATE)

MPOGHAM

) Mpodnan sawrs AarHsx

1t Mpogum Gezo

% Tpodunu kowTpons USB

TAPAMETPbI

SHA-256

SHA-256.

SHA-256.

SHA-256

SHA-256

OE7BBDBAF12194ABDCE157BAGE20CBT3A27A
62031D958685C715D2759FDA1803 (P [

2B105FB153816CD619BIS028612B3A93C608
953EEF6837D3BB0D9IEA207AAFEE (B [

B03333A81AS0D2EFSB33TAEAISBACTBTBASE
1FEDF752C71E2BC7DCAD08CE3802 (P [

98151F9F099B42C1765D44BDAETS74D09F826
CE701A91CB2947492CA1357D154 (P (O

5259DF5909D6602400D7F2938D86A25C951D
BOG0S3B36CFO2E178FB29891B7D6 (P [

ShadowGeneratorHashNam

ShadowGeneratorHashNam

ShadowGeneratorHashNam

ShadowGeneratorHashNam

ShadowGeneratorHashNam

Pucynok 67 - Uckniouenus pns dainnos

[ns 106aBNeHMA MCKNKOYEHNS B BbIGPaHHbI HAG0p HE00X0AMMO HaxaTb KHOMKY Jlo0GaBUTb HCKALOYEHHE

u BblGpaTh TN f06aBNsEMOro uckntouexus: ®ann uau Xew (puc. 68).
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PucyHok 68 — [lo6aButb HcknoueHne ana aina (Bbibop THna)

llanee B OTKpbIBLEMCS OkHe Jlo6aBUTb MCKAKOYEHME HEOOXO4MMO 3anoAHUTL MOAA C napameTpamu
UCKNKoYeHus. B 3aBncumocTv o1 BbiGopa TN UCK0YeHns 0kHo flo6aBuTb HCKNKOueHne Oyjer cogepxarb nons ¢
Pa3/IMYHbIMI NapaMeTpamm.

[ins Tuna daitn Heo0XoaMMO OnpesenuTb CieaytoLme napamerpsl (puc. 69):

— Qann;

— [leicTBHE;

— YCTaHOBHTb 3HayeHue onuun He otnpaBnsth CoObITHS;

— KommeHTapui.

JobaButb ncknroYeHue X

Daiin *

feiictene O
Pazpewmte =
He otnpaenaTe cobeimua

KoMmeHTapui

PucyHok 69 - Jlo6aBnexune ucknrouenus (caiin)

[ins Tuna Xew Heo6xoaumo onpefenutb cneaytolme napamerpsl (puc. 70):
— Tnn xeww-cyMmbl;

— Xew-cymma;

PykoBoacteo aHanutuka RT Protect EDR L Ptect 19
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— DleiicTBHe;
— yCTaHoBHTb 3Hayenue onuun He otnpaBnsth CoObITHS;

— KommeHTapua.

[obaeuth ncknroveHne X

TvR xeww-cyMMEl

Leiictene

PazpewwTs
He omnpaensts cobsimma

Kommenrapuii

4

PucyHok 70 - lo6aBnenne nckntodenus (xeuw)

Mo ymonuaHuto B [porpamme NOACYNTLIBAKOTCA Xel-CyMmbl No anroputmy SHA-256. [ins nogcyeta xelw-
cymm no anroputmam SHA-1 u MD5 Heobxoaumo yCTaHOBUTL COOTBETCTBYHOLME (hAaxku B npodune Ge3onacHoCTi
areHra.

®aitn - B none NponuCLIBaeTCs MM (paitna, KoTopoe HeobxoAnMo 106aBUTb B UCKNOYEHUS. UM daitna
nocie 4o6aBnenHus uckntoueHus Oyaer otobpaxarbcs B Tabauue Wcknouenns pns channos B nose 3HaueHue.
Mone sBnsietcs 0093aTeNbHbIM NS 3aMONHEHNS, HA YTO YKa3biBaeT 3Ha40K * . UMA (haitia MOXeT 3a4aBathCs C
NOMOLLbIO PEryAsPHOro Bbipaxexus ((painosble perynspHble Bbipaxexus Windows, fonyckatowme uCnonb3oBaHue
CMMBOJIOB ? 1Sl NPpOMyCKa Nto60ro CUMBOAA U ™ AN MPONYCKa NOCNEL0BATEILHOCT CUMBOAIOB 1H060M A/IMHbI, B T.u.
Hynesoi). Uma (haitna SB1S€TCS MEHEE TOYHbIM CNOCOO0M NOAABNEHNS, ero He0OX0LUMO UCMOJI30BATL B TOM C/1yuae,

CIM UIMEETCS MHOTO 3K3eMNAISPOB OZHOA NPOrpaMMbl, Ha KOTOPO# NPOSIBASIETCS NOXHOE cpabarTbiBaHue (puc. 71).

La
va
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NobaButb ncknoueHune

Maiin

\device\harddiskvolume®\windows\system32\svchost.exe

HeicrBue

Pazpewunts

KommeHTapuid

lNopgaeneHwe noXHOTO CFIEEETHBEHHH MOogen MallMHHOIO OﬁyllEHl-flﬂ.l

Jobaents

Pucynok 71 - lo6aBneHue ncknroueHns no cpainy

MyTb A0 anna LonxeH GbITb yKa3aH B (hopMaTe CCbIIKKM HA YCTPORCTBO (KaK 3TO BbIFALUT Ha pUCyHKe 71).
Heo6x0MMO yKa3biBaTb MakCUMaNbHO NOAHOE UMS. Hanpumep, ANt UCKNOYEHUS, NPeACTABACHHOI0 Ha pUcyHke 71,
CTpoKa “svchost.exe (wn svchost.exe) SBNSIETCS MEHee yAa4YHbIM BAPUAHTOM, TaK Kak 415 Nt06oro (haitna ¢ Takum
UMeHeM ByayT NOAaBASTLCS CTaTHYECKME NPOBEPKM, YEM MOTYT BOCMO/Ib30BATLCS 3M0YMbILLAEHHUKN. Mepapxus nyTy
34ecb 06ecneynBaeT HEKOTOPYH 3awuty o1 310ro. KeaHTMpukatop * BCe ele OCTaBASIET 3/10YMbILLIEHHUKY
BO3MOXHOCTb B /11060 BAOXEHHOW AMPEKTOPUM NOBTOPHUTL YacTb NyTn lwindowslsystem32|svchost.exe n ans 1akoro
(haitna GyayT OTKNKOYEHbI CTaTHYECKME NPoBepKy (Mpumep Takoro nytu c:\temp\windows\system32\svchost.exe). B
(BA3N C 3TUM, e/ Tpeldyetc CKNKoYeHue Ang (painos, pacnonoXeHne KOTOPbIX NPeAnonaraeTcss T0AbKO Ha
CUCTEMHOM TOMe, HeoBX0AUMO B KayecTBe CCbIKM HA CUCTEMHbIA TOM MCNO/b30BaThb MEPEMEHHBIE OKPYXEHMS:

%systemdisk%, %systemdrive%.

9 Coser
(_ ) YunTbiBas ckasaHHoe, AN NpUMeDa Bbille Haubonee yAa4HbIM BAPUAHTOM YKa3aHs nyTu 1o (aiina
anserca: %systemdisk%|windows|system32|svchost.exe. Takxe He0OXOAUMO OTMETUTb, YTO Mpu

00paboTKe nyTei NCKNKOUEHUS PerncTp CMBOJIOB He YYUTLIBALTCS.
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Ecnn B KayecTBe (haitna fo0aBuTb katanor B8 UcknoueHus ana drainnos co cratycom Paspetuero,
T0 AN1S BCEX ero 3N1eMeHToB OyAeT OTKIOYEeHa NPOBepKa CTaTHYeCKoro COAEpXWMOoro: no yara-
npasunam, ML, 10C no xawy (B 1.4. cpenctBamu Tl-nnathopmbl). Takxe He OYAyT OTNPABASATHLCA
coObiTna 3arpy3ku DLL u3 3toro katanora, eciu B [bA (npodhune 6e30nacHOCTH areHTa) yCTaHoB/EHa

ranoyka Ucknoyatb coObiTHS 3arpysKu N3BeCTHbIX MOAYNEH.

NleiicTBMe — B none yctaHaBauBaetcs fenctaue Mporpammbl B Ciydae 00HApYXeHUs paina C yKasaHHbIM
UMEHeM unn xeww-cymmoi. lpegycmotpensl cnegyrowme feicteus: bnokuposarb, Paspewuts, lpoponkenne
Habnofenus. Buoibpanxoe geiictBue nocne fobasnenuns ncknrouexns 6yner orobpaxarbcs B 1a0nuie Heknouenus
ana cannos B none [fleicteue. B cnydae ¢ OnokupoBaHneM Oyaer OCTAHOBAEH 3anyCK (haina C akTUBHbLIM
COAEPXMMbIM, B OCTJIbHLIX Cy4asx 3anyck Gyaer paspeLueH, T01bKo Ans eictens Mpopomkexne HabnoaeHns
Ha cepBep CoObITUS 0TNPABAATLCSA He OYAyT.

Onuns He ortnpaBnsaTtb COGLITMA M03BO/SET CYWECTBEHHO W3MEHWTb HArpysky no OTNPaBASEMbIM
COOBbITUSIM, CBSI3@HHBIM C TEM WAW MHBIM (DaitfIOM, NPKU ITOM HEOOXOAMMO Y4MTbIBATb, YTO COYETAHNS BK/HOYEHHON
onuun u feincreus bnokmpoBatb, a Takxe BbIKNKYEHHOW onuun U Leicteus MpogomxkeHne Habniopenns
CYMTALOTCSH HEAONYCTUMbIMA, BCE OCTASIbHBIE COYETAHNA JONYCTUMbI.

KommeHTapuit — B nosie nponucbIBaeTcs Npon3BoAbHbIA KOMMeHTapui. [lng fo0aBieHns HOBOro (haina-
UCKNKOYEHUSt MO MMeHN aitna WM Xew-CyMMe KOMMEHTapuil He sBASIeTCS 00513aTefibHbIM NapaMeTpom.
KommeHTapuit nocnie fo0assneqns uckniouerns 6yaer oto0paxatbes B tabauue Ueknrouenns ana dainos B none
KommeHTapuii.

Tvn Xew-cyMMbl — B M0/ie YCTaHABAMBALTCS TUN Xew-Cymmbl (haitna. B lporpamme npesycMOTpeHbl
Clefytowue Tinbl Xew-cymm ans fo6asnexns dannos B uckntoyeruns: SHA-256, SHA-1 v MD5. Tun xew-cymmbl
nocne 4o6aBnenHus MCknroueHns otobpaxaercsd B tabnuue eknrouenns ansa dainnos B none Tun.

Xeww-cymMa — B NoJie NPONNCHIBAKOTCSA 3HAYEHNA XeLl-CyMM 419 (aitsioB, KOTOpble He0OX0AUMO J00aBUTL
B MCK/0YeHus. locne Jo6aBneHNs MCKNIOYEHNS 3HAYeHNe Xel-CyMMbI 0ToOpaxaetcs B Tabauue Hcknodenus ans

thannos B none 3Hauenne. llone ABNseTCH 06513aTe/bHbIM /191 3aN0JHEHNS, Ha YTO YKa3blBaeT 3Hak * . Mertop
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N06aBNEHNS UCKIOYEHNS MO Xell-CymMe sBndetca Gonee Ge30nacHbiM, YeM MeTo 100aBAEHUS UCKIOYEHNS No
MMeHM hailna, TaK Kak OCHOBAH Ha COAEPXUMOM (haiina.

Yt00bI 3aBepLINTL ONepaLnio 100aBNeHNsS UCKNOYEHUS, He00X04NUMO NOCNe BBOAA NapaMeTpoB B OKHE

Nlo6aBuTb MCKNIOUEHHE HAXATb KHOMKY .

B none 3Hauenne TabauLbl C MCKNIOYEHUAMY NS (haiinoB oToOpaxaeTcs 3Hayok =, KOTOPbIi NO3BOASET
CKONMPOBATb 3HAYEHUe UCKNKYeHus B Oyep oOMeHa.

s BHECEHNA U3MEHEeHWH B UCKITIoUYeHne Ans (haina HeobXoauMo HaxaTb KHOMKY PepaktupoBatb -~ B
cootBetcTBytoWen crpoke Tabnuubl Wckniouenms ana pannoB u B OTKpbiBEMCS OKHe PepaktupoBatb
NCKNOYEHNEe N3MEHUTb HEOOXOANMYHO HHAOPMALKIO.

Ynanutb uCKNOYEHNE MOXHO, BblﬁpaB B Ta0/ILLE C MCKNIOYEHUSIMU HEOOXOAUMOE NPaBuI0 U HAaXaB KHOMKY

B 3aBMCMMOCTM OT THNA UCKNKOYEHNS, KOTOPOE MOXHO YBUAETL B nosie Tun 1abnuubl Mcknioyenus pns
thannoB, okHo PefakTmpoBatb McKAtodeHue (puc. 72 u puc. 73) Oyaer cogepxatb pasHbldi Habop nonei,

COOTBETCTBYtOLMI OKHY Jlo6aBnTb CKAouerne (cM. puc. 69 u puc. 70).

Pe,qa KTUpPOBaTh MCKAHYEHWE

PucyHok 72 - PegaktupoBatb HCKNKOueHue (tun uMsi hainna)
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Pe,qakmpoa dTh MCKAHYEHWE

PucyHok 73 - PefiakTupoBaThb MCK/KOYEHHe (THR Xel-CyMMa)

Ins COXPAHEHUS BHECEHHbIX U3MEHEHMIA Heo6Xx04NUMO HaxaTb KHOTKY . lns OTMEHbI U3MEHEHU

HeoOX0MMO HaXaTb KHOMKY 3aKpbITb OKHO — * . Tlocne fo6aBneHus daiina B CNUCOK UCKKOYEHUA M COXPAHEHNS

Ha60pa C [100aBNIEHHBIM MCKNKOYEHNEM HEOOX0AMMO MPUMEHUTb 3T0T Hé]ﬁOp Jna COOTBETCTBYIOLLETO areHta nian

areToB. [lns 310r0 cneyet nepeitn Ha crpanuly Hactpoiika areHta, BbiGpaTh HYXHOTO areHTa U3 CuCKa u B

o6nact Kondpurypawus npuMeHnTb U3MEHEHHbIA HAabop NCKAKOYEHHn Ans (haiinos (puc. 74).

Kondumrypauum

MHgMKaTopE| KOMIPOMETIYWK

Hafiop no ymon4asuo

Vlcunkosenns ang fafnoe

(T S —
250p MO YMOAHIHHIC

&

Habop no ymonuanmeo

HOERI H

PucyHok 74 — U3meHeHune KOHpUrypaLmm NpaBun Ha areHTe
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ﬂpanmo C 106aBNEHHBIM UCKNOYEHUEM 6y.ueT MPUMEHATLCA And BbI6pﬂHHOI’0 areHta nocsie npuMeHeHus

KOHGMrypawum, fns 3T0r0 aHanuTUKy HeoOX0AMMO HaxaTb KHOMKY | npsciam. coupypaes |

© lpumeyanune
LJ Ecm Tpe6yech MPUMEHNTb KOHCbVIpraLl,VI}O C UCKntoyexnnem cpa3y Ha HECKOJIbKO arexTos, 10 ANid

3T0r0 cnepyer nepeitn Ha CTpaHuLy AreHTbl, 0TMETUTb q)ﬂa)KKOM dreHToB, And KOTOPbIX HYXHO

NPUMEHUTb WCKIOYEHUE, M C MOMOLLbH0 KHOMKK TpUMeHUTb KoHdmrypaumio (&S

COXPaHEHHYIO paHee KOHq)VIpraLI,VHO C UCKNKYeHnem.

10.7.3. Hcknrodenns gns nporpamm
UckntoueHus s nporpaMm — 310 NPOrpaMMHbIE NEMEHTbI, KOTOPbIE M03BOIAKT YNPaBASTh NOBEAEHUEM
npoueccos, ynpaBndtb Teﬂ(:‘MeTpMeVI n 3aﬂ,el71CTBy}0T MEXaHU3M Mﬂ,(:‘HTVId)I/IKaLl,VIVI fporpamm. J10 no3sonser

OnpeaenuTb 0COGEHHOCTH UCTIONHEHUS MPOTPaMMbI.

ﬂpM CO3MaHNK UCKNKOYEHUS HeobX0ANuMo PYKOBOACTBOBATHCA 00LMMm MPUHLUNOM: YEM TOYHEE

YyCNoBKA, ONMNCaHHbIe B UCKNOYEHNI, TEM Ny4Lle npaBuUno.

Y106bI aHaNMTMKY L0OABUTL NCKNKOYEHHE AN1S NPOTPAMMbI, MY HEOOX0ANMO NepeitTn Ha cTpaHuLy Habopsl

NCKNIOYEHNA ANS Nporpamm (puc. 75).
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@  Frasuan crparmua

Habopbl UCKAOUEHWA A5 NporpammM
(R)  AauuHMCTpUpORaHME

COBbITUA

5 WhumaenTel

T e Hazsanne nabopa Konmvecrso sannceii Mprenzaro arenTon Ynpasnenue

[ Npouecce u moaymu

long_name._long_name_long_name_long_name_long_name_long_name_long_name_long_name_long_name_| 0 0
ATEHTBI

ong_name_long_name_long_name_long_name_long_name_long_name_long_name_long_name._
testh_sk 0 o
ProgExep-Test @ T| 0 (]
5 Kougurypaunn test11_sk 6 0

Bepugwkauns tests_sk 5 0

Tepuunan testd_sk 2 0

AHANMTUKA

PucyHok 75 - Ha6opbl ncknioueHni gns nporpamm

[ nepexojga K CTpaHuue  CnepyeT  BbIOpaTb  HA  MaHenu  ynpaBnenus  pasgen
> Waunouenna ars nporpau | 3/eCb CoepXarcs Habopbl C NPaBUIAMM, B KAXAbIA 3 HUX MOXHO COXPAHUTL CMUCOK
MCNoNHSAEMbIX (DainoB, 3amyck KOTOPbIX ZOXEH COOTBETCTBOBATL TEM WM MHbIM HACTPOiKaM 6e3onacHocTu. [ng
sroro B [lporpamme npegycMoTpeHa cucTeMa (pnaroB, YCTaHaBAMBAOWMX nNapamerpbl 0e3onacHocTh A
ucnonHsieMblx (painoB. WUckniouatowme naru ONpefenstr, Kakue npoBepkin HeoOXOLUMO BLIKNOUUTL AN
YKa3aHHOr0 MCNONHAEMOTO (haiina u NopoXAAEMOro UM npoLecca.

B cnucok ncknoueHni 4aq nporpaMmm MOXHO BHOCUTb UCMIOJIHSEMbIE (hainbl 6€3 HACTPOMKKM AN HUX KaKuX-
NM00 ONpefeneHHbIX YCI0BUI, 3aaBaeMblx (aaramu. Hananune 3o BO3MOXHOCTY NO3BOASIET AHANMTUKY HACTPOUTL
EDR ans yMeHbLUEHNS KONNYECTBA JIOXHbIX CpadaTbiBaHuid, a B Cly4ae He00X0AMMOCTH, 3a610KNPOBATH Ty WK UHYHO
nporpammy B Lensx obecneyexus 6e30nacHoCTy.

Ha ctpannue HaGopbl MCKNIOUEHNA ANS NPOrpamMmM Mo1b30BaTeNH0 JOCTYNHbI CedYIoLLMe OnepaLyn:

— 100aB/eHne HOBbIX HA00POB UCKNKYEHWI;

— PelakTpoBaH1e UMeH HAO0POB UCKIKOUEHHH;

— YAaneHue BblGPaHHbIX HaOOPOB UCKNKUEHNH;

— NOWUCK N0 NoAsiM HaGopa (oNCK oCyLLeCTBASETCS NO NOACTPOKE 6€3 yyeTa perucrpa B nonsx 3HaveHue,

W3patenn M, NMpaBuna, Kommentapun).
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[ns no0aBneHus Nporpammbl B CIUCOK UCKNKOYEHUA aHANNTUKY HeOOX0ANUMO HaxaTb JIKM Ha uMeHu Habopa
B none Hassanue Habopa, nocne yero otkpoercs crpanuua Uckntodyenna ans nporpamm. UHdopmaums o

NPaBMaX C UCKOYEHUSIMI Pe/iCTaBeHa B TabaMuHOM Buze (puc. 76).

[IfuEDR - o

WUcknrouenus ans nporpamMmm TestIrina MokazkieaTk Mo;
) AammHmcTpMpOBaHWe

CoBbITUS

0 Viumgena

AxtheHoCTE

[ Npouecce: u moaynu

ara cozpanun
Tun 3nauenve ®narn Vzpatent 31 Mpaguna Kommewrapui T, 7" RN yamenenne 7 Ynpaener

ATEHTBI

Viber Media S.a Ransomw ware eadedbd69c12868 04.09.2024 £4.09.2024,

rl 921f2f16e2987210 | 12:34:21 12:34:21
\Aran\App Data\Local\Viber\Vib af0f305ef4df31441 aran aran
utoStart [P ea263557a731dc5

1944b9512a32bb6
aebb30af9febc092
82f); oBHoBnEHIE

salibepa
AHATUTAKA
“\Users\maxp\AppData\Local\Viber\Vi

5 Whankar arak

PucyHok 76 — Ucknrouenns ans nporpamm

AHanMTMKy BOCTYNHBI Te Xe onepauuu, 4to i B pasaene Heknrouenus pns chainnos (cm. nyHkT 10.7.2):

— L006aB/IEHNe HOBbIX UCKITIOYEHMR;

— PefaKTMpOBaHME UCKNIOYEHNH,

— aKTUBALWMA/ fieakTnBaLys NpaBuna;

— KOMMPOBaHue Habopa UCKIOYEHUR;

— 3Kcnopt/umnopt haiinos ¢ HAGOPOM UCKKOYEHMNIA;

— YAANeHUe CKNKOYeHNi U3 Habopa.

Kpome T0ro, Ha CTpaHuLEe BO3MOXHO OCYLLECTBASTL NOUCK NO NOAAM Habopa (MOMCK 0CyLLeCTBASIETCS N0
noactpoke 6e3 yyeta pernctpa B nonsx 3nauexune, Uaparenn M, Mpasuna, KommeHTapui).

[ins joGaBNeHUs B HAOOP HOBOTO MCKNKOYEHUS AN NPOrpaMMbl Heo0X04MMO HaxaTb KHonky Jlo6aBuTb
NCKNOYEHHUE W B OTKPbIBLUEMCS CMUCKe BbIOpaTh TN go0asnsemoro nckioyequs: ®ain, Xew i KomangHas

CTPOKa.
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flanee B OTKpbIBWEMCS OkHe [loGaBMTb MCKAKOYEeHHMe Heo0X0ZMMO YCTAaHOBMTL MapaMetpbl, B
COOTBETCTBUM C KOTOPbIMU GyAeT (DYHKLMOHMPOBATb NPOrpamMma, BHECEHHAS B CTUCOK UCKNKOYEHNH.

B 3aBucumoctu ot BbiGopa Tuna ucknoyexus (Pain, Xew unm KomangHas ctpoka) okHo Jlo6aButh
NCKNKoYeHune OyeT COAepXarb NoA C pas/nyHbIMU NapaMeTpamu.

[ins Tuna ucknoyeHnin dann HeoOXoANMO ONpeSenuTb CleaytoLme napameTpbi:

— Oaitn,

— Onaru;

— W3patens M,

— NpaBunna;

— KommeHTapui.

[ns Tuna uckmoyennin Xeww Heo6x04MMO ONpeaennTb CefyoLLne napamerpol:

— Tun xew-cyMmbl;

— Xew-cymma;

— Onaru;

— W3parensb IM;

— Mpasuna;

— KommeHTapuii.

[ins una uckmoyennin KomangHas crpoka Heo0X04MMO OnpeaenuTb CeaytoLie napamerpbi:

— KomangHas cTpoka npapoautens;

— KomaHgHas cTpoka poautens;

— KomangHas cTpoka npouecca;

— Onaru;

— W3parens I,

— Npasuna;

— KommeHTapua.

®aitn - B nose NPONUCLIBAKOTCA UMEHa MCMONHSIEMbIX (DailfioB, KOTOpble HEoOXOAUMO [06aBuTb B
ncknoyeHus. Mmexa daitnos nocne gobasneHns ckntoyenus Gyayt otobpaxatbcs B Tabauue Ucknrovyenus gna

nporpamm B nojie 3Ha4eHue, a B nose Tun OyeT ykazaH TN NCKNKOYEHMS.
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BaxHo

L) pasuna ykasanus umenn haitnia npu CO3LAaHMM UCKMIOYEHIA AN NPOTPAMM TaKUe Xe, Kak u npu
CO3AAHMN MCKNKOYeHns Ans (aina. T.e. pernctp CUMBONOB He Y4UTLIBAETCH, MOAAEPXMBAKOTCA
nepemeHHble okpyxenus: %systemdisk%, %systemdrive%, fonyckaercs ucnoab3oBatb CUMBObI

?1¥, a TaKkke yka3sblBaTb UM (haitna nporpamMmbl 6e3 nytu.

Tun Xew-cyMmbl — B 10e YCTAHABAMBAETCA TUM Xel-CyMMbl MCMoAHsiemoro (haitna. B nporpamme
NPeayCMOTPEHbI CeayHoLLMe TUMbI Xel-CyMM st fo6aBnenus (hainnos B uckntouexus: SHA-256, SHA-1 v MD5. Tun
XeL-CyMMbI nocne 4o0aBneHus UCckouenns otobpaxaetca B Tabauue Mcknouenns ans nporpamm B nose Tun.

Xew-cymma — B noje NPONMCHIBAKOTC 3HAYEHUSI XEW-CYMM ANS WCMONHSEMbIX (DainoB, KOTOpble
Heobxoanmo 106aBuTb B MCKAtOYeHns. Mocne Lo0aBNEHUS WCKMIOYEHUS 3HAYEHMe Xelw-CyMMbl 0ToOpaxaetcs B
Tabnuue Uckniouenuns pans nporpamm B noje 3HayeHune. Xell-3HayeHue ABASETC Haubonee TO4HbIM Cnoco6oMm
MAEHTUUKALMN NPOTPAMM NPU CO3AAHMN UCKAKOYEHNIA AN MPOTPAMM.

KomangHas cTpoka (npapoautens, poauTens u npowecca) — B noie NponucbIBaeTcs 3HaueHne KOMaHgHOM
CTPOKW B COOTBETCTBMM C NMpaBUAaMM 3anucu, CNpaBka 0 NpaBuaax 3anucu KOMaHAHOW CTPOKM MOSIBASETCS NpU

HaBEEHMM KYPCOpa MbILLK Ha 3Ha4oK ) (puc. 77).

YToBhl 230aTh

NPOMEECABHYHD CTROKY,
EBEQMTE CHMBON *

PMCYHOK 17 - rlpaBmla 3anNUCH KOMaHAHOK CTPOKM B NCKHOYEHNSAX AN NPOrpamMm

Mocne noGaBneHNs NCKNKOYEHUA 3HAYEHNE KOMaH[IHOI CTPOKK 0ToGpaxaetcs B Tabnuie Hcknrouenns gns
nporpamm B none 3Ha4eHue. lpu Co3gaHMM NpaBMia HA OCHOBE KOMAHAHOW CTPOKM BCe 3 noAs Ans BBOAA
KOMaHOHbIX CTPOK (<KoMaHaHas ctpoka npapoautens», «KoMaugHas CTpoka pogutens», «KoMaHgHas CTpoka
npouecca») ABASKTCA 06s13aTeNbHbIMK. T.e. €CAM Mbl XOTUM CAeNaTb NPaBuAO AN HEKOTOPOA MPOrpaMMbl no
KOMaH[IHOW CTPOKe eé 3amycka, Takxe HeoGXOLMMO YKa3aTb KOMaHAHble CTPOKM 3amycka €e POMMTENbCKOro
npoLecca, a Takxe NPapoanTeNbCkoro. B cyyae, ecim 3HaueHUe Kakux-NM6o U3 yKasaHHbIX KOMaHIHbIX CTPOK He

BaXHbI, B KQYECTBE UX 3HAYEHWH CNIefyeT UCnosb30BaTb CUMBON *(CM. puc. 77).
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Mpumeyanne

9

L  puwucnonb3oanun uaeHTHDUKALMM UCKAIOUEHIS HA OCHOBE UMEHN (hailna TN KOMAHAHO CTPOKN

Heo6xoaumo (TapatbCs BBOANTb KaK MOXHO 00n1ee NoHbIe 3HaYeHUs HYTEVI W KOMaH[HbIX CTPOK.

lyto |devicelharddiskvolume*\windows|system32Isvchost.exe aBnsetcs Gonee 6Ge30MacHbIM, HeXesu
*Isvchost.exe (W npocTo svchost.exe).

To xe kacaerca U koMaHugHblx CTpok: “c:|Windows|System32\DISM.exe /Apply-Ffu /imageFile:flash.ffu
/ApplyDrive:|l.\PhysicalDrive0” — 6onee 6e3onacHo, uem “c:|Windows|System32\DISM.exe *I|. \PhysicalDrive0”. U tem
6onee, Ge3onacHee apuaHta: “*DISM.exe *I|.\PhysicalDrive0”. TlyTh Ana KOMaHZHbIX CTPOK cnefyet Gpatb M3
COOTBETCTBYHOLLEr0 COBLITUS, NOCKObKY HEKOTOPbIE MYTH MOTYT HauMHaTbCs € npedmkca \??\. Moryt GbiTb M Apyrue
0Tmyus. B npaBunax HeoOXOAMMO YKa3biBaTb UMEHHO TaK, KaK 3TOT MyTb BUAMT areHt. [1nA KOMaHZHbIX CTPOK
NEePEMEHHbIE OKPYXEHNUS He NOAAEPXMBAOTCA. PerncTp CMBOIOB, TaKXKe, Kak i N9 NyTel, He YYUTbIBAETCS.

®naru - B nosie 0NpeLensoTCs yCIoBUA, COrNacHo KOTopbIM GyAYT MCNONHATLCA (ainbl, fOOABNEHHbIE B
CMUCOK UCKNKOYEHUIA B1S NPOTPaMM.

B [lporpamme npeaycMoTpeHbl Ciegyrolmue Tvnbl iaros:

1) Ynpasnstowume noBefeHMeM NpoLeccoB (Kaxablid (aar onpefensier npaBo COBEPLIEHUs NPOLECCoM
COOTBETCTBYHOLLEr0 MOTEHLMANbHO ONACHOr0 AEHCTBUS):

— pa3peLueHmne BHeAPEHUs KOZa B CTOPOHHME NPOrpaMMbl;

— pa3peLueHme 3anuch NamsaTv CTOPOHHUX NPOrpamMm;

— Pa3peLunTb YTEHNA NamMATH CTOPOHHUX NPOTPAMMa 1 yNpaBeHns UMK,

— NPaBo B3aMMOLENCTBUS C KPUTUYECKUMM CUCTEMHBIMU NPOrpaMMamu;

— pa3peLueHmne NPAMOro 4OCTyNa K AUCKY ANS YTEHNS;

— pa3peLueHmne NpAMOro 4OCTyNa K AUCKY A 3anucK;

2) BcnomoratesibHble NS MEXaHU3Ma MAEHTU(UKALLMK NPOTPpaMM:

— KOMMOHEHT UMeeT 32-x GutHyto U 64-x GUTHYI0 BepCUio (MO3BOASIET OAHUM NPABUAOM YKa3atb, YTO
MCKNKOYEHNE OTHOCUTCS 1 K BEPCUM MPOTPAMMBI, PACNONOXEHHOI B AUPEKTOPUM System32, u K BEpCUHN U3 ANPEKTOPUN

SysWOwo4);
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— NOATBEPX/EHNE N0 INEKTPOHHOM NOANMCH (NO3BOASIET YKa3aTb, 4TO AEWCTBUE pa3pellaerca Anq
MporpaMMbl, UCNOAHAEMbIR (hain KOTOPOM MOAMMCAH Nt000M BaNMAHOW NEKTPOHHON MOANUCHIO; ANS YKa3aHus
KOHKDETHOT0 M3fatens Heob6xoaumo wucnonb3osatb none «M3gatenb 3M» (Mpu 3TOM yCTaHaBAMBaTb (hnar He
0053aTe/1bHO, €ro Hanuyue NoApa3yMeBaeTCs aBToMaTyecky));

— QHTUBMPYCHbIA KOMMNOHEHT;

3) Ynpasnsiowme notokoM TeneMeTpun (M03BOAAKT AN YKA3aHHOTO MPoLecca UCKAKYaTb U3 NOTOKa
COObITUS YKA3AHHOTO TUNA MM PA3peLLatoT OTNpaBKy BCex COObITUIA NPOLECCOB, AaXe NPU BKAOUEHHOA ONLMN UX
noJasnexus B npoune 6e30NacHOCTH arexTa):

— WUCKNKOYEHNE U3 TENIEMETPUN CETEBbIX COObITHIA;

— UCKNKOYEHNE U3 TeNIEMEeTPUN (DainoBbIX COObITHN;

— NCKN0YeHme u3 Tenemerpun cobbitui peectpa Windows;

— WCK/0YEHNe U3 TeNeMeTPUN COObITUA NOBEeHHS;

— WCKMIOYEHNE BCEl TENEMETPUH;

— 3aMpeT NPUHYAUTENbHOTO NOAABAEHNS COBbITHI;

4) Ynpasnatowue noTOKOM aHaNMTUYECKON aKTUBHOCTY (MO3BONSIOT /1S YKa3aHHOI0 NPOLECCa MCKNKYMUTD
M3 NOTOKa COObITUS YKa3aHHOTO TUNa, CBSA3aHHbIE CO CPABOTKAMM aHANUTUYECKUX NpaBu):

— WCKMIOYEHMe aHanu3a (ainioBoi akTMBHOCTH;

— WCKNIOYEHMe aHaNM3a BXOASLLEN CETEBOM aKTUBHOCTH;

— WCKNIOYEHME aHaNM3a UCXOASLLEN CeTEBOM aKTUBHOCTY;

— UCKNHOYEHne MaTyuHra UHANKATOPOB aTak.

Y106b1 He C034aBan0Ch COObITHE CPABOTKM MCKAKOYEHUA NS TOTO MM MHOTO MHAMKATOpa aTak,

Heo6x0a4umMo YKa3aTb UMA 3TOr0 UHANKATOPA B CTPOKE rlpaBmla, MocCTaBuB nepea HUM 3HakK MUHYC.

B cnyyae c (paitnoBOi AKTMBHOCTBIO ANS 3aZaHHOM Nporpammbl GyayT MCKAKOYEHbI NPOBEPKH Mo
uHAMKaTopam Komnpometauuu u YARA-npasunam/ML, ecnm pexum ckaHupoanus no YARA-npasunam u ML BktoueH

[N19 COOTBETCTBYHOWLEr0 npothuns. B 3tom Xe cnyyae OyayT MCKNtOYeHbl npoBepku xewei Ha Tl-nnatopme. [nq
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(eTeBOM AKTMBHOCTM 3anpeT aHaNNUTUKM [As 3afaHHOM MPOrpamMmbl OTMEHAeT NpOBEpKy N0 MHANKATOpam
komnpometaumun (IP, URL, fOMeHbI, CeTeBble CUrHaTypbl), COOTBETCTBEHHO, Ha Tl-nnatdhopme nposepka no IP-
appecam, fomenam u URL takxe Gyger otknioueHa. Mcknioyenne MaTyMHra MHAMKATOPOB atak ANs 3afaHHOM
MpOrpaMmbl NO3BOASIET OTMEHUTb /19 HEe MPOBEPKM N0 BCEM MHAMKATOPAM aTak, Ha3HAYEHHbIM B KOH(UrypaLmu
npaBun arenta(os).

Bce ycranosnenHble s 106aBnsemMoro nckniouenns qnaru 6yayt otoopaxatses B 1abauue Ucknrodenus
AN nporpamm B nose ®naru.

W3parens 3l - B nosie nponucbiBaeTcst UMs U3gatens 3NEKTPOHHON NOAMUCKH A5 UCMIONHAEMOrO (baina.
locne pobaBneHns uCkNoueHus uMs usgatens otobpasutcs B Tabauue Wcknouenns gna nporpamm B none
U3patenn M. [oGaBneHne u3fatens 3NEKTPOHHOR NOANKCKH K NOOOMY U3 LOCTYMHBIX CNOCOOOB MAEHTUUKALMM
3HAYMTeSIbHO NOBbILIAET ero 6e30MacHOCTb.

lMpaBsuna — B no/e NPoNMUCHLIBAETCA HA3BaHNE NPaBUA MHANKALMK, PaboTy KOTOPOro Tpebyertcs NoAaBHTL
C MOMOLWbK  MCKNKoYeHus (Hanpumep, «CmdLineTampering»). Mpasuna «MaliciousFile», «SuspiciousFile»,
«MaliciousDomain», «SuspiciousDomain», «MaliciousIP», «SuspiciousIP», «MLStaticDetection» otHocaTCA K
CpabaTblBaHMAM Ha OCHOBE aHaiM3a COAEPXMMOro (hainoB M MOZABAATHCA AOMKHBI C MOMOLLbH (DainoBbIX
nckntoyenuit. Crofa xe oTHoCATCS 06HapyxeHust Ha ocHoBe YARA-CUrHaTyp, HO MMEHA TakuX NPaBui YKa3blBaKTCA B
metafanHblx YARA-curHatypel, 1.e. OHU He qymkcupoBaHbl. YARA-curHatypbl (ourypupyrot B pamMkax e4MHCTBEHHOTO
coObitns (haitnoBoro Monutopa — O6Hapyxenuwe: ®ain knaccupmumpoBaH Kak BpepoHoCHbIn (YARA-
npasuna).

KommeHTapuit — B nose nponucbiBaeTcqd NPoU3BOJbHbIA KOMMeHTapuit. [lnqa 1o6aBneHus HOBOI
MPOrPaMMbI-UCKITIOYEHNA N0 UMEHN (haiiNa M XelL-CyMMe KOMMEHTapHit He SIBNARTCS 00513aTe/IbHbIM NApaMeTpoM.
KommeHTapuit nocne fo6aBneHus uckouenns 6yaer oto0paxatbcs B 1adnuLe HcknroueHus ang nporpamm s nose
KommeHTapuii.

YroGbl 3aBepwutb f0GaBfieHMe WUCKNIOYEHUS Ans Nporpammbl Heo0X0ZMMO nocne BBOZA BCeil

Heo0XoanMoi H(opmaLmu B okHe JlobaBNTL HCKNKOYEHHE HaxaTb KHONKY JloOaBuTb.
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[ns BHECEHNS W3MEHEHWH B WCKMIOYEHUe ANA MPOrpaMMbl aHANUTUKY CNEAYeT HaxaTb KHOMKY
PepaktupoBatb - B COOTBETCTBYtOLLEN CTPOKE TabuLbl MCKNOYEHNA AN NPOrpaMM v B OTKPbIBLUEMCS OKHe
PepaktupoBath MCKKOYEHHE U3MEHUTb HEOOX0AMMYIO MH(OPMALMIO.

B 3aBMCMMOCTM OT TMNA UCKNKOYEHNS, KOTOPOE MOXHO yBUAETb B none Tun B Tabauue Uckniouenns pns
nporpamMm, okHo PepaktupoBatb uckniouenuwe (puc. 78, 79, 80) Oymer comepxatb pasHblit Habop none,

COOTBETCTBYHOLMI HAGOPY noneit OkHa JloGaBUTb MCKAOYEHHE.

Pegaxmposats moknouenve

daline

hh.exe

Pucynok 78 - PegaktupoBatb HCKNIOYEHHe Ans nporpammbl (ain)

PepakmmpoBate McktoueHne

Tin Xew-cymMue

5f26d0212284<7d650a2feaalc55ad015a23bf4f1b2b0bB22cd15d6c 150000206

PucyHok 79 - PegaktupoBatb HCKNOUEHNE ANA NPOrpaMMbl (xeLu)
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Pe,u,a KTUPOBATE MCKNHYEHWE

KomawgHar cTpoka npapogwress [ *

PucyHok 80 - PegaktnpoBatb MCKNIO4EHNE AnS NPOrpaMMbl (KOMaHAHas CTPOKa)

[Lnq 3aBeplueHns PefaKTUPOBAHUSA HEOBX0LUMO HaXaTh KHONKY kil NOCNe BHECEHNS M3MEHEHN B
PEAAKTUPYEMbIi 31eMEHT. [INA 0TMEHbI U3MEHEHMUIA CNe/lyeT HaXaTb KHOMKY 3aKPbITUsSl OKHA .

Mocne no6aBneHus NporpaMMbl B CMUCOK WMCKAKYEHWA M COXpaHeHus Habopa C [100@BNEHHbIM
MCKNKOYEHUEM HE06X0MMO NPUMEHMTD 3TOT HaBop NS COOTBETCTBYHOLLETO areHTa Wy areHToB. [ins 31010 cremyet
nepeiitn Ha cTpanuy Hactpoiika areHta, BbIOpaTb HYXHOrO areHta u3 cnucka U B o6nactu Kondmrypauun

NPUMEHUTb U3MEHEHHDBI HAaBop NCKNKOYEHNIn Ans nporpamm (puc. 81).
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Kondurypaumm

PucyHok 81- U3meHeHHe KOHUrypaLumn npaBun Ha arexte

Mpasuno ¢ J06aBNEHHbIM UCKIOYEHUEM OYLET NPUMEHSATLCA 4151 BLIOPAHHOrO areHta noce NpUMEHeHus
KOH(Mrypawmu, ANs 37070 aHaMUTUKY HEOOXOLUMO HaXaTb KHOMKY | Moo conpreypaupec RGN Tpelyercs npuMeHnTb
KOH(UIYpPaLMI0 C UCKNKOYEHUEM CPa3y Ha HECKOJIbKO areHToB, TO AN1s 3TOr0 Cliefyer nepetn Ha cTpaxuly Cnncok
areHToB, OTMETUTb (DN1AXKOM areHToB, A1 KOTOPbIX HYXHO MPUMEHUTb WCKAKOYEHUE, M C NOMOLLbIO KHOMKM
Npumenntb kondonrypaunio (EM) HazHauuy coxpaHeHHy0 paHee KOH(UTYPALLMIO C HCKAIOYEHUEM.

Cnepyer Takke paccMOTpeTb CLeEHapuil, KOTAa C MOMOLLbK ynpasnswwmx (naros (Paspewmtb
BHefipeHHe Kofia B CTOPOHHHe nporpamMmbl, Paspewuntb 3anucb NaMATH CTOPOHHNX Nporpamm, Paspewntb
AOCTYN K CTOPOHHMM NpOrpaMMaMm ANs YTEHWA namsatM M ynpasnexus, [paBo B3auMOpEHCTBUA C
KPUTHYECKMMH CMCTeMHbIMK NporpaMMamu, Paspelunts npsiMoi ROCTYN K AUCKY AN yteHus, Paspewntb
NPAMON AOCTYN K ANCKY ANSA 3anNnCH) He00X0AMMO Pa3peLLiTb OnpeiesieHHoe AercTBUe ANs XOCT-NPOLECCoB.

K Takum npoueccam B cucteme RT Protect EDR otHocsTCS:

— svchost.exe;

— rundl32.exe;

— dllhost.exe;

— taskhostw.exe;

— taskhost.exe.

Eciu peitcteue, kotopoe Tpelyetca paspewintb, COBEPLIAETCS CAMUM 3TUM NMPOLECCOM (MHMLMATOPOM

COOTBETCTBYIOLLEr0 Bbi30BA ABAAETCA MCMONHAEMbIA MOAYNb 3TOT0 I'IpOLl,ECCE]), T0 BCE CKa3aHHOe paHee Mnpo
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COCTABNEHNE MNpaBUAa WCKIKOYEHUS OCTAeTCs CnpaBef/mMBbiM. ECu e [edcTBME COBEPLIAETCS OT MMEHM
onpegenexHon DLL, 3anyckaemoit C NOMOLLbIO XOCT-NpoLecca, T0 B Ka4yecTBe NpaBuna WAEHTM(UKALMN LONXKHDI

Cnonb30BaTbCs MO0 Ms, 160 xew 3701 DLL (MHMLmMaTopa onepaumm).

10.7.4. Jlo6aBneHune HCKAOYEHHA ANA Ghaina C OMOLLbIO MACTEPA HCKAHOHEHHH

flobaBnsitb  UCKOYeHna i ainoB, OOHApYXMBAaeMblXx Ha areHtax, B [lporpaMme MOXHO B
ABTOMATU3MPOBAHHOM PEXMME C MNOMOWbI MacTepa UCKNlYeHuir. Co3faHue UCKNKYeHnn ans  daina
NPeayCMOTPEHO AAS CNedylowux TUNOB 0GHapyXeHWi (COOTBETCTBYIOT HA3BAHMIO NPaBUAa, Ha OCHOBE KOTOPOrO
C0oObITHE NONAN0 B MHLMAEHT):

1) SuspiciousFile;

2) MaliciousFile;

3) MLStaticDetection;

4) Cpa6arbianue YARA-npaBuna;

5) CpabatbiBaHue nHAMKaTOpa KOMNpOMETaLuM anq dainna.

Tem cambIM, C0373aBast UCK/OYEHNE, aHANNTUK pa3peLuaet pabory (haina, HeCMOTPS Ha TO, YTO CTATHYECKM
aHann3 3T0r0 (haina NoKasbiBAaeT MOTEHLMASbHYK0 ONacHOCTb AN 3alLMLAEMOR MHAPACTPYKTYpb, 310 Aaer
BO3MOXHOCTb aHAMTUKY ObICTPO NOAABASATL IOXHONONOXUTENbHbIE CPAbaTbIBAHMUS.

Macrep uckntoueHuni gocryned Ha ctpanuue MHumnaent B none UHdpopmauma co6biTns, BKIOYEHHOTO B
NHUMAEHT, WK Ha CTpanHuLie AKTMBHOCTD Takxe B none UHdhopmaums.

Yto6bl [00aBUTL OOHApYXeHHbI (hailn B WMCKNKOYEHMs, HeoOXOAMMO Haxatb KHOMKY JloxHoe

cpabarbiBaHue ('), nocne Yero 0TKPoeTCs 0kHo Mactep co3faHns HCKAKOYEHHRA. 3[eCh aHaNMTUKY He0OX0ANMO
NPeAnpPUHATL HECKONBKO LUAroB:

1) BbiGpatb TMN CO34aBAEMOT0 UCKAKOYEHNS (Xeww uan (aitn);

2) BbiGpatb HabOP C MCKMOYEHUSAMU (MO YMONYAHMIO BLIOUPAETCA AEHCTBYIOLMI HAOOP C UCKNIOYEHNAMN
TOF0 areHTa, Ha KOTOPOM BO3HUK MHLMAEHT);

3) BbiGpathb feicTBME (M0 yMONUAHMIO BbIOUPAETCS AeicTBUE PaspewnTb);

4) Hanucatb KOMMeHTapuii (eC/m 310 Heo6X0AMMO);

5) Haxatb kHonky Jlo6aBuTb.
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Mocne 3aBepluieHns onepawuu NPoM30iaET aBTOMATUYECKMA nepexos Ha cTpaquLy Wckniodenns pns
thannos B 101 HaOOP, B KOTOPOM Obl/10 J06ABNEHO UCKIOYEHME.

B HekoTOpbIX CNy4aax aHaNMTUKY BMECTO Pa3pellalowlero UCKNKYEHUs MOXET MOHAZ00MTbCS CO3AATb
3anpelatowiee ncktoyerne. 0T MHAMKATOpa KOMNPOMETALMU OHO OYAET OTAMYATLCS TEM, YTO MO TAKOMY COOBITHIO
MHUMAEHT CO3AaBaTbCa He Oyaet. [lna Co3AaHMs GNOKMPYIOLLEr0 MCKAKOYEHNS HeoOXOLMMO BMECTO AECTBUS

Pa3pewuntb BLIOPaATL B MaCTEpe UCKNKOYEHU feicTBUe BnokupoBaTb.

10.7.5. [lo6asnetne HCKAIOYEHHA JN15 IPOrPAMM B PEXHME MACTePa HCKAHOYEHHH

Mogo0HO f00aBNEHMIO (PAilSI0B B PeXUME MACcTepa UCKIHOUEHHUIA NPOrPaAMMHBIE UCKKUYEHNA TaKXe MOXHO
[,06aBSTL C MOMOLLLK MacTepa o CTpaHuLbl AKTHBHOCTb. UCnosib30BaHMe MacTepa UCKAKYEHUIn 415 NporpamMm
BO3MOXHO /15 COObITUI-00HAPYXEHWA, Y KOTOPbIX 3an0/iHeHO nosie rul, Kpome CoObITUA-0GHAPYXEHNI CEAYIOLNX
TUMOB:

— C00bITA-00HapyXeHus  painoBoro Mowutopa ¢ nogtunamu CpabatbiBaHme MHAMKaTOpa
Komnpometauun pns hanna, ®ainn knaccucpuumpoBaH Kak BpepoHocHbli (ML Ha arente) u ®aiin
KnaccudpmumpoBan kak BpegoHocHbli (YARA-npaBuna);

— C00bITA-00HapyXeHUs  CeTeBoro  MoHutopa ¢ noatunom  CpaGaTbiBaHMe  MHAMKaTOpa
KOMNpoMeTauum;

— Co0bITHA-00HapyxeHus, y kotopbix none rul pasHo SuspiciousFile, MaliciousFile, SuspiciousDomain,
MaliciousDomain, Suspiciouslp, Maliciouslp.

Mpu 0OHAPYXeHUN COOTBETCTBYHOLLMX COObITHIA Ha CTpaHuLe AKTHBHOCTB B no/ie UHchopmaums noasnsercs

kHonka MckniounTb Kak noxHoe cpabatbiBanme (— ). Tpy HaxaTuu KHOMKM OTKPbIBAETCS 0KHO MacTep co3aanus
NCKAIOYEHNA ANS NPOTPAMM (O CIEAYHOLUMA NONSMK:

1) Tun co31aBaemMoro UCKNKYEHN;

2) KomaHzHas CTpoka npapoautens;

3) KomaHgHas CTpoka poautens;

4) KomaH[Has CTpOKa NpoLecca;

5) U3natens I,

6) Mpasuno (rul);
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1) Kommentapuit;

8) Habop.

Ha 370M 371ane MOXHO MOMEHSTb TMN CO3AABAEMOTO MCKIOYEHUS C KOMAHZHOW CTPOKW Ha (hailn.
0653atebHbIM N5 BLIGOPA ABNSETCH Ha3HAYEHUe HAG0PaA C UCKITIOUEHUSIMM, NIPU 3TOM HEOOXOMMO Y4HUTLIBATD, YTO
BO BHELUHME HaOOPbI COXPAHUTL UCKNKOYEHME Henb3s. [Tpu BbiGope TMNa nckntoueHns dann Habop nonein M3MeHuTCs
Ha CnefytoLme:

1) Tun co34aBaeEMOro NOAKMOYEHNS;

2) ®aiin (CopepxuT nonHoe ums (haina);

3) Mpasuno;

4) KommeHTapuit (3anonHSeTCs aBTOMATUYECKN KOMaHAHOI CTPOKOW npovecca);

5) Haop.

Mocne BbiGopa TMMA CO34aBAEMOro MOAKMOYEHMS M Habopa HeoOXoAMMO HaxaTb kHonky [lanee.
Otkpoetcs okHo [lo6aBuTb McKntoueHue. Ha 370M 31ane MOXHO YCTaHOBUTL (parm, COrNacHO KOTOpbIM OyayT
UCNONHATLCS (hailnbl, J06aBNEHHbIE B CMUCOK WCKMKOYEHNI NS NPOrpaMM, a TakKe M3MEHUTb MH(OPMALMI0 B
octanbHblx nonsx (Mpasuna, KommmeHtapmii 1 1.4.). [ng 3aBeplieHns onepauun HeoOX0ANMO HaxaTb KHOMKY

Nlo6aBuTb.

10.8 [lobaneHne ceTeBbIX HCKFOHEHHA
10.8.1. 06was nHghopmayns
CeteBble UCKNIOYEHUS — 3T0 NEMEHTbI [porpaMMbl, NO3BONSHOLLME YNIPABAATL CMUCKAMU T106abHbIX 1
NOKanbHbIX IP-apecos 1 JOMEHOB C NOMOLLbIO NepeonpeaeneHins N0ruki CoObITHIA, TO eCTb paspeLuas i 610kupys

pocryn K [P-agpecam unu foMeHaM.

a9 BaxHo

L )  DbnokuposaHue CeTeBOr0 COEAMHEHNS NPONCXORMT HA TPAHCNOPTHOM YPOBHE.

AHanMTMK MOXeT 3afiaBaTb apTedpakTbl «4epHOro» U «6eNoro CIUCKOB», T B «4epHbIil» CMUCOK OyayT

BX0ZMTb 3anpeleHHble IP-agpeca, URL-agpeca i JoMeHbl, a B «6esiblity CNUCOK pa3peLLeHHble, AOCTYN K KOTOPbIM
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paspellaercs faxe NpU HaAMyMM WHAMKATOPOB KOMMpOMETauuu wan fadHblx Tl-nnathopmbl ¢ BEPANKTOM
«BpenoHoCHbIit». To eCTb MCMONb30BaHUE CETEBbIX WCK/IOYEHUA KaK 3NEMEHTOB «6enioro Cnucka» Nno3sonser
nofaBnsTb ceteBble CpabatbiBaHus Tl-nnat(hopMbl WAK MHANKATOPOB M CHUXATb KONMYECTBO aHafM3npyemoil
CUCTEMOM MHOPMaLMKM, TaK Kak Npu CETeBOM B3aUMOJEACTBUM C 3NeMeHTaMu «0Oenoro Cnucka» areHt He
aHaNN3MPYET AaHHbIE NOTOKA (HE NPOM3BOANT MATYMHT CETEBbIX CUTHATYP).

bnokupytowme ceteBble UCKNKYEHNS («YepHbI» CNUCOK) NO3BOASIOT OrpaHNyMBaTh JOCTYN K CETEBbIM
pecypcam 6e3 CO34aHNs MHUMAEHTOB.

Ha ctpanuue Habopbl ceTeBbIX MCKAKOUEHNA NPeACTaBieHbl UMEHa HAa00POB UCKNKOYEHMH, B KOTOPbIX
yka3biBatotcs [P-appeca, URL-agpeca u JOMeHHbIE IMEHa B Ka4eCTBe AEHTU(MKATOPOB NPU CO34AHUN UCKITIOYEHNH.
[pesycMOTpeHbl  Cedyioune AedCTBUS NpU CO3MAHMA  CETEBbIX WUCKMIYEHMA NS B3aUMOAEHCTBUS C
NepeyncneHHbIMI Bbiwe apredhaktamu: bnokupoBatb, Paspewnuts (Bcerpa), MpogonxeHue HabniopeHus,

Paspewmtb (Kpome nsonsiyuu).

a9 BaxHo

L) Twnapredakra URL nognepxusaerca e BCeMit BEDCHSMM areTa.

Mpyn CO3AAHNNM CETEBOO MCKIOUEHNS, LEACTBUS, KOTOPbIE ClIeAyeT Nponucatb B COOTBETCTBYHLLEM nofe
UMEIOT CNIedYHOLLMIA CMbICA:

— bnokupoBarb (03HayaeT, Y0 B3aMMOJEACTBUE MALUIMHBI, HA KOTOPOW YCTAHOB/EH AreHT, C yKa3aHHbIM B
ucknodennn [P-agpecom, URL-agpecom uan fOMEHHbIM UMeHeM GROKMpyeTcs, npu 3TOM (B OTMYME OT LelCTBUS
bnoknpoBartb B MHAKMKATOPAX), He C03AaeTCs COObITUI C KPUTUYHOCTbIO CPeAHSASA UK BbiLLe, KOTOPbIE HEOOXOAUMbI
L1 CO3A,aHNSA MHUMAEHTA, CO3LAETCA COObITUE C KPUTUYHOCTbI0 HU3Kas,

— Paspewmtb (Bcerpa) (03Hayaer, 4T0 B3aUMOAEWCTBUE MaLUMHbI, HA KOTOPOW YCTAHOBAEH areHT, ¢
yka3aHHbIM B uCknodeHun IP-agpecom, URL-agpecoM wau [JOMEHHbIM WUMEHEM pa3pelsaercs, npu 3T0M
(DYHKLMOHANBHOCTL COXPAHSETCS AaXe TOrAa, KOraa areHT n30npoBaH);

— Mpoponxenne HabntoAeHHUSA (03HAYaET, YTO B3aUMOLENCTBIUE MALLMHBI, HA KOTOPOW YCTAHOB/IEH areHT,
C yKa3aHHbIM B CKnoyeHum IP-agpecom, URL-appecom nam LOMEHHbIM UIMEHEM Pa3peLLaeTcs, Npu 3T0M CBSA3aHHble

C apTedhakTom co6bITUs CO34aBATLCA W OTNPABAATLCS HA CEpBEp He OYAyT);
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— P&BpGI.I.WITb (Kpome MBOMII.I,VIVI) (03HallaeT, Y10 B3aMMOJENCTBME MALLUMHBI, HA KOTOPOW YCTAHOB/EH
dreHT C YKa3aHHbIM B UCKNHOYEHUN |P-aﬂ,peCOM, URL-aﬂ,peCOM N AOMEHHbIM NMEHEM pa3pelLaeTcd, Kpome 10ro

CNlyyas, KOraa MallnHa, Ha KOTOPOW YCTAHOBAEH areHT, HAX0ANTCA B peXuMe U30aALui.

10.8.2. [JobasneHne ceTeBbIX HCKIKOYEHHH C MOMOLLbIO MACTEPA HCKAFOHEHHH
CeteBble MCKMOYEHUs MOTYT ObiTb 406aBeHbl CO CTPaHUL AKTMBHOCTb Ui MHUMAEHT C NOMOLLbH

Macrepa MCKNoYeHui. TpuHLMn ero padoTbl He OTANYAETCA OT CO3AaHMA (DAilNIOBbIX UCKIHOYEHNIA: MPN HAXATUN

KHOMKK - OTKPbIBAeTCA 0KHO Mactep co3AaHmns ceTeBbIX HCKAKOUYEHUIA C NPe3anonHeHHbIMU NONSMU, B KOTOPOM
AHANNTUK MOXET U3MeHUTb Habop, KyLa OyaeT coxpaHeHo uckyenne. Nocne Haxatus knonku [lanee oTkpbiBaeTca
BTOPoe OKHO [lo6aBMTL MCKAKOYEHME, B KOTOPOM HEOOXOAMMO BbIOPaTb OAHO M3 JOCTYMHbIX 1S CETEBbIX
UCKNKOYEHUA [eWCTBUA B COYETAHMM C ONuMelr 0TnpaBku CoObITMA. Onuusa no3Boasfer ONTUMU3MPOBATL OTNPABKY
COObITHiA, CBA3AHHBIX CO CTaTHYECKUMI NpoBepkamu JomeHa, URL-agpeca uin IP-agpeca (npoBepka no uHAMkaropam
KomnpomeTaLmu). Hekotopble CoYeTaHns AeiCTBUA U ONLLUKM SBASIKOTCS HEBO3MOXHbIMU:

— Jewicteue bnoknpoBarb 1 BkoyeHHas onuus He otnpaBasaTh cobbiTHs;

— pewcreue Mpogonxate HabnoaeHKe v 0TKNKOYEHHas onuus He otnpaBnsTh CoObITHS.

Co3parb ceTeBoe UCK/YEHNE BO3MOXHO /151 CeAYHOLLMX TUMOB COObITHIA:

— C00bITA-00HAPYXeHUs  CeTeBoro  Mowutopa ¢ noatunoM  CpaGaTbiBaHMe  MHAMKaTOpa
KOMNpoMeTaLum;

— C00bITUA-00HAPYXeHUs CeTeBoro Moxutopa ¢ nogtunom Wcxoaswee nogkntoyexue u Bxopswee
NoAKNIOUYEHNe, y KOTOPbIX B Nosie rul ykasaHo Suspiciouslp uiv Maliciouslp;

— C00bITHA-00HapyXeHUs ceTeBoro mMouutopa ¢ noatunom Mcxopswee nopaxniouexue, Bxopsuee
noakniouenne, SSL HELLO, DNS-3anpoc, y kotopbix B none rul ykasaHo SuspiciousDomain wnu

MaliciousDomain.

10.8.3. Habopbi ceTeBbIX HCKMOYEHUA
Crpannua Habopbl ceTeBbIX MCKNIOYEHUH BKIHOYAET B (05 ClefyoLue CTPYKTYPHbIE NIEMEHTbI (puc.
82):

— T1abanua ¢ Habopamu CeTeBbIX UCKNHOYEHNH;
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— KHonka Jlo6aButb Habop;
— KHonka MpumeHuTb Habop;

— KHOMKa Yaanutb BbibpaHHbIe HabopbI.

D ypuan Windows 19T 0 0

MCK/IOYEHMA

e long name long name long name long name long name long name long 0 0
me long name long name leng name long name long name

. testirina 0 6
nPoouM

[ Mpodmwm saumre AamHbix 22297l 0 5

NAPAMETPHI

Pucynok 82 — CrpaHuua «<Habopbl ceTeBbIX MCKNIOYEHHH»

Y106b1 1006aBUTL HOBbI HAOOP C CETEBLIMUM WCKIHOYEHUAIMM, HEOOXOANMO HaxaTb KHOMKy Jlo6aBuTh
Habop, noc/e yero BBECTH Ha3BaHWe HOBOro Habopa. Ha 3T0M 31ane MOXHO L06aBUTL K HOBOMY HA00PY UCKNHOUEHUS
[JA (DailfioB M3 paHee COXpaHEeHHbIX HAabopoB. [Lns 3TOr0 HYXHO BbIOPATh COOTBETCTBYIOLWMA HAOOP B CTPOKe
ba3oBblit Habop. [Lnsg 3aBepLueHus onepauyn Heo0X0ANMO HaxaTb KHonky Jlo6aBuTb.

[insi pefakTMpoBaHus Ha3BaHuit HAGOPOB NPUMEHAETCS KHONKa PeiakTMpoBaTh | - ).

Y06l yaanut, Habop/Habopbl, TPEOYETCS OTMETUTL HYXHbIE HAO0PbI (hNAXKAMM U HAXATb KHONKY Y AanuTh
BbiGpaHHble HaBOPbI MK YLANNTH UX N0 OTAENBLHOCTH C NOMOLLBK KHOMKM Yaanuts ().

st nepexopa k ctpanuue CereBble HCKAOYEHHA HeoOXoauMo Haxatb JIKM Ha umenn Habopa B none

HasBaHue Ha6opa.

10.8.4. Crpannya «CereBbie HCKOYEHHS»

Ha CTpaHuLe CeteBble UCKNOYEHHUS MOXHO BbINOJHSTH cnepyrouine onepaLmu:
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— NPOCMATPUBATH CETEBbIE UCKNKOYEHNS B BbIOPaHHOM Habope;

— 100aBnSiTb HOBOE MCKNHOYEHue no IP-agpecy;

— 100aBNSITb HOBOE UCK/TKOYEHNE MO JOMEHHOMY UMEHM;

— NPUMEHSTb U3MEHEHNS B HAOOPE UCKIOYEHNUH;

— KOnupoBaTb/nepemeLLatb BbiGpaHHble UCKAKOYEHNS U3 OJHOr0 Habopa B APYroN;

— 3KCNOPTMPOBATb HAOOP C MCKNKOUEHUAMK B (hain;

— UMNOPTMPOBATHL UCKNOYEHNS U3 (halna B Habop;

— aKTUBMPOBATL/AEAKTUBMPOBATL NCKNKOYEHUS B HAOOPE;

— PefaKTMpoBaTh UCKNIOYEHME;

— YAaNATb BbIGPAHHbIE NCKKOYEHMS.

[nst {0GaBNEHNS UCKITIOYEHNA B BbIOPAHHbIA HA00P HEOOXOANMO HaxaTb KHONKY [lo6aBUTb MCKAOYEHHE,
NOC/E Yero 0TKPOETCS 0AHOMMEHHOE OKHO. [lanee B OTKpbIBLLIEMCS OKHE Jlo6aBUTb HCKNKOUYEHHE CNieyeT 3an0NHUTb
noast C napaMmeTpami UCKntoueHns. lone, OTMEYEHHOE 3HAYKOM 3BE3A0YKM (*), ABASETCS 00513aTeNbHbIM 1S
3anonHexus. lpn foGaBnennn ncknoyeHns Heobxoaumo o00paTTb BHUMaHUe Ha (hnar He otnpaBnsitb COGbITHS,
KOTOPbIA NO3BOAET BKKOYUTL MK OTKIOYUTL (DYHKLMIO OTNPABKK COOLITHI, (BA3aHHbIX C JoMeHoM, URL nan IP-
agpecom. pu 37T0M B KOMOMHALMAX, NPeyCMOTPEHHbIX ANs aptedakToB U (hnara He otnpaBnsaTb Co6bITHA eCTb
HefonycTumMble KOMGUHaLMK: felcTeine bnokupoBath i BKNtOYeHHas onuus He otnpaBnsitb COObITHSA, feiCTBUE

NMpoponxeHue HabnloaeHusa v 0TKN0YeHHas onuus He otnpaBnsaTh coObITHS.

9 BaxHo

L)  [omen nIP-anpec moryr GbiTh HanucaHbl B UCKAKOUeHUM BMecTe ¢ nopTom (<IP/gomen>:<nopr>)

Yto0bl 3aBepLIMTL Onepaumio 100aBNeHUs UCKN